
Red Hat Linux 9

Red Hat Linux ���ÍÍÍ���{{{   



Red Hat Linux 9: Red Hat Linux ���ÍÍÍ���{{{   
~{Ó{‘
‘
2003�Red Hat, Inc.

Red Hat, Inc.

1801 Varsity Drive
Raleigh NC 27606-2072 USA
Phone: +1 919 754 3700
Phone: 888 733 4281
Fax: +1 919 754 3701
PO Box 13588
Research Triangle Park NC 27709 USA

rhl-rg(JA)-9-Print-RHI (2003-02-13T19:20)
Copyright© 2003 by Red Hat, Inc.,GÜ¦H�É¦Ó{À{�Ê�V1.0¿H6e«�GÁ@ #.e?�dc#A÷bDQ
�ñ�DGX.ê.e?�W2�(T�GÀ{�Ê�§��¾ÊHêG�{�@·~DCeW
2�http://www.opencontent.org/openpub/)�
Ó{s�4�GéÉDÌ�08a%C��c�§µ¢¼yÂG�>xG.êHí1be?�W2�

Ó{s�4�$bGáÏGa%C��c�BGa�CÍ}AC)ÑG*��G4ùD#�?[�~{�#aL6G~{�$b

�y2d[Gk«X�A@.ê2d,AHíÊ.e?�W2�

Red Hat�Red Hat¤��Æ���Red Hat ShadowManÄ��RPM�Maximum RPM�RPMÄ
��LinuxLibrary�PowerTools�Linux Undercover�Rhmember�RHmember More�Rough Cuts�Rawhide��LRed
Hat1åG«Ç]Ä�H2R?�Red Hat, Inc.G3 #aL6G;G D#*d«ÇW8Hg�«Ç@2�
LinuxH�Linus TorvaldsÌGg�«Ç@2�
Motif �LUNIXH�The Open GroupGg�«Ç@2�
IntelAPentiumHIntel CorporationGg�«Ç@2�ItaniumACeleronareHIntel CorporationG�Ã� µ��@2�
AMD, AAthlon, AMD Duron,AAMD K6 HAdvanced Micro Devices, IncG�Ã� µ��@2�
NetscapeHNetscape Communications CorporationG3 #aL6G;G D#*dg�«Ç@2�
WindowsHMicrosoft CorporationGg�«Ç@2�
SSH�LSecure ShellH�SSH Communications Security, IncG«Ç@2�
FireWireH�Apple Computer CorporationG«Ç@2�
6G;2R?G«Ç�LÛX.e8Ó{sH��42dÁ�G©Ao¥@2�

security@redhat.com��GGPG fingerprintH:
CA 20 86 86 2B D6 9D FC 65 F6 EC C4 21 91 80 CD DB 42 A6 0E



���êêê
HHH111ZZZDDD ................................................................................................................................................. i

1.,Gµ¢¼yÂQG>è......................................................................................................... i
2.ô�DTCGµ¢¼yÂk|=*d ...................................................................................... ii

2.1. Linux%�Z?G½���G8ZGµ¢¼yÂ....................................................... ii
2.2.C�G�d½���G8ZGµ¢¼yÂ ............................................................... iv
2.3. Linux{��G8ZGµ¢¼yÂ........................................................................... iv

3.Ìdjl ............................................................................................................................... iv
4.µ}�G³�j ....................................................................................................................vii
5. X@G����G�«�ATcä*.....................................................................................vii
6.0¶G`�D# ....................................................................................................................vii

6.1.¬z� §��kT_0W2...............................................................................viii
7.�´��k>*dºG½���g� ...................................................................................viii

I. ���������···QQQGGG���ÍÍÍ............................................................................................................................... i
1Ô��®Ä���Init��º���}Ê ............................................................................... 1

1.1.��®Ä�� ....................................................................................................... 1
1.2.��®Ä��Gáf ............................................................................................ 1
1.3.��éD�`®Ä�À·k��........................................................................... 7
1.4. SysV InitÀÊÃ°Â.............................................................................................. 7
1.5.�º���}Ê ....................................................................................................... 9

2Ô��Ä��� .................................................................................................................. 11
2.1.��Ä���A���·y�����º........................................................... 11
2.2. GRUB................................................................................................................... 11
2.3. GRUBG{Ê���Â .......................................................................................... 12
2.4. GRUBX½........................................................................................................... 13
2.5. GRUB{Ê��¬~{� ..................................................................................... 15
2.6. GRUB�µÊ  ................................................................................................... 16
2.7. GRUB̧ ¢¼� #¬x{Â ............................................................................... 17
2.8. LILO .................................................................................................................... 18
2.9. /etc/lilo.conf G�®�¾Ê .......................................................................... 20
2.10.��éGÀÊÃ°ÂG>è.............................................................................. 21
2.11.6G;GÁ��� ............................................................................................... 22

3Ô¬x{Â���·ì!........................................................................................................ 23
3.1.C5¬x{Â���·ì!k»42dG$........................................................... 23
3.2. Filesystem Hierarchy Standard)FHS*G°^ ................................................... 23
3.3.¸9C¬x{ÂGñ� .......................................................................................... 27

4Ôsysconfig �zÃ��Á ................................................................................................. 29
4.1. /etc/sysconfig/ �zÃ��Á×G¬x{Â ................................................... 29
4.2. Directories in the/etc/sysconfig/ �zÃ��Á .......................................... 41
4.3.6G;GÁ��� ................................................................................................. 42

5Ôproc ¬x{Â���· ..................................................................................................... 43
5.1.[ú¬x{Â���· .......................................................................................... 43
5.2.proc ¬x{Â���·G��®Ã°Â¬x{Â .................................................. 44
5.3. /proc/ G�zÃ��Á ........................................................................................ 57
5.4.sysctl �µÊ G³X ....................................................................................... 73
5.5.6G;GÁ��� ................................................................................................. 73

6Ô½���A�Â�® ........................................................................................................... 75
6.1.½���A�Â�®G"���Â......................................................................... 75
6.2.Ç�AC½��� ................................................................................................. 75
6.3.Ç�AC�Â�® ................................................................................................. 77
6.4.½���®À{°���Â�® ............................................................................ 79
6.5.�º }¨�Æ� .............................................................................................. 80

7ÔX Window System............................................................................................................. 81
7.1. XFree86................................................................................................................ 81
7.2.�����®�ÂA}zÊ }µ¤��º........................................................... 82



7.3. XFree86��§� #¬x{Â ............................................................................ 83
7.4.¬�Ê� ............................................................................................................... 89
7.5.ÀÊÃ°ÂAXFree86.......................................................................................... 92
7.6.6G;GÁ��� ................................................................................................. 94

II. ¤¤¤������ÆÆÆ������������ªªª���QQQGGG���ÍÍÍ .................................................................................................... 97
8Ô¤��Æ��{Ê��¬~{�.......................................................................................... 99

8.1.¤��Æ�� #¬x{Â ................................................................................... 99
8.2.{Ê��¬~{� #¬x{Â .......................................................................... 100
8.3.{Ê��¬~{�j·��Á®�....................................................................... 104
8.4.¤��Æ��X�¬x{Â ................................................................................. 105
8.5.6G;GÁ��� ............................................................................................... 105

9ÔNFS)Network File System*......................................................................................... 107
9.1.jl� ................................................................................................................. 107
9.2. NFS��§� #¬x{Â ................................................................................. 109
9.3. NFS�À{yÊ� #¬x{Â .......................................................................... 111
9.4. NFSG��¼Á�z............................................................................................ 114
9.5.6G;GÁ��� ............................................................................................... 115

10ÔApache HTTP��§�................................................................................................. 117
10.1. Apache HTTP��§�2.0.............................................................................. 117
10.2. Apache HTTP��§�1.3G #¬x{ÂG½� .......................................... 118
10.3.{Ê���ÂG¶ ............................................................................................. 127
10.4.httpd G¦ºA�Ê.......................................................................................... 128
10.5.httpd.conf G #�zÃ��z................................................................. 129
10.6.�¬�Â�G¹�¼�Â................................................................................... 145
10.7.¹�¼�ÂG�` ............................................................................................. 145
10.8.[ú²�� ........................................................................................................ 146
10.9.6G;GÁ��� ............................................................................................. 148

11Ô\½¸�Â ..................................................................................................................... 149
11.1.\½¸�Â®Ä��Â ...................................................................................... 149
11.2.\½¸�Â®Ä�À·�Å ............................................................................... 151
11.3. Mail Transport Agents..................................................................................... 152
11.4. Mail Delivery Agents....................................................................................... 160
11.5. Mail User Agents............................................................................................. 166
11.6.6G;GÁ��� ............................................................................................. 167

12ÔBIND ............................................................................................................................. 171
12.1. DNSD=�? ................................................................................................... 171
12.2./etc/named.conf ......................................................................................... 172
12.3.��Ê¬x{Â ................................................................................................. 179
12.4.rndc G³Xl................................................................................................... 183
12.5. BINDG�pCX�........................................................................................... 186
12.6.a(�d/Ä�k£*d8ZD ........................................................................ 187
12.7.6G;GÁ��� ............................................................................................. 188

13ÔLDAP)Lightweight Directory Access Protocol* ....................................................... 191
13.1. LDAPG³X�:.............................................................................................. 191
13.2. LDAPGX½..................................................................................................... 192
13.3. OpenLDAP��¹ÊA½��zÁ�z ............................................................ 193
13.4. OpenLDAP #¬x{Â ................................................................................ 195
13.5./etc/openldap/schema/ �zÃ��Á ....................................................... 195
13.6. OpenLDAP #G°^ .................................................................................... 196
13.7.���·%OpenLDAPGúßk��2da�D #2d ................................ 198
13.8. OpenLDAP§��¾Ê2.0QGy�®�Ã�  ............................................... 199
13.9.6G;GÁ��� ............................................................................................. 200



III. ������¼¼¼ÁÁÁ���zzzQQQGGG���ÍÍÍ ............................................................................................................... 201
14ÔPAM)Pluggable Authentication Modules* ................................................................ 203

14.1. PAMG�W....................................................................................................... 203
14.2. PAM #¬x{Â ............................................................................................ 203
14.3. PAM #¬x{ÂG4ù.................................................................................. 203
14.4. PAM #¬x{ÂG�Ê®Â .......................................................................... 206
14.5. PAM¹�¼�ÂG{o ..................................................................................... 208
14.6. PAM#aL�§{�G�4s .......................................................................... 208
14.7.6G;GÁ��� ............................................................................................. 209

15ÔTCPÀ�¨�Axinetd ................................................................................................. 211
15.1. TCPÀ�¨� .................................................................................................... 211
15.2. TCPÀ�¨�G #¬x{Â ........................................................................... 212
15.3.xinetd ............................................................................................................. 218
15.4.xinetd G #¬x{Â .................................................................................... 218
15.5.6G;GÁ��� ............................................................................................. 224

16Ôiptables ...................................................................................................................... 225
16.1.¨���¬zÂ�ÁÊ�................................................................................... 225
16.2.iptables Aipchains GÄ� ......................................................................... 226
16.3.iptables �µÊ @³X2d�®�¾Ê ....................................................... 227
16.4.iptables Gõ`GÅ� ................................................................................... 234
16.5.6G;GÁ��� ............................................................................................. 234

17ÔKerberos........................................................................................................................ 235
17.1. KerberosG�W ................................................................................................ 235
17.2. KerberosGX½ ................................................................................................ 236
17.3. KerberosGX� ................................................................................................ 237
17.4. KerberosAPAM .............................................................................................. 238
17.5. Keberos 5��§�G #................................................................................. 239
17.6. Kerberos 5�À{yÊ�G # ........................................................................ 240
17.7.6G;GÁ��� ............................................................................................. 241

18ÔSSH®Ä��Â .............................................................................................................. 243
18.1. SSHG¸à........................................................................................................ 243
18.2. SSH®Ä��ÂG§��¾Ê .......................................................................... 244
18.3. SSH�0G{°Ê����Ê� ........................................................................ 244
18.4. OpenSSHG #¬x{Â ................................................................................. 246
18.5. SSHGáf........................................................................................................ 247
18.6.Á¹���0D#*dSSHG»^÷b ............................................................. 249

19ÔTripwire......................................................................................................................... 251
19.1. TripwireG³Xjl .......................................................................................... 251
19.2. Tripwire RPMG{Ê���Â.......................................................................... 253
19.3. TripwireG���µ{� ................................................................................... 254
19.4. Tripwire���°��G�UZ ........................................................................ 256
19.5.JÓn�~��G�� ...................................................................................... 257
19.6. TripwireÃ´��GrG .................................................................................. 257
19.7. Tripwire���°��è� .............................................................................. 259
19.8. Tripwire´Á��¬x{ÂGè� .................................................................... 260
19.9. Tripwire #¬x{ÂGè� ........................................................................... 261
19.10. Tripwire¬x{ÂGñ�G�Í ...................................................................... 262
19.11.6G;GÁ��� ........................................................................................... 263

IV. äää���............................................................................................................................................. 265
A. Í}AC¨À¸��A¹�¼�Â..................................................................................... 267

A.1.¹�¼�Â¨À¸��GÃ# ............................................................................. 267
A.2. CD-ROM¹�¼�Â¨À¸��........................................................................ 267
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DÌd.e?�d�½G�{®DHêGa�C�%�cW2�

command

‘ Linux �µÊ (ñ�Da<?H�6G;G�±Ã��zÊ����·�µÊ )H,GTDÌd
0W2�,GTDÌd.e?�dñ��6G%åØk�µÊ À{Ê$bó´0�[Enter]��k
>4I�6G�µÊ k��2d,A%@&W2��µÊ GÁDH�6eAH¼dÌdG�
�(È!I�¬x{Âç)%7We?�d,A[�cW2�,Gñ�H�6G��[�µÊ GÍ
�@�c�ÓKA0?1=G�µÊ kìo0W2�È!I�

cat testfile �µÊ H��lG{Ý�zÃ��ÁD�dtestfile A��çÏG¬x{ÂG
×MkÌñ2dGD³X0W2�

filename

‘ ¬x{Âç��zÃ��Áç�¨��RPM¨����çH�,GTDÌd0W2�,G��{Â
H6GçÏG¸#G¬x{Â]�zÃ��Á%Red Hat Linux���·êD5l2d,Akñ0
?�W2�È!I�

²�·�zÃ��ÁG.bashrc ¬x{ÂDH�6G½���XGbash�~Â#xA�{Áy�%
J5.e?�W2�

/etc/fstab ¬x{ÂDH�Á���·�§{�A¬x{Â���·Gõ`%J5.e?�W
2�

Web��§�GÄ�¬x{Â��®Ä�À·k³X2d8ZDHwebalizer RPMk{Ê���
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application

‘ ,GÌdH®Ä�À·%�Ê ½���y®Á���¾Ê@�d(���·�¬�}~y@HC
�),Akñ0W2�È!I�

Mozillak³X0?Webk�~0W2�

[key]

‘ ��³� êG��H«YGa�DÌd0W2�È!I�

[Tab]��DadQ	X�k³X2dDH�1%åó´0?$b[Tab]��k>0W2��ÁH�
�zÃ��Á×G6G%å@ºWd¬x{ÂGÁ��kÌñ0W2�

[key]-[combination]

‘ ��GçX�h4H�êGa�DÌd.eW2�È!I�

[Ctrl]- [Alt]- [Backspace]��Gç�4H�À¬z�Âÿ{kQ .4?��À¬z�ÂÄ�{Ê
�õ�¿H��Ê��ÂD
0W2�

GUI {{{ÊÊÊ������¬¬¬~~~{{{���êêêDDD���ddd������������

‘ GUIG�õ]}zÊ }êD³hed|w0]%åØH�êGTDÌd0W2�,GTDÌ
d.e?�dñ��6eH¸#GGUI�õ$�6,D�d¸#G��kÃ2ºD³he?�W
2�(�~��³���]¬z�Â Dä*be8%åØCB)È!I�
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‘ ,GÌd%�déH�6e%®Â�}Ê¸¢¼�GTêG��9A��,AkÌ0W
2�GUI�õêD�d6G%åØk�Á��2dA�6G¸¢¼�G¯c%Ìñ.eW2�
È!I�
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GNOME��¶¡ÂêG¬¬¬xxx{{{ÂÂÂGYD�¦1}zÊ }×D�WG�~Â®ÄÊ®�k¦(,
A%wod���ccc����®�¾Ê%�cW2�

GUI¸¢¼�kå00?ÿ{2d»^%�dA&H�êGÈGa�DÌd0W2�
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‘ ,GÌdH�GUI�õêD�Á��@&d³�ÊêD����%�d,Akñ0W2�È!I�




ddd³�Êk>0?�T¶DÌñ08}~±��D
cW2�

computer output

‘ ,GÌdG����%�dñ��6eH�µÊ À{Êê@�Ê«¼��%Ìñ2d����k
ñ0W2��µÊ kó´08^i]��À�¸������L��Á®�]®Ä�À·QG
½���ó´GºGM�ù®ÄÊ®�CB�,GÌdDCcW2�È!I�

ls �µÊ k³X0?�zÃ��ÁG×MkÌñ0W2�
$ ls
Desktop about.html logs paulwesterberg.png
Mail backupfiles mail reports

�µÊ G��^iA0?Ìñ.edw´(,Gñ�H��zÃ��ÁG×M)H�êdGTDÌ
ñ.eW2�

prompt

‘ �Ê«¼��%ó´Q:@�d,Akñ2®ÄÊ®�H�,GÌd@ñ.eW2�È!I�

$

#

[stephen@maturin stephen]$

leopard login:

user input

‘ �µÊ À{Ê$GUI�õêG����³���D½���%ó´0C*eICbC�%åØ
H�,Ga�DÌd0W2�êGÈ@H�text %,GÌd@ñ.e?�W2�

���·@����°��G{Ê���Â®Ä�À·Df¥2dDH�boot: ®ÄÊ®�
@�text Aó´2d»^%�cW2�

.bDH�¸#Gõ`D=�?�½���GÈ¶kÛ(8ZDO=$G¸�%�cW2����·D
M2dl^pD=1?�,ebG��H�©Ê��È¶�l^�X��L�Aý�.e?�W2�È
!I�
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Red Hat LinuxGl^@¨Æ¬ÂC#õG1=H�,G�±Ã��zÊ����·G¦ºD³X2d
��®Ê@½��� #a�Cjl@2�½���H���éD�:ê+d®Ä�À·GÃ#k7
Y���®Ä��G<(G#õkô:D #@&W2�¦1a�D��ÊG®Ä��H£lB��
�µ{�k»^A0W4l%����·G�º���}Ê[ç�Z.e #a�Cjl@,0(®Ä
��k�Ê0W2�

®Ä��G��A�º���}ÊG°çXk��2d,AH�Red Hat LinuxG���µ{�ka�
D2d9*@C(����·G¦ºA�º���}ÊD1å2dgG�ÀÂ�¼��zÊ�k[
#�D0W2�

1.1. ������®®®ÄÄÄ������
«YDx86���·XG��®Ä��GI§A����kñ0W2�

1.���·BIOS%����·k�~��06e$b®À{µÁ¦� �z��GMBRD�d
e1����G��Ä���k�:ê+W2�

2.e1����G��Ä���H6eô+k¸¹ÁDÄ� 0?�/boot/ ¨��z�¾Ê$b
e2����G��Ä���k�:ê+W2�

3.e2������Ä���H��¤Âk¸¹ÁDÄ� 0�0pH��¤Â%»^C¹�¼�
ÂkÄ� 0?¾X-XXÂ��¨��z�¾Êkµ}Ê�0W2�

4.��¤ÂH��®Ä��Gj·k/sbin/init ®Ä�À·Df0W2�

5. /sbin/init ®Ä�À·HÓ?G��ª�A½����±����ÂkÄ� 0�60
?/etc/fstab DÁ��0?�dÓ?G¨��z�¾Êkµ}Ê�0W2�

6.½���H��0(��08Linux���·GÄ�{Ê®ÄÊ®�GÌñk|d,A%woW
2�

��®Ä��G #%��º���}Ê®Ä��G���µ{�ac[[<AÍ}A@�d8Z�
,GÔG¯cG��@H���®Ä��G°çXA�6ek¸#G¢��DC�.4d���µ{
�GjlkáfD£é0?�&W2�

1.2. ������®®®ÄÄÄ������GGGáááfff
��®Ä��GºWcH³X0?�d¦� }~y®À��¬��·Da<?¼CcW2�0$
0���¤Â%|ä$c���Ä���@Ä� .edA���¬�Â�G��®Ä��HÓ?
Gy�����º�k�1?»�@2�,GÔ@Hx86y�����º�DÌWk±�?�W2�

1.2.1. BIOS

x86�Ê«¼��%��.edA�®Ä���H���·¸¹ÁGT¶�k|?Basic Input/Output
System��h_dBIOS®Ä�À·k�06ek��0W2�BIOSH���®Ä��GT�G�
��®9*@C(GBXHQG�Ã°Â{Ê��¬~{�[,¶0W2�,Gº�BIOSH¾X-X
XG�#¸¹ÁA0?�$e?#c�\é@[³Xa�@2�

;G®À��¬��·H�x86���·GBIOSG¤&ATU¦1TC�Ã°Â���k(1d8ZG
98G®Ä�À·k³X0W2�È!I�Itanium°��G�Ê«¼��HEFI (Extensible Firmware
Interface)�~Âk³X0�Alpha���·HSRM�Ê��Âk³X0W2�
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Ä� .edA�BIOSH���·krG0�GBXHGr�A�~��k������·k��2
dºG4ËC�§{�kíRW2�BIOSH�ô�f¥a�C¸�zyk�Z?5l2d¬Ä�«z
�z�� À{ACD-ROM À{krG0W2�60?6e%C�ñ�����·G¦�  À
{QA½¥0W2�£lBGñ����~1@ À{k|?�d��HBIOS@ #.e?#c
6e%®À{µÁIDE§�êGµ���IDE�§{�k|D�&W2�BIOSH6,@�,G�§{�
GT�G����D�dµ�����Ã�� ��h_dMBRG®Ä�À·k¸¹ÁDÄ� 0W
2�MBRH��{�A0?H512§{�0$C(�µ�Êk��2d8ZG��Ä���A�I
edµ�Ê�� Ãñ%A¨��z�¾Ê��ÂkÍ�D7l@�W2�BIOS%��Ä���®
Ä�À·k|ä*?�¸¹ÁDÄ� 2dA���®Ä��Gj·H��Ä���D÷4W2�

1.2.2. ������ÄÄÄ���������

,G���¾Ê@H�x86®À��¬��·XG��Ä���D=�?ü�0?�W2����·G
y�����º�Da<?���®Ä��DH´�	Ä%�cW2G@�x86««G��Ä���
D=�?G°^H�1.2.2.1@·~Y.��

Red Hat Linux@H�28ÅG��Ä���%�X@&W2�GRUB$¿HLILO@2�GRUB%
�¬�Â�G��Ä���@2%�LILO[,ek»^C0¿H�ÔY0GºD�Xa�@
2�GRUB¿HLILOG³XA6G #D=�?He2Ôk�Í0?Y.��

x86®À��¬��·XG,eb£jG��Ä���H�´C(A[2=G����D�ß.e?�
W2�e1����H�MBRêG³cøGµ�Ê�� §{¡Á@2�,G*ÍG°áHe2����
G��Ä���k|ä*?6GT�G��k¸¹ÁDÄ� 2d,A@2�

GRUBH�ac�0���Ä���@ext2Aext31¨��z�¾Êk¾X-Zd,nkè:�6G
 #¬x{Â— /boot/grub/grub.conf —k��éDÄ� 0W2�,G¬x{ÂGA_lG=
�?H�2.7k·~Y.��

LILO@H�e2������Ä���H�MBRGõ`k³X0?½���%�X@&d���®
�¾Êk[#0W2�,eH� #G>è%.e8ñ�]��¤Â%3¥@è�.e8ñ�CBH�
=[�MBRDC�Cõ`k�&-YºD/sbin/lilo -v -v �µÊ %��.ed»^%�d,A
k¶Ì0W2�6G�ÈlD=�?H�2.8k�Í0?Y.��
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Red Hat èèè������������~~~ÊÊÊ���k³X0?��¤Âky�®�Ã� 2dñ�H���Ä��� #¬x{ÂH
ô¥ADè�.eW2�Red Hat ¤��Æ��GáfH�ÊÀ{ÊG�{��URL:https://rhn.redhat.com@
·~Y.��

e2������Ä���%¸¹ÁDÄ� .edA���2da�D #.e?�d9G�±
Ã��zÊ����·]��¤ÂkÌñ08Red Hat LinuxG�U�À¬z�Â�õ%,ñ.eW2�
,G�õ@�½���H�Ö��k³X0?��08��±Ã��zÊ����·]��¤ÂkÉ
o0?[Enter]��k>0W2�\[��k>.C*eI���Ä���H� #0?�dQ:é/
%C~08¶D�¬�Â�GÉokÄ� 0W2�

ÈÈÈ¶¶¶

SMP(Symmetric Multi-Processor)��¤ÂG�´��%{Ê���Â.e?�dñ�����·%
ºZ?��2déD�WG�®�¾Ê%Ìñ.eW2�,GúÌ@H�LILO@H�SMP��¤ÂX
@�dlinux A��Ê�Â®Ä���X@�dlinux-up %Ìñ.eW2�GRUBH�SMP��

1. GRUBH�6G�º�¡Â¬x{ÂkÞÖ0?�ext3¬x{Â���·kext2A0?¾X-XW

2�ext3¬x{Â���·D12dáfHRed Hat Linux���µ{��{  GÁGext3¬x{Â���·

GÔk�Í0?Y.��
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¤ Â X DRed Hat Linux( <kernel- version >-smp) A � � Ê � Â ® Ä � � � X D Red Hat
Linux( <kernel-version >)kÌñ0W2�

SMP��¤Âk³XÁD\$g%`y2eI�Sf¥0?SMP��¤Â««kÉo2da�D0W2�

e2������Ä���H���2d��¤Âk[#2dA�êD/boot/ �zÃ��Á×GM
=2d��¤Â§{¡Ák|ä*W2�,G��¤Â§{¡ÁH«YG4ùk³X0?çÏkä*
?�W2�—/boot/vmlinuz- <kernel-version > ¬x{Â(<kernel-version > H��
Ä��� #DÃ#0?�d��¤Â§��¾ÊD	�0W2)�

��Ä���k³X0?��¤ÂD�µÊ �GÛWkF!djlD=�?He2Ôk�Í0?Y.
��GRUB¿HLILO@ÀÊÃ°Âk>è2djlD=�?H�2.10k·~Y.��

��Ä���H�6e$binitrd A�IedC�C�URAM�z��{¸��k¸¹ÁD.±0
W2�initrd H��¤ÂDa<?���·G��D»^C À{§kÄ� 2dGD³X.eW
2�,eH�SCSI¦�  À{%�dñ��¿H����·%ext3¬x{Â���·k³X2dñ
�D¸Dl^DCcW2�2.

LLL���

�$Cd�:%�<?[�¬x{Â���·$b/initrd/ �zÃ��Ák|£0C�@Y.��,G�zÃ
��Ák|£2dA��éD��¤Â¨¢���À�@���·%�Ê2d�ÙDCcW2�

��¤ÂAinitrd{¸��%¸¹ÁDÄ� .edA��Ä���H��®Ä��Gj·k��¤
ÂDt0W2�

GRUBALILO��Ä���Gacá0�°^D=�?He2Ôk·~Y.��

1.2.2.1. ;;;GGGyyy���������������ººº���XXX������ÄÄÄ���������

Red Hat Linux��¤Â%Ä� 0?��®Ä��kinit �µÊ Df2AÓ?Gy����
�º�k�1?¦1Ø1G�e%f&W2�Áy�����º�G��®Ä��/@G0^C	Ä
H���¤Âk�0?Ä� 2dy®Á���¾ÊD�cW2�

È!I�Alphay�����º�Haboot ��Ä���k³X0�Itaniumy�����º�
HELILO��Ä���k³X0W2�

,ebG®À��¬��·¸4G��Ä��� #D12dõ`HRed Hat Linux{Ê���Â�{
 k�Í0?Y.��

1.2.3. ������¤¤¤ÂÂÂ

��¤Â%Ä� .edA�2)D�Ê«¼��G¸¹Ák�UZ0? #0�Ó?G®Ä��
��I/O����·�dN�±k7Y���·D�0.e?�dÁ8¦� }~yk #0W2�
��¤ÂH6e$b¸¹Á×GáÏ #0?�dñ�G�s.e8initrd {¸��k|ä*?O¦
0�µ}Ê�0�Ó?G»^C À{§kÄ� 0W2�êDLVM ¿H�¬�}~yRAIDCBG
¬x{Â���·1åG[ú�§{�k�UZ0?�6G¶initrd �z��{¸��kyÊµ}Ê�
0��z��{¸��@³X.e?�8¸¹Á³Ék
*W2�

��¤ÂH6G¶�Â���§{�k{o0�¾X-XXGÂ��¨��z�¾Êkµ}Ê�0?
$b�Í³XG¸¹Ák¦i0W2�

2. initrd{oGáfD10?H�Red Hat Linux���µ{��{ GÁGext3¬x{Â���·GÔk·~Y

.��
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,GéW@���¤ÂH¸¹ÁDÄ� .e�X�@&W2�0$0�,,@H���·D^¨G�
dó´k2da�C½���y®Á���¾Ê%\[�cW4lG@�2d,AH�cW4l�

½����Âk���y�®2d8ZD���¤ÂH/sbin/init ®Ä�À·k��0W2�

1.2.4. /sbin/init ®®®ÄÄÄ���ÀÀÀ···

The /sbin/init ®Ä�À·(init A[�IeW2)%��®Ä��G¯ck�j0?�½���G
ºG�Âk #0W2�

init �µÊ %����2dé�6eH�Red Hat Linux���·ê@ô¥ADf¥2d2R?G
®Ä��G)$�)G)DCcW2�6eHW3�/etc/rc.d/rc.sysinit ��Á®�k��0W
2�,eH�Â¨�G #��Æ�«Ê�G¦º�¬x{Â���·G�~��CBk��0W2�
60?���·�UZéD�<?#(»^G�d2R?G,Ak��0W2�È!I�£lBG��
�·H�Ä��k³X0W2G@�rc.sysinit H/etc/sysconfig/clock G #¬x{Âk¾X
-l@�¦� }~y�Ä��k�UZ0W2�[�1=GÈA0?H��UZ2R&¸5C�ÁyÂ
´��®Ä��%�dñ��rc.sysinit H/etc/rc.serial ¬x{Âk��0W2�

init �µÊ H�6e7eGSysV initGÀÊÃ°Â%BGTD���y�®2d$%dy0?�
d/etc/inittab ��Á®�k��0W2�3;G{Ý[7Z?�/etc/inittab H�¬�Â�GÀ
ÊÃ°Âk #0�/sbin/update %��dÀÊÃ°Â%¦º.edéDH»3��2da�DÃñ
0W2�4

êD�init �µÊ H���·XD����X�À{ÀÁ�/etc/rc.d/init.d/functions k
���0W2�,eDH®Ä�À·kBGa�D����2d¿H�Â2d$�60?BGTD®Ä
�À·GPIDk[#2d$%dy.e?�W2�

init ®Ä�À·H/etc/inittab ×D�¬�Â�A0?Ã#0?�dÀÊÃ°ÂXGC�Crc �z
Ã��ÁkíR?�2R?G§���À}Ê ®Ä��k¦º0W2�rc �zÃ��ÁH6e%bÌ
2dÀÊÃ°ÂD	�2d��kä*?�W2�È!I�/etc/rc.d/rc5.d/ HÀÊÃ°Â5G�z
Ã��ÁACcW2�

ÀÊÃ°Â5Q��2dé�init ®Ä�À·H/etc/rc.d/rc5.d/ �zÃ��Á×kíR�BG®
Ä��%¦ºA�Ê2dG$k[#0W2�

«YD/etc/rc.d/rc5.d/ �zÃ��ÁG�Ê®ÂÍ~kÌñ0W2�

K05innd -> ../init.d/innd
K05saslauthd -> ../init.d/saslauthd
K10psacct -> ../init.d/psacct
K12cWnn -> ../init.d/cWnn
K12FreeWnn -> ../init.d/FreeWnn
K12kWnn -> ../init.d/kWnn
K12mysqld -> ../init.d/mysqld
K12tWnn -> ../init.d/tWnn
K15httpd -> ../init.d/httpd
K15postgresql -> ../init.d/postgresql
K16rarpd -> ../init.d/rarpd
K20bootparamd -> ../init.d/bootparamd
K20iscsi -> ../init.d/iscsi
K20netdump-server -> ../init.d/netdump-server
K20nfs -> ../init.d/nfs
K20rstatd -> ../init.d/rstatd
K20rusersd -> ../init.d/rusersd
K20rwalld -> ../init.d/rwalld
K20rwhod -> ../init.d/rwhod
K24irda -> ../init.d/irda

3. SysV initÀÊÃ°ÂGáfõ`H�1.4@·~Y.��
4. update �µÊ H�>è.e8§�¬xk�z��Q¬À��¼§��2d8ZD³X.eW2�
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K25squid -> ../init.d/squid
K28amd -> ../init.d/amd
K34dhcrelay -> ../init.d/dhcrelay
K34yppasswdd -> ../init.d/yppasswdd
K35atalk -> ../init.d/atalk
K35dhcpd -> ../init.d/dhcpd
K35smb -> ../init.d/smb
K35vncserver -> ../init.d/vncserver
K35winbind -> ../init.d/winbind
K40mars-nwe -> ../init.d/mars-nwe
K45arpwatch -> ../init.d/arpwatch
K45named -> ../init.d/named
K45smartd -> ../init.d/smartd
K46radvd -> ../init.d/radvd
K50netdump -> ../init.d/netdump
K50snmpd -> ../init.d/snmpd
K50snmptrapd -> ../init.d/snmptrapd
K50tux -> ../init.d/tux
K54pxe -> ../init.d/pxe
K55routed -> ../init.d/routed
K61ldap -> ../init.d/ldap
K65identd -> ../init.d/identd
K65kadmin -> ../init.d/kadmin
K65kprop -> ../init.d/kprop
K65krb524 -> ../init.d/krb524
K65krb5kdc -> ../init.d/krb5kdc
K70aep1000 -> ../init.d/aep1000
K70bcm5820 -> ../init.d/bcm5820
K74ntpd -> ../init.d/ntpd
K74ups -> ../init.d/ups
K74ypserv -> ../init.d/ypserv
K74ypxfrd -> ../init.d/ypxfrd
K84bgpd -> ../init.d/bgpd
K84ospf6d -> ../init.d/ospf6d
K84ospfd -> ../init.d/ospfd
K84ripd -> ../init.d/ripd
K84ripngd -> ../init.d/ripngd
K85zebra -> ../init.d/zebra
K90isicom -> ../init.d/isicom
K92ipvsadm -> ../init.d/ipvsadm
K95firstboot -> ../init.d/firstboot
S00microcode_ctl -> ../init.d/microcode_ctl
S05kudzu -> ../init.d/kudzu
S08ip6tables -> ../init.d/ip6tables
S08ipchains -> ../init.d/ipchains
S08iptables -> ../init.d/iptables
S09isdn -> ../init.d/isdn
S10network -> ../init.d/network
S12syslog -> ../init.d/syslog
S13portmap -> ../init.d/portmap
S14nfslock -> ../init.d/nfslock
S17keytable -> ../init.d/keytable
S20random -> ../init.d/random
S24pcmcia -> ../init.d/pcmcia
S25netfs -> ../init.d/netfs
S26apmd -> ../init.d/apmd
S28autofs -> ../init.d/autofs
S44acpid -> ../init.d/acpid
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S55sshd -> ../init.d/sshd
S56rawdevices -> ../init.d/rawdevices
S56xinetd -> ../init.d/xinetd
S80sendmail -> ../init.d/sendmail
S80spamassassin -> ../init.d/spamassassin
S84privoxy -> ../init.d/privoxy
S85gpm -> ../init.d/gpm
S90canna -> ../init.d/canna
S90crond -> ../init.d/crond
S90cups -> ../init.d/cups
S90xfs -> ../init.d/xfs
S95anacron -> ../init.d/anacron
S95atd -> ../init.d/atd
S97rhnsd -> ../init.d/rhnsd
S99local -> ../rc.local
S99mdmonitor -> ../init.d/mdmonitor

,GÍ~DÌñ.e?�da�D��jD��ª�k¦º]�Êk2d��Á®�HBe
[/etc/rc.d/rc5.d/ �zÃ��ÁDH�cW4l�Y0f�/etc/rc.d/rc5.d/ ×G¬x{ÂÓ
?H/etc/rc.d/init.d/ �zÃ��Á×D±0?�d��Á®�kÃ2�Ê³Á��ÁÊ�CG
@2��Ê³Á��ÁÊ�HÁrc �zÃ��Á×D³X.e�6eb%�Í2d��Á®�D�Ök
F!d,AC(�6ebk{o�Kv�|£08c0?ÀÊÃ°ÂkSìo@&da�D0W2�

Á�Ê³Á��ÁÊ�GçÏH�K$�¿HS@ºWcW2�K ÁÊ�H6GÀÊÃ°Âê@�Â.e
d®Ä��@�S@ºWd�H����.eW2�

init �µÊ HT�D�/etc/rc.d/init.d/ <command>stop �µÊ (<command>H�Â
.ed®Ä��)k`�2d,ADac��zÃ��ÁGK�Ê³Á��ÁÊ�k�Ê0W2�60
?/etc/rc.d/init.d/ <command> start �µÊ k`�0?S�Ê³Á��ÁÊ�k¦º0W
2�

©©©ÊÊÊ���

���·%��k	 08¶H�rootA0?Ä�{Ê0?�¦1��Á®�k³X0?��ª�G¦ºA�Ê
k��2d,A%woW2�ÈA0?��µÊ /etc/rc.d/init.d/httpd stop HApache Web��§k
�Ê0W2�

6e7eG�Ê³Á��ÁÊ�H¦º�k[#2d8ZD��%ä�?�W2���ª�%¦º�¿
H�Ê.ed��H�,G��k>è2d,A@>!d,A%woW2���%��Aac�(�
���0W2�¦1��kè=�Ê³Á��ÁÊ�¦¹HyÂ¬x°���D¦º.eW2�

ÈÈÈ¶¶¶

init ®Ä�À·%��2dT¶G��G×G1=H/etc/rc.d/rc.local ¬x{Â@2�,G¬x{ÂH��
�·G���µ{�D�D�=[G@2�rc.local ¬x{ÂG³XD=�?GáfH�1.3@·~Y.��

init �µÊ %6GÀÊÃ°ÂDC�Crc �zÃ��Ák�~2dA/etc/inittab ��Á®�
H�ÀÊÃ°ÂDßc�?be8Á[ú�Ê��Â(Ä�{Ê®ÄÊ®�)XD/sbin/mingetty ®Ä
��k¬���(�M)0W2�ÀÊÃ°Â2 5H6=G[ú�Ê��Âk1µ0�ÀÊÃ°Â1(�Ê�
Â½���¹� )H1=0$1µ0C�@�W8�ÀÊÃ°ÂG0A6H[ú�Ê��Âk1µ0W4
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l�/sbin/mingetty ®Ä��H��GCìktty�§{�5DM0?¦&�6G¹� k #�Ä�
®ÄÊ®�kÌñ�½���çG1µk0?½���GºDÄ�{Ê®Ä��k¦º0W2�

À Ê Ã ° Â5@ H �/etc/inittab %/etc/X11/prefdm A � I e d � � Á ® � k
��0W2�prefdm ��Á®�H�ÔXGX �z�®Ã{µ¤��ºk��0W
2�—/etc/sysconfig/desktop ¬x{ÂG×MD=1?gdm, kdm,xdmG�3e$ACcW2�

,GéW@����·HÀÊÃ°Â5@¥{0?#c�Ä�{Ê�õkÌñ0?�W2�

1.3. ������éééDDD���`̀̀®®®ÄÄÄ���ÀÀÀ···kkk������
/etc/rc.d/rc.local ��Á®�H���é�¿HÀÊÃ°Âk>è2déDinit �µÊ @�
�.eW2�,G��Á®�D�µÊ k�`2dA�#�D¸9C��ª�k¦º08c�§{�
kº¥2dCBG»^C���k��@&dê�/etc/rc.d/init.d/ �zÃ��Á×@��C�U
Z��Á®�k��8c�Ê³Á��ÁÊ�k{o08c2d»^[�cW4l�

/etc/rc.serial ��Á®�H��ÁyÂ´��%��éD���0?�d»^%4dñ�D³X
.eW2�,G��Á®�H�setserial �µÊ k³X0?���·G�ÁyÂ´��k #0W
2�áfHsetserial Gman±��@·~Y.��

1.4. SysV Init ÀÀÀÊÊÊÃÃÃ°°°ÂÂÂ
SysV initÀÊÃ°Â���·H�ÀÊÃ°ÂG�UZk0?�déDBG®Ä�À·kinit %f¥
¿H�Êk2d$kj·2dºGÇ�®Ä��k,¶0W2�SysV initH³X%#�@�d,AA�
X�ACBSD��{ÂGinit ®Ä��ac[gån%�d,A@Éo.e?�W2�

SysV initXG #¬x{ÂH�/etc/rc.d/ �zÃ��ÁD�cW2�,G�zÃ��ÁDÁD
H�rc , rc.local , rc.sysinit %5l0��®�¾ÊA0?�rc.serial ��Á®�[«YDñ
2�zÃ��ÁA»D5l0W2�

init.d/
rc0.d/
rc1.d/
rc2.d/
rc3.d/
rc4.d/
rc5.d/
rc6.d/

init.d/ �zÃ��ÁDH���ª�Gj·éD/sbin/init �µÊ Da<?³X.ed��Á®
�%7We?�W2�6e7e��ä&G�zÃ��ÁH�Red Hat LinuxG�@�¬�Â�A0? 
#.e86=G�¬�Â�ÀÊÃ°ÂkbÌ0W2�

1.4.1. ÀÀÀÊÊÊÃÃÃ°°°ÂÂÂ

ÀÊÃ°ÂAH�úS¿H¹� A��R&[G@SysV/etc/rc.d/rc <x>.d/ �zÃ��Á×D
Á��.e?�d��ª�Dac#x.eW2�(<x>HÀÊÃ°ÂGWå@2)�

SysV initÀÊÃ°ÂG+=D�dü!jH�Á8���·k¼Cdjl@³X@&dA��á�DI
>�?O¦0?�W2�È!I���§HX Window SystemDac�`2d���·Á���Gø�
C0@�acË�AD¥{0W2�9GÈA0?����·"��H*¢{Ýk��2d8ZD��
ÀÊÃ°Â@���·kq¤2d»^%�d$[0eW4l�ÀÊÃ°Â1@�z���8GK�k2
dñ�CB��[;G½���H���·ê@ÿ{HwoW4l�

5. tty�§{�D12dáfõ`H�5.3.11@·~Y.�
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1=GÀÊÃ°ÂG¸nHinit Da<?BG��ª�kQ 0�Bek¦º2d$k[#0W2�È
!I�ÀÊÃ°Â1(�Ê�Â½���¹� )H¤��Æ����ª�k�Ê0�ÀÊÃ°Â3@H6G
��ª�k¦º0W2��d÷¶GÀÊÃ°Â@¸#G��ª�k�Ê08c�¦º08c2da�
Dßc�?d,A@�init H½���%3¥@��ª�k¦º08c�Ê08c2d,Ak»^A4
3Dµ�ÊG¹� kæ�(>è2d,A%@&W2�

Red Hat LinuxG�¬�Â�GÀÊÃ°ÂH�«YGTD#x.e?�W2�

• 0 —�Ê

• 1 —�Ê�Â½�������¹� 

• 2 —Í³X(½���#xa�)

• 3 —¬ÂµÂ�½�������¹� 

• 4 —Í³X(½���#xa�)

• 5 —¬ÂµÂ�½����À¬z�Â¹� ( X-°��GÄ�{Ê�õ)

• 6 —Sf¥

�ô�½���HRed Hat LinuxkÀÊÃ°Â3�¿HÀÊÃ°Â5@��0W2�—£jA[¬Âµ
Â�½���¹� @2�½���H³X.e?�C�ÀÊÃ°Â2A4k���µ{�0?¸5C
¢��DM=2d,A[@&W2�

���·G�¬�Â�ÀÊÃ°ÂH�/etc/inittab GÁDÁ��0?�cW2����·G�¬�
Â�ÀÊÃ°ÂkÉú2dDH�êGa�C�k/etc/inittab Gê�@|ä*W2�

id:5:initdefault:

êdGÈ@ñ.e?�d�¬�Â�GÀÊÃ°ÂH�T�G�ÄÊ%Ìñ2da�D5AC<?�W
2�6ek>è2dDH�rootA0?/etc/inittab kA_0W2�

LLL���

/etc/inittab kA_2dA&DH�È¶%»^@2�#�C�{®¶�%���·k��ãa�D[0W
2�6�C<8ñ�����z��k³X2d$��Ê�Â½���¹� �¿HÃ��¼�¹� @�Ê
«¼��kf¥0?¬x{ÂkK�0W2�

�Ê�Â½���¹� AÃ��¼�¹� D=�?Gõ`HRed Hat Linux ���µ{��{ GÁD�
dÃ��¼�¹� GÔk#¾XY.��

�¬�Â�ÀÊÃ°ÂG>èH���éD��¤ÂQ��Ä���Da<?f.edÛWk>è
2d,A@~o@&W2���éGÀÊÃ°Â>èDä�?Gõ`H�2.10@·~Y.��

1.4.2. ÀÀÀÊÊÊÃÃÃ°°°ÂÂÂ½½½������zzzÁÁÁ���zzz

ÀÊÃ°Âk #2dT®GjlG1=H�initscript½��zÁ�zk³X2d,A@2�,ebG
��ÂH�SysV init�zÃ��ÁG§ GÁ@¬x{ÂkJÓ2d���k#\Z2da�D��{
Ê.e?�W2G@����·"��H/etc/rc.d/ G��zÃ��Á$bW<(G�Ê³Á��
ÁÊ�k÷�ÿ{2d»^%C(CcW2�

Red Hat LinuxH6Ga�C½��zÁ�zk38Å,¶0W2�

• /sbin/chkconfig — /sbin/chkconfig ½��zÁ�zH��Ê®ÂC�µÊ ���Â
@/etc/rc.d/init.d �zÃ��Á§ G¸Ê�¡Ê�D³X0W2�
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• /sbin/ntsysv— ncurses-°��G/sbin/ntsysv½��zÁ�zHM�ùG����°��{Ê��
¬~{�k,¶0W2�Í�G½���Hchkconfig ac[#�D³Xwod@0`��

• ������ªªª���   ###������ÂÂÂ— �À¬z�ÂC������ªªª���   ###������ÂÂÂ (redhat-config-services ) ®Ä
�À·H�ÀÊÃ°Â #XGgånG�dGTK2°��G½��zÁ�z@2�

,ebG��ÂD10?Gáfõ`DHRed Hat Linux���µ{��{ GÁG��ª�DM2dy
���Gj·GÔk·~Y.��

1.5. ���ººº���������}}}ÊÊÊ
Red Hat Linuxk�º���}Ê2dDH�root½���H/sbin/shutdown �µÊ k`�2d,
A%woW2�shutdown Gman±��DHW<(G�®�¾ÊG��Í~%�cW2�0$0T[
®(³X.ed[GHêG28Å@2�

/sbin/shutdown -h now
/sbin/shutdown -r now

Ó?k�º���}Ê08¶�-h �®�¾ÊHµ�Êk�Ê0�60?-r �®�¾ÊHSf¥0W
2�

root««G½���H�ÀÊÃ°Â1$b5G�3e$D�d/�reboot Ahalt �µÊ k³X0?
���·k�º���}ÊwoW2�}0�Ó?GLinux�±Ã��zÊ����·%,GX�k�
´��0?�dG@H�cW4l�

�Ê«¼��%ô+@\�k�eC�ñ�����·%�Ê08,Akñ2¸����%wdW@�
�Ê«¼��(\�)k�¢0C�TDÈ¶0?Y.��

,G¸����kQ83D�¢2dA�¦�  À{GÍ�G¨��z�¾Ê%W9yÊµ}Ê�
.e?#b3�¬x{Â���·�8D=C%da�n%�cW2�
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Red Hat Linux%q¤@&da�DCdÏD���Ä���A�Ied¸5C®Ä�À·@6ek¸
¹ÁDÄ� 2d»^%�cW2���Ä���®Ä�À·H�ô����·G®À{µÁ¦� 
 À{ê¿H�;G¸�zy�§{�D5l0�6G*ÍG÷ÜHLinux��¤ÂA6G»^A2d
¬x{ÂkÄ� 2d$�¿H(;G���@H);G�±Ã��zÊ����·k¸¹ÁDÄ� 2d
,A@2�

2.1. ������ÄÄÄ���������AAA���������···yyy���������������ººº
Red Hat Linuxkq¤@&dÁy�����ºH6e7e¼C<8��Ä���k³X0W2�È!
I�Alphay�����ºHaboot ��Ä���k³X0�Itaniumy�����ºHELILO��
Ä���k³X0W2�

,GÔ@H�x86y�����ºXDRed Hat Linux@¶¢.e?�d2=G��Ä���(GRUB
ALILO)D12d�µÊ A #�®�¾Êk£é0W2�

2.2. GRUB
GNU GRand Unified Boot loader(GRUB)H�½���D���·f¥GéWDÄ� 2d{Ê�
��Â^G�±Ã��zÊ����·¿H��¤ÂkÉo.4?(ed®Ä�À·@2�W8��¤
ÂDM0?ÛWkf2,A[@&da�D0W2�

2.2.1. GRUB AAAx86������®®®ÄÄÄ������

,G���¾Ê@H�x86���·k��0?�déDGRUB%i82¸9C�ßD=�?á0(£
é0W2�ÓKAC��®Ä��k©dDH�1.2k�Í0?Y.��

GRUBHêGa�C����@6eô+k¸¹ÁDÄ� 0W2:

1.����1A�Ied®À{µÁ��Ä���%BIOSDa<?MBR$b¸¹ÁQ¾X-We
W2�1.®À{µÁ��Ä���HMBR×G512§{�«YG�z��³ÉD5l0����
�1.5¿H����2G��Ä���kÄ� 2dX�kè:W2�

2.����1.5��Ä���H»^@�eI�����1��Ä���Da<?¸¹ÁD¾X-
WeW2�¦� }~yGO=$@H�����2��Ä���D~2d8ZDÁ/���
®k»^A2d[G%�cW2�,eH�/boot ¨��z�¾Ê%¦�  À{G1024�Á
Ê��¯� «êD�dñ�]LBA¹� k³X0?�déDf,cW2�����1.5��
Ä���H�/boot ¨��z�¾Êê$¿H�MBRG³.C��A/boot ¨��z�¾ÊD�
cW2�

3.����2A�Ied��Ê�Á��Ä���%¸¹ÁD¾X-WeW2���Ê�Á��
Ä���HGRUB̧ ¢¼�A�µÊ �ÂkÌñ0W2�,G{Ê��¬~{�k�0?��
2d�±Ã��zÊ����·¿H�Linux��¤ÂkÉo@&���¤ÂDÛWkf0�¿H
³Xa�CRAMCBG���·¨À¸���kÉú08c2d,A%woW2�

4.��Ê�Á��Ä���H�±Ã��zÊ����·¿H��¤ÂAinitrd k¸¹ÁD¾X
-XW2� GRUB%f¥2d�±Ã��zÊ����·k[#2dA6ek¸¹ÁDÄ� 0
6G¶Hµ�ÊGj·k�±Ã��zÊ����·Df0W2�

1. ���·BIOSAMBRDä�?Gá0�õ`H�1.2.1@·~Y.��
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Red Hat LinuxGf¥D³X.edf¥jlH���Ä���%�±Ã��zÊ����·k÷�
Ä� 2d,A$b�{Ã��Ä� A�IeW2���Ä���A��¤ÂG/DHÂ�H�c
W4l�

;G�±Ã��zÊ����·Da<?³X.ed��®Ä��HÄ�,A%�cW2�È!
I�MicrosoftGDOSAWindows�±Ã��zÊ����·]9G«X�±Ã��zÊ����·H
�~�ÊÄ� f¥lk³X0W2�,Gjl@H�MBRH�±Ã��zÊ����·kJè0?
�d¨��z�¾ÊGeÍ����kÃ#2d9*@2�6,@�±Ã��zÊ����·k�jD
��2dGD»^C¬x{Âk|ä*W2�

GRUBH�{Ã��Ä� A�~�ÊÄ� G£jGjlk�´��0�TAlBBlC�±Ã�
�zÊ����·@[��@&W2�

LLL���

{Ê���ÂG/�MicrosoftGDOS AWindows{Ê���Â®Ä�À·H	ÓDMBRkê�&0�T5G
��Ä���kÀÈ0W2��¼yÂ�����·kì¶0?�dñ�H�MicrosoftG�±Ã��zÊ�
���·kT�D{Ê���Â2dG%C�@2�6Gÿ{lD10?HRed Hat Linux {Ê���Â�{ 
×G�¼yÂ���Â@GRed Hat LinuxG{Ê���ÂAg0?�dä�k�Í0?Y.��

2.2.2. GRUBGGGXXX���

GRUBDHx86y�����º@�Xa�@�;G��Ä���A�Î0?[acÔW0�X�kW
<(7l@�W2�«YDl^CX�G1�kÍ~@ñ0W2�

• GRUBHx86µ�Êê@�"G�µÊ °��G®Ã-OS�Âk,¶0W2�,G8Z½���H¸
#G�®�¾Êkè:����·Gõ`F_%@&d,G�±Ã��zÊ����·GÄ� DT
dGgånkµd,ADCcW2�ò��<(G¤-x86y�����ºH�µÊ À{Ê$b�
�@&d®Ã-OS�ÂkfX0?&W08�O=$G�µÊ X�HLILO];Gx86��Ä�
��D[�X@&W2%GRUBHacxèCX�k�i0?�W2�

• GRUBH�Logical Block Addressing (LBA)¹� k�´��0W2� LBAH¦�  À{G
¬x�·}~y×G¬x{Âk�2ºD³X.edy Ã�>�G± #k2d[G@�<(
GIDEAÓ?GSCSI¦�  À{@³X.eW2�LBAGÏW@H��Ä���H�BIOS%
�z��×G6G�ÁÊ��¯� «�H¬x{Âk�4C�A��BIOSG1024�ÁÊ���¡
GgD�2da�n%�cW08�LBA�´��H���·BIOS%LBA¹� DM=0?�
d�c�GRUBDM0?1024�ÁÊ���¡k�!8¨��z�¾Ê$b�±Ã��zÊ����
·k��2d,A%@&da�D0W2�TAlBG�bGBIOS�#HLBA¹� DM=0?
�W2�

• GRUBHext2G¨��z�¾Ê[¾X-XW2� ,GX�Dac�GRUBH6G #¬x{
Â/boot/grub/grub.conf Dy���@&� #>è%.e8é@[���·%��2dp
DMBRD����1 ��Ä���G�0�§��¾Êk�(»^%C(CcW2�½���
%MBRêGGRUBkS{Ê���Â2d»^%wd*ÍGúÌH��z��êG/boot ¨�
�z�¾ÊG��ACñ�%½¥.e8é@2�MBRQGGRUB{Ê���ÂGáfD=�?
H�2.3k�Í0?Y.��

2.3. GRUBGGG{{{ÊÊÊ���������ÂÂÂ
Red Hat LinuxG{Ê���Â®Ä��@GRUB%{Ê���Â.eC$<8ñ�@[�6G¶
DGRUBk{Ê���ÂwoW2�{Ê���Â.edAô¥AD�¬�Â�G��Ä���DC
cW2�
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GRUBk{Ê���Â2dÏD�T�GGRUB̈ ����%�X@&dá�¿HRed Hat Linux{Ê
���ÂCD-ROM$bGRUB̈ ����k³X@&d,AkÉú0?(9.��¨����G{Ê�
��ÂD12djlH�Red Hat Linux���µ{��{ GÁGRPMDad¨����"�GÔk
#¾XY.��

GRUB̈ � � � � % { Ê � � � Â . e d A � � ~ Â ® Ä Ê ® � @rootA C
c/sbin/grub-install <location > �µÊ k��0W2�,,@�<location >A
HGRUB����1��Ä���%{Ê���Â.edñ�G,A@2�

ê G � µ Ê   k ³ X 2 d A �GRUBH ® À { µ Á �IDE§ � ê G µ � � �IDE:
/sbin/grub-install /dev/hda GMBRD{Ê���Â.eW2�

êD���·%��2déDH���¤Â%Ä� 2dÏDGRUBG�À¬z�Â��Ä���
¸¢¼�%�eW2�

2.4. GRUB XXX½½½
GRUBk³X2dÏD��2R&l^CáG1=D¦� �z��]¨��z�¾ÊCB�®Ä�À·
@³X2d�§{�G�ÍX½@2�,ebGX½H�WG�±Ã��zÊ����·$b��2
da�DGRUBk #2déD¸D�l^Cõ`DCcW2�

2.4.1. ���§§§{{{���GGGçççÏÏÏ

¦� �z��%�W�d���·kú#0W0`�����·G1��G¦�  À{
H�GRUBDa<?(hd0) Aý�.eW2�6G À{G1��G¨��z�¾ÊH�(hd0,0) A
Cc�2��G¦�  À{G5��G¨��z�¾ÊH(hd1,4) ACcW2�Í}AD�GRUBk
³X2déGèç�SH�«YGa�C°çXDCcW2�

( <type-of-devicegt ><bios-device-number >, <partition-number >)

çÏGÁG$<,A�ÊµH�§{�çkúú2dê@�l^C¶Ìkè<?�W2�<type-of-
device >H¦� �z��)hd*$�¬Ä�«��z��)fd *GB:b%Ã#.e?�d$kñ
0W2�

<bios-device-number >H����·GBIOSDacÃ#.ed�§{�GWkñ0�0$bºW
cW2�®À{µÁIDE¦� �z�� À{G��H0���Ê�ÁIDE¦� �z�� À{
G��H1ACcW2�,G��>*H�Linux��¤Â%%åDac�§{�k.Ø2djlATU
Í²0W2�8A!I�hdaGaH0�hdbGbH1D�8cW2�

ÈÈÈ¶¶¶

GRUBG�§{�DM2d¡Ê§ÁÊ����·%1@HC(0$b¦º2d,ADÈ¶0?(9.��,eH
�Z?GRUBk³X2d½���%T[/Ä!]2�W@2�

<partition-number >H�z���§{�D�d¸#G¨��z�¾ÊWkÌ0W2�<bios-
device-number >A¦1a�D�¨��z�¾ÊG¡Ê§ÁÊ�[0$b¦º0W2�TAlB
G¨��z�¾ÊH��@Ã#.eW2%����·%BSD̈ ��z�¾Êk³X0?�dñ�
H�a]cCBG%å%F!beW2�

GRUB@HêGc$De<?��§{�A¨��z�¾Êkèç0W2�

• ¦� �z�� À{%IDE$SCSI$D1+C(�2R?G¦� �z�� À{Hhd@ºW
cW2�¬Ä�«��z��Hfd @ºWcW2�
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• ¨��z�¾ÊD1hb3�§{�ÓKkÃ#2dñ�H��ÊµA¨��z�¾Ê��k
£&W2�,eH�GRUBD¸#G�z��GºGMBRk #.4dñ�Dl^@2�8A!
I�(hd0) H1��G�§{�êGMBRkÃ0�(hd3) H4��G�§{�êGMBRkÃ0W2�

• �WG¦� �z�� À{%5l2dñ�H�BIOS@ #.e8��k©d,A%¤ôDl^
@2�IDE À{$SCSI À{GB:b$0$C�ñ�H#�@2%�6G£j%;l0?�
dA;w0]2(CcW2�

2.4.2. ¬¬¬xxx{{{ÂÂÂçççAAAÄÄÄ������ÍÍÍ~~~

�WGOSG��ka�D2d8ZG¸¢¼�Í~CBG¬x{ÂD12d�µÊ kGRUBDó´
2dñ���§{�A¨��z�¾ÊkÃ#082)¶D¬x{Âçkó´2d»^%�cW2�

¬x{ÂG¥MçDM2d¬x{ÂÃ#HÈA0?êGa�Dìo.eW2�

( <type-of-device ><bios-device-number >, <partition-number >)/ path / to / file

TAlBGñ��¨��z�¾Ê@G�zÃ��Á¨�A¬x{Âçkó´0?¬x{ÂkÃ#0W
2�

�jH¬x{Â���·DÌñ.eC�¬x{ÂkGRUBDÃ#2d,A[@&W2�8A!I
¨��z�¾ÊG©¡Ä��G�(=$DÌñ.ed�~�ÊÄ���CB@2�,ebG¬x
{ÂkÃ#2dDH�¨��z�¾ÊGB,D¬x{Â%�d$kÄ��-ADGRUBDÊ!
dblocklistkF!d»^%�cW2�1=G¬x{Â%�(=[G¼CdÄ��G���@ìo.e
dñ�[�d8Z�[W<8Ä��Í~G�&j%�cW2�6e7eG¬x{ÂG���¾ÊG
ñ�kÄ��G�¬�����@ñ08¶D�6G�¬���´{Ê�$bGÄ��W�60?
���¾Êk��D�Êµ@ý�<?Ìñ0W2�

êDÄ��Í~GÈkñ0W2�

0+50,100+25,200+1

,GÄ��Í~H�¨��z�¾ÊG©¡GÄ��$bºW<?Ä��0$b49W@�Ä�
�99$b124W@�.bDÄ��199k³X2d¬x{Âk³X2da�DGRUBDÃñ0W2�

Microsoft WindowsCBG�~�ÊÄ� k³X2dOSkGRUB@Ä� 2dñ�H�Ä��Í~
G�&jk©<?�dA��:W2�Ä��0$b¦º2dñ�HÄ��G�¬�����kÏ�
0?[$W�W4l�Èk�+dA�1��G¦� �z�� À{G©¡¨��z�¾ÊD�d
�~�ÊÄ� ¬x{ÂHêGçÏDCcW2�

(hd0,0)+1

«YD�¦1a�CÄ��Í~kÃ#2dñ�D�v0��§{�A¨��z�¾ÊkÂ��@ 
#08¶�GRUBG�µÊ �@êGa�Dchainloader �µÊ kñ0W2�

chainloader +1

2.4.3. GRUBGGGÂÂÂ������¬¬¬xxx{{{ÂÂÂ���������···

GRUB@³X2d5Â��¬x{Â���·6A��X½D;w2d½���[�W2�GRUBG
Â��¬x{Â���·HLinuxGÂ��¬x{Â���·AHÞ1+@�dAË!?(,A%l^@
2�

GRUBGÂ��¬x{Â���·H¸#G�§{�D12dÂ��¨��z�¾Êk¶Ì0W
2�GRUBH,Gõ`k³X0?�§{�kµ}Ê�0�6G�§{�$b¬x{ÂkÄ� 0
W2�
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Red Hat Linux@H�GRUB%Â��¨��z�¾Ê(/boot ¨��z�¾ÊD	�0�Linux��¤
ÂkÅ�2d)kÄ� 2dA���¤Â¬x{ÂGÅ�ñ�k�®�¾ÊA0?kernel �µÊ %
��a�DCcW2�Linux��¤Â%��2dA�Linux½���Dà¸XGÂ��¬x{Â��
�·k #0W2��GGRUBGÂ��¬x{Â���·A6Gµ}Ê�HÞÖ.e���¤Â¬x
{Âk��2d8Z9*D5l0W2�

áfD=�?H��2.6Groot �µÊ Akernel �µÊ k�Í0?(9.��

2.5. GRUB {{{ÊÊÊ������¬¬¬~~~{{{���
GRUBH¼CdÃ°ÂGX�kè=38ÅG{Ê��¬~{�k¨!?�W2�6e7eG{Ê��
¬~{�Da<?�linux��¤Â¿H�±Ã��zÊ����·G��%a�DCcW2�

Á{Ê��¬~{�H«YGa�DCcW2�

¸¢¼�{Ê��¬~{�

‘ GRUB%Red Hat LinuxG{Ê���Â®Ä�À·Da<?ô¥AD #.edñ��,eH�
¬�Â�@ñ.ed{Ê��¬~{�ACcW2�6e7eG���µÊ @áÏD #.e
8OS�¿H��¤ÂGÍ~kçÏG�@ñ08¸¢¼�%,G{Ê��¬~{�DÌñ.eW
2��¬�Â�Éo««G�®�¾Êk��2dDH��Ö��@6G�®�¾ÊkÉo0
?[Enter]��k>0W2�9GjlA0?��{·y}�U/% #.e?�dº�\[0C*
eI�GRUB%�¬�Â��®�¾ÊGÄ� k¦º0W2�

[e]��k>2A��Ê�ÁA_G{Ê��¬~{�DCc�[c]��k>2A�µÊ À{Ê{Ê
��¬~{�kÄ� 0W2�

,G{Ê��¬~{�G #D=�?H�2.7k·~(9.��

¸¢¼��Ê�Á��z�{Ê��¬~{�

‘ ¸¢¼��Ê�Á���z�Dy���2dDH���Ä���¸¢¼�@[e]��k>0W
2�GRUBG,G�Ê�ÁD12d�µÊ %Ìñ.eW2G@�½���H,ebG�µÊ 
�D�`)�lG�G¶@�eI[o]���6G¶G�@�eI[O]��k³X*�A_)[e]��
k³X*�È¥)[d]��k³X*2d,ADac�OSk��2dÏD�µÊ �k>è@&
W2�

Ó?G>è%QdA�[b]��k>0?�µÊ k��0�OSk��0W2�[Esc]��k>4
I�>èk�ºÊ�Â0?Ç�¸¢¼�{Ê��¬~{�kSÄ� 0W2�[c]��k>4I�
�µÊ �{Ê��¬~{�kÄ� 0W2�

©©©ÊÊÊ���

¸¢¼���z�k³X08GRUB@GÀÊÃ°ÂG>èD12dõ`H�2.10k�Í0?Y.��

�µÊ �{Ê��¬~{�

‘ �µÊ À{ÊHT[I§ACGRUB{Ê��¬~{�@2%�£lBGj·k@&d{Ê
��¬~{�@[�cW2��µÊ À{Ê@H�1å2d�b_dGRUB�µÊ kó´0
?[Enter]��k>0?���@&W2�,G{Ê��¬~{�H�~ÂDâ8�pCX�k¨
!?�W2��Ê����DI>([Tab]��GQ	��µÊ ó´éD³X2d[Ctrl]��G�
Êª¤��¾ÊCB%�cW2�8A!I[Ctrl]- [a]@�¡D½¥0�[Ctrl]- [e]@�ÁD½¥0W
2�.bD��Ö���[Home]���[End]���[Delete]��Hbash�~ÂGñ�A¦1¤&
k0W2�

Í}AC�µÊ GÍ~D=�?H��2.6k·~Y.��
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2.5.1. {{{ÊÊÊ������¬¬¬~~~{{{���GGG³³³XXX������

GRUB�Â%e2����G��Ä���kÄ� 2dA�GRUBHW3 #¬x{Âk�0W2�
|=$dA�6ek³X0?OSG¸¢¼�Í~kì¶0?���¸¢¼�{Ê��¬~{�kÌñ
0W2�

 #¬x{Â%|=$bC�ñ�]¾X-ZC�ñ�H�GRUBH�µÊ �{Ê��¬~{�k
Ä� 0�OSG��G	 D»^C�µÊ kó´@&da�D0W2�

 #¬x{Â%ÞËGñ�H��À�%w´.e?ó´%".eW2�,eDac½���H
gG`y��kvÉD©d,A%@&W2�Be$��k>2A¸¢¼�{Ê��¬~{�D

c�GRUBDa<?`�.e8�À�DI>�?¸¢¼��®�¾ÊkA_0?gkK�@&W
2�K�%�'2dA�GRUBH�À�k`�0?�¸¢¼�{Ê��¬~{�D
cW2�

2.6. GRUB ���µµµÊÊÊ   
GRUBDH��µÊ �{Ê��¬~{�@�E�C<(G�µÊ %7We?�W2��µÊ G
ÁDH�µÊ çG¶D�®�¾Êk>*óed[G[�c�,ebG�®�¾ÊH�±��Da<
?¦1�G�µÊ ];G�®�¾ÊAý90W2�

��=�µÊ GÍ~kêDñ0W2�

• boot —áÏDÃ#.e8Ä� ^XGOS]�~�ÊÄ���k��0W2�

• chainloader <file-name > —Ã#08¬x{Âk�~�ÊÄ���A0?Ä� 0W2�Ã#
08¨��z�¾ÊG©¡����D�d¬x{Âk1c-YDH�¬x{ÂçD+1k³X0W
2�

• displaymem — BIOSGõ`DI>�?�l³XÁG¸¹ÁkÌñ0W2����·k��2d
ÏD���·%è=RAMM±%Be9*$|dñ�D��:W2�

• initrd <file-name > — ��éD³X2dT�GRAM�z��kÃ#@&da�D0W
2�initrd H�Â��¨��z�¾Ê%ext3¬x{Â���·@¬��µ��.edéCB�C�
D��2d8ZD��¤Â%¸#G¹�¼�Âk^�2dñ�D»^@2�

• install <stage-1 > <install-disk > <stage-2 > p <config-file > — GRUBk�
��·GMBRD{Ê���Â0W2�

install �µÊ k³X2déH«YkÃ#2d»^%�cW2�

• <stage-1 >— ,eH�(hd0,0)/grub/stage1 Ga�D�1��G��Ä���{¸��
%5l2d�§{��¨��z�¾Ê�¬x{ÂkÌ0W2�

• <install-disk > — (hd0) CBG����1G��Ä���%{Ê���Â.edR&�z
��kÌ0W2�

• <stage-2 >— (hd0,0)/grub/stage2 CBG����2G��Ä���Gñ�k���
�1G��Ä���DX!W2�

• p<config-file >— ,G�®�¾ÊH�¸¢¼� #¬x{Â%<config-file >@Ã#.
e?�d¸¢¼� #¬x{Âk�2a�Dinstall �µÊ DX!W2� #¬x{ÂQG4
ËC¨�GÈA0?(hd0,0)/grub/grub.conf %�cW2�

LLL���

install �µÊ HMBRG×Mk2R?ê�&0W2��µÊ k��2dA�;G�±Ã��zÊ���
�·k��2dºD³X.e?�8(GRUBõ`««G)2R?Gõ`%�heW2�

• kernel <kernel-file-name > <option-1 > <option-N > — OSG��D�{Ã��
Ä� jlk³X2déD�GRUBGÂ��¬x{Â���·$bÄ� 2d��¤Â¬x{Âk
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Ã#0W2�kernel �µÊ G¶D�®�¾Ê%0&�6eHÄ� 08éD��¤ÂDf.eW
2�

Red Hat LinuxGñ��kernel �µÊ GÈHêGa�DCcW2�
kernel /vmlinuz root=/dev/hda5

,G�Hvmlinuz ¬x{Âk�(hd0,0) Ga�CGRUBGÂ��¬x{Â���·$bÄ� 2d
a�DÃ#0W2��®�¾Ê[��¤ÂD>*f.e?�Ä� 2dé�Linux��¤ÂGÂ��
¬x{Â���·%�T�GIDE¦� �z�� À{G5��G¨��z�¾Ê@�dhda5D
5l2d,AkÃ#0W2�»^D=1?�,G�®�¾ÊG¶D�WG�®�¾Êk�`2d,
A[@&W2�

• root <device-and-partition >— (hd0,0) Ga�D�GRUBGÂ��¨��z�¾Êk¸#
G�§{�A¨��z�¾ÊD #0�6G¨��z�¾Êkµ}Ê�0?¬x{Âk¾X-Zd
a�D0W2�

• rootnoverify <device-and-partition >— root �µÊ A¦1¤&k0W2%�¨��z
�¾Êkµ}Ê�0W4l�

,eb««G�µÊ [�X@&W2���AC�µÊ Í~D=�?Hinfo grub Aó´0?Y.
��

2.7. GRUB¸̧̧¢¢¢¼¼¼���   ###¬¬¬xxx{{{ÂÂÂ
 #¬x{Â(/boot/grub/grub.conf )H���2dOSGÍ~k{o2dA&DGRUBG¸
¢¼�{Ê��¬~{�@³X.eW2%�I§AD�,eDac½���HáÏ #G��@
&d�µÊ �Â�®kÉo@&W2��2.6Dñ.ed�µÊ %³X@&dT$� #¬x{Â×
@GX³X@&d¸5�µÊ [�cW2�

2.7.1.    ###¬¬¬xxx{{{ÂÂÂGGG¸̧̧555���µµµÊÊÊ   

êG�µÊ HGRUBG¸¢¼� #¬x{Â@GX³X@&W2�

• color <normal-color ><selected-color > —¸¢¼�@³�¸#G
G #k�!W2�
¬�y�ÀÊ A§���ÀÊ XD2
k #0W2�red/black GTD�#�C
GçÏk³
�W2�È!I�«YGa�DCcW2�
color red/black green/blue

• default <title-name > — ¸¢¼�{Ê��¬~{�%�{·y}�DCdAÄ� .ed�
¬�Â��Ê�ÁG�{�Âç@2�

• fallback <title-name > —³X2dA�T�GÙ�%�'2dñ�DSÙ�.ed�Ê�Á�
{�Âçkñ0W2�

• hiddenmenu — ³X2dA�GRUB̧ ¢¼�{Ê��¬~{�k¤ÌñD0�timeout U/GC
~¶Ddefault �Ê�ÁkÄ� 0W2�[Esc]��k>2A�Ç�GGRUB̧ ¢¼�kÌñ@&
W2�

• password <password > — ³X2dA�¨�Æ� k©bC�½���Dac,G¸¢¼��®
�¾ÊG�Ê�Á%A_.edGk�'W2�

�®�¾ÊA0?�password <password >G¶D9G¸¢¼� #¬x{ÂkÃ#2d,A%@
&W2�,Gñ�D�GRUB%e2����G��Ä���kS����0�Ã#089G #
¬x{Âk³X0?¸¢¼�kìo0W2�,GbU¬x{Â%�µÊ $b«.e?�dñ��
¨�Æ� k©<?�d½���%�lG #¬x{ÂkA_@&W2�

• timeout —³X2dA�default �µÊ @Ã#.e8�Ê�ÁkGRUB%Ä� 2dW@Gé
//ÑkÒ�@ #0W2�

• splashimage — GRUBG��éD³X2d�®À��¼��Á�Ê��Gñ�kÃ#0W2�
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• title —OSGÄ� D³X2d¸#G�µÊ �Â�®AA[D³X2d�{�Âk #0W
2�

(#)d�H�¸¢¼� #¬x{ÂD�¸Ê�kýó2d8ZD�6G�G©¡@³X0W2�

2.7.2.    ###¬¬¬xxx{{{ÂÂÂìììooo

GRUBG¸¢¼�{Ê��¬~{�G #¬x{ÂH/boot/grub/grub.conf @2�¸¢¼�{Ê
��¬~{�XG�Ä�§Â #k���µÊ H¬x{ÂGÍ�êD.±.e?�W2�6G¶
D�¸¢¼�D�d6e7eG�±Ã��zÊ����·�¿H��¤ÂG�Ê�Á%0&W2�

Red Hat Linux¿HMicrosoft Windows 2000k��2da�D J.e8T[I§ACGRUBG¸
¢¼� #¬x{ÂHêGa�DÌñ.eW2�

default=0
timeout=10
splashimage=(hd0,0)/grub/splash.xpm.gz

# section to load linux
title Red Hat Linux (2.4.18-5.47)
root (hd0,0)
kernel /vmlinuz-2.4.18-5.47 ro root=/dev/sda2
initrd /initrd-2.4.18-5.47.img

# section to load Windows 2000
title windows
rootnoverify (hd0,0)
chainloader +1

,G¬x{ÂH��¬�Â�GOSA0?Red Hat LinuxA»D¸¢¼�k�Ê¨{Â0�10Ò¶Dô
¥AD��2da�D���2d,AkGRUBDÃñ0W2�2=G���¾Ê%�ÁOS�Ê�Á
DM0?1=3=�,G���·G�z��¨��z�¾Ê��Â�4G�µÊ AA[DF!be
W2�

ÈÈÈ¶¶¶

�¬�Â�H��A0?Ã#0?�d,ADÈ¶0?Y.��,eHGRUB%�2dT�Gtitle G�k¶
Ì0W2�windows k�¬�Â�D08�ñ��default=0 G¨kdefault=1 D>è0W2�

�WG�±Ã��zÊ����·k��2dGRUBG¸¢¼� #¬x{ÂG #H�,GÔG£
é�°k�!d[G@2�6G;GÁ���GÍ~H�2.11@Éú0?Y.��

2.8. LILO
LILOH�LInuxLOaderG�½@�x86 Linux���·k��2dºD\�[³X.e?oW08�
�l@HGRUB%�¬�Â�G��Ä���@2%�Ob$G½���HLILOD�e?�d$b
6ek³X08c�W8;G0HGRUB%¦� }~yDa<?H��Ggkè=a�n%�d
º�»^êLILOk³X2d,A[�cW2�
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2.8.1. LILO AAAx86 ������®®®ÄÄÄ������

,G���¾ÊH�x86���·%��2déDLILO%i82¸#G�ßD=�?á0(£é0W
2���®Ä��GÓKACáfõ`H�1.2@�Í0?Y.��

LILOH��Cd2����Ä���A��,Ak£�?H�£lBGRUBA¦1a�D¸¹ÁD6e
ô+kÄ� 0W2�

1.����1�2Ch:®À{µÁ��Ä���H�BIOSDa<?MBR$b¸¹ÁQ¾X-W
eW2�2. ®À{µÁ��Ä���H�MBR×G512§{�«YG�z��³ÉD5l0W
2�,e%i82�ßH�D����2��Ä���kÄ� 0?6eD�z����¸�Á
õ`kf2,A@2�

2.����2�2Ch:��Ê�Á��Ä���H¸¹ÁD¾X-WeW2���Ê�Á��
Ä���%Red Hat Linux�U�õkÌñ0W2�,G�õDac���2d�±Ã��zÊ
����·¿HLinux��¤ÂkÉo2d,A%woW2�

3.����2��Ä���H�±Ã��zÊ����·¿H��¤ÂAinitrd k¸¹ÁD¾X
-XW2�LILO%¦º2d�±Ã��zÊ����·k[#2dA�6ek¸¹ÁDÄ� 0
?µ�ÊGj·k6G�±Ã��zÊ����·D÷4W2�

����2��Ä���%¸¹ÁDódA�LILOH���2da�D #.e?�d;G�±
Ã��zÊ����·]��¤Âk�UGRed Hat Linux�õDÌñ0W2��¬�Â�@H�Red
Hat Linux9*0${Ê���Â0?�C�ñ���X@&d�®�¾ÊHlinuxGXACcW2�
���·%�WG®Ä���kè=ñ���½®Ä�����¤ÂXDlinux-up%�c��W®Ä
���(SMP)��¤ÂXDHlinux%�cW2�;G�±Ã��zÊ����·[��2da�
DLILOk #0?�dñ�H�6ebG���Ê�Á[Ìñ.eW2�

�Ö��k³X2dA��AG�±Ã��zÊ����·kÄíÌñ0?�[Enter]��k>2,A@
��®Ä��kºZd,A%@&W2�

boot: ®ÄÊ®�Dy���2dDH�[Ctrl]- [X]��ç�4k>0W2�

2.8.2. LILO MMMGRUB

Í}AD�3=Gd&C	ÄWk£�?LILO HGRUBA¦1a�D¥{0W2�

• M�ùG�µÊ {Ê��¬~{�%C��

• MBRDÄ� 2d��¤Â�¿H;G�±Ã��zÊ����·GGñ�Gõ`kJ52d�

• ext2̈ ��z�¾ÊH¾X-ZC��

,G1��GWHLILOXG�µÊ ®ÄÊ®�%M�ù@C(�ÛWä&G�µÊ k1=9*a2
dGXA��£é@2�

T¶G2=GWH�LILOG #¬x{Âk>è�¿H��0���¤Âk{Ê���Â08ñ��«
YG�µÊ k³X2d,ADac�MBRQ����1GLILO��Ä���k�&�!d»^%�
dAG¶Ì@2�

/sbin/lilo -v -v

,eH�/Ä!8 #GMBRH���·G��èG�ÙDCcW2G@GRUBk³X2djla
c[Á��%�cW2�GRUB@H� #¬x{Â%v0(C�ñ�@[�½���%3¥@���
·k��wod�¬�Â�G�µÊ �{Ê��¬~{�Dód9*@2�

2. BIOSAMBRD10?H�1.2.1k·~Y.��
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©©©ÊÊÊ���

Red Hat èèè������������~~~ÊÊÊ���k³X0?��¤Âky�®�Ã� 2dñ��MBR[ô¥ADè�.eW
2�RHND12dáfõ`H��ÊÀ{ÊGURL�https://rhn.redhat.com@·~Y.��

2.9. /etc/lilo.conf GGG���®®®���¾¾¾ÊÊÊ

LILO  #¬x{ÂH/etc/lilo.conf @2�/sbin/lilo �µÊ H,G¬x{Âk³X0
?MBRD�&-Yõ`k[#0W2�

LLL���

/etc/lilo.conf kA_2dÏD�6G¬x{ÂG§��y�®�«�k�e3D{o0?Y.��W8�
g%�dñ�D�MBRQ>è%woda�DvôDX�2d���z��kX¶0?#�?Y.����
�z��G{oD12dáfHmkbootdisk Gman±��k·~Y.��

/etc/lilo.conf ¬x{ÂH�Ä� 2d�±Ã��zÊ����·�¿H��¤Âk[#2d�A
A�6eô+G{Ê���Â©k©d�A@/sbin/lilo Da<?³X.eW2�

�Ê®ÂG/etc/lilo.conf ¬x{ÂH«YGa�CúS@2�

boot=/dev/hda
map=/boot/map
install=/boot/boot.b
prompt
timeout=50
message=/boot/message
lba32
default=linux

image=/boot/vmlinuz-2.4.0-0.43.6
label=linux
initrd=/boot/initrd-2.4.0-0.43.6.img
read-only
root=/dev/hda5

other=/dev/hda1
label=dos

,GÈH�Red Hat LinuxADOSG2=G�±Ã��zÊ����·k��2da�D #.e8�
��·kÌ�0?�W2�,G¬x{ÂG×Mk[�´0á0(£é0W0`��

• boot=/dev/hda — LILOD1��GIDE�Ê�Ä�ÀG1��G¦� �z��D6eô+k{Ê
���Â2da�DÃñ0W2�

• map=/boot/map — µ�®¬x{ÂG±k[#0W2��ôG³X@H�,eH>è0C�@Y
.��

• install=/boot/boot.b — LILODM0?Ã#.e8¬x{Âk�cG�����A0?{Ê
���Â2da�DÃñ0W2��ô�,eH>è2R&@H�cW4l�[0install G�%Z
*?�dñ��LILOH�¬�Â�G/boot/boot.b k³X2d¬x{ÂAn#0W2�
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• prompt — LILODM0?messageG�D§×.e?�d[GkÌñ2dA��Ãñkw0W
2�prompt k1c£(,AHG®@&W4l%�£¥08ñ�@[W9�[Shift]��k>0C%b
µ�Êk��2d,A@promptDy���2d,A%@&W2�

• timeout=50 — LILO%default �G�Ê�Á@��k-ZdÏW@D½���%ó´2dGk
Q=é/Gò.k���0W2�,Gò.H10�G1Ò�@J).e�50k�¬�Â�D0?�
W2�

• message=/boot/message —½���%���2R&�±Ã��zÊ����·]��¤Âk
Éo@&da�DLILO%Ìñ2d�õkñ0W2�

• lba32 — ¦� �z��G��¸�ÁkLILODdy0W2�,,@G[�1=GÍ}AC�Ê�
ÁHlinear @2�,ebG{ÝG×Mkc�D��0?�C��c�,ebk>è2R&@H�c
W4l�>è0?0W�A���·k��@&C�úSD0?0W�a�n%�cW2�

• default=linux — ,G�«YDÁ��.e?�d�®�¾Ê$b��2dLILOXG�¬�
Â��±Ã��zÊ����·kñ0W2�linux GçÏH�Á���®�¾ÊGYD�
dlabel �k¶Ì0W2�

• image=/boot/vmlinuz-2.4.0-0.43.6 —,G¸#G���®�¾Ê@��2dlinux��
¤ÂkÃ#0W2�

• label=linux — LILO�õG�±Ã��zÊ����·GçÏ@2�,Gñ��default G�@
[§×.e?�dçÏ@2�

• initrd=/boot/initrd-2.4.0-0.43.6.img —��¤ÂG��ka�D2d�§{�k�
�éD�jD�UZ0�����2dGD³X.ed�Uram�z��{¸��G,A@2�,G
�Uram�z��HSCSI�� �¦� �z����d�H;G���¤ÂkÄ� 2dGD»^
C�§{�kÿ{2dGD^2dÍåGµ�Ê�4G À{§@2�,G�Uram�z��H¥MD
µ�Ê¦¹@»408c0C�@Y.��

• read-only —,GÂ��¨��z�¾Ê(«YGroot G�k�Í)¾X-XX@���®Ä�
�ÁD>èHwoC�,AkÃ#0W2�

• root=/dev/hda5 — BG�z��¨��z�¾ÊkÂ��¨��z�¾ÊA0?³X2d$kÃ
#0W2�

• other=/dev/hda1 — DOSkÅ�0?�d¨��z�¾ÊkÃ#0W2�

2.10. ������éééGGGÀÀÀÊÊÊÃÃÃ°°°ÂÂÂGGG>>>èèè
Red Hat LinuxG�@H���éD�¬�Â�GÀÊÃ°Âk>è2d,A%woW2�

LILOk³X0?�dñ��boot: ®ÄÊ®�Dy���2dDH[Ctrl]- [X]��ç�4k>0W2�
6G¶�«YGa�Dó´0W2�

linux <runlevel-number >

,G�µÊ @H�<runlevel-number >k��08�ÀÊÃ°ÂGWå(1 $b5)$�¿H�
�½single ¿Hemergency @óe�!W2�

GRUBk³X0?�dñ�H�«YG���®De�W2�

• �À¬z�ÂGRUB��Ä���G�õ@H�Red Hat Linux��À°ÂkÉo0?�[e]��
k>0?A_k0W2�

• ��¤ÂG�W@�Ö@½¥0?�[e]��k>0?A_DócW2�

• ®ÄÊ®�@���08�ÀÊÃ°ÂGWå(1 $b5)kó´2d$�¿H�½single ¿
Hemergency kó´0?[Enter]��k>0W2�

• ��¤Âõ`G�dGRUB�õD
.eW2�[b]��k>0?���·k��0W2�

ÀÊÃ°ÂGáfD=�?H�1.4.1k·~Y.��
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2.11. 666GGG;;;GGGÁÁÁ���������
,GÔH�DGRUBALILOG×�k�AA0?�W2�GRUBALILOGX�D=�?H«YGÁ
���k�üD0?ac<(Gõ`kSµ0?Y.��

2.11.1. {{{ÊÊÊ���������ÂÂÂ...eee???���dddµµµ¢¢¢¼¼¼yyyÂÂÂ

• /usr/share/doc/grub- <version-number >/ — ,eHGRUBG³XlA6G #D12d
®�õ`k7Y�zÃ��Á@2�,G¬x{ÂG¨�×G<version-number >H{Ê���
Â^XGGRUB̈ ����G§��¾Êkñ0W2�

• info grub �µÊ kó´0?y���@&dGRUB info±��DH��¼��ÁyÂ�½�
���Íµ¢¼yÂ�®Ä�Àµ�Íµ¢¼yÂ�GRUBA6G³XlD12dFAQ)a(�d

*%7We?�W2�

• /usr/share/doc/lilo- <version-number >/ — ,G�zÃ��ÁDHLILOG³XlA6G
 #D12dxèCõ`%7We?�W2�¸D�doc/ ��zÃ��ÁDH�4´Cõ`�@�
dUser_Guide.ps A�Ied´����Á®�G¬x{Â%7We?�W2�,G�zÃ��Á
QG¨�×D�d<version-number >H{Ê���Â.e?�dLILO¨����G§��¾
Êkñ0W2�

2.11.2. ������===Web���{{{���

• http://www.gnu.org/software/grub — GNU GRUB®Ä�~��G²�·±��@2�,G�{�
DHGRUBG¦`úÌD12dõ`AFAQ%:i.e?�W2�

• http://www.uruk.org/orig-grub—.bCd¦`GºD®Ä�~��%Free Software FoundationD½
�.edÏG�Á�¡ÂGGRUBµ¢¼yÂ@2�

• http://www.redhat.com/mirrors/LDP/HOWTO/mini/Multiboot-with-GRUB.html— Linux« «
GOSG��k7Y�GRUBG.W/WCXjk��0W2�

• http://www.linuxgazette.com/issue64/kohli.html—���·D�Z?GRUBk #2d½���G
8ZGó�A@2�GRUBG�µÊ ��®�¾ÊG°^%7WeW2�

• http://www.tldp.org/HOWTO/mini/LILO.html —,eH�Linux««G�±Ã��zÊ����·
G��k7YLILOD12d.W/WC³Xlk£é2d¶¢HOWTOõ`@2�
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¬¬¬xxx{{{ÂÂÂ���������···ììì!!!

3.1. CCC555¬¬¬xxx{{{ÂÂÂ���������···ììì!!!kkk»»»444222dddGGG$$$
�±Ã��zÊ����·(OS)G¬x{Â���·ì!H�OSGì!GÁ@[T[I§AC[G@
2�OS%½����y®Á���¾Ê���¼Á�z¹�ÂCBA	°{X2djlH�6GTAl
B%dN�±D¬x{Â%J5.edjlDa<?[WcW2�½���%�.bDH®Ä�À·%
¬x{ÂG¾X�&k2dñ�k©d8ZG»�G�{ À{ÊD�Í@&d,A%.W/WC�:
Dacl^DCcW2�

¬x{Â���·H�«YG2=G¼Cd��AC���Á$b|d,A%@&W2�

• »4a�¬x{ÂA»4ãa¬x{Â

• a>¬x{ÂA�A¬x{Â

»4a�¬x{ÂH�.W/WC²��Dady���%a�C¬x{Â@2�»4ãa¬x{Â
H�T$G²��%�X@&C�¬x{Â@2�a>¬x{ÂH��lC0D\é@[>Z@&d
¬x{Â@2��A¬x{ÂH�¾X-XX �¼¸Ê�]§{¡ÁCBG���·"��$bG
¿H����·"��%���k~o2dºD÷ÜkF!?�d���~Ê�$bG�¥C0@H>
Z0C�¬x{Â@2�

,GTD¬x{Âk|?�d�:H�¬x{Â%±�?�d�zÃ��ÁDßc�?be8s�A
¬x{ÂGX�k1åä*2d8Z@2��±Ã��zÊ����·A6G½���%µ�¬x{Â
DM0?C2	°{XG°jH�6G¬x{ÂG�d�zÃ��Á%¾X-XX$�¾X/�&$B
�$A�Á½���%è=6G¬x{ÂQGy���Ã°Âk[#0W2�,Gì!G��®Ã°Â
%l^DCcW2���®Ã°Â%ç�Z.eC�WW@�dA$�Ü�D³X.edì!kè8C
�ñ�CBDH�zÃ��ÁQGy���kj�2d»^%�c�.[C*eI���¼Á�zg
%í!2d,ADCcW2�

890�6Gì!%Ç�G[G@C*eI��Dì!kè=9*@H¶Ì%�cW4l�ì!Gº�
Dac�ì!Da<?�[.edgacEJDg%�jDy1dñ�%�cW2�,G8Z�Red
Hat@HT[Ü�°D³X.e?�d¬x{Â���·ìokÉo0�6ek´09*ÃÞ0?Red
Hat Linux@³X.ed�4G¬x{ÂDCX0W08�

3.2. Filesystem Hierarchy Standard )))FHS***GGG°°°^̂̂
Red HatH�<WG¬x{Â]�zÃ��ÁGçÏAñ�k#x08»¦j{ �¼¸Ê�@�
dFHS(Filesystem Hierarchy Standard)De�W2�

FHS �¼¸Ê�H�÷¶GFHS�©¬x{Â���·DM2ds³G�dÁ¬xÃÊ�@�d[G
G�,GÇ�DHÍ#xW8HÃÞa�G³É%<(¯.e?�W2�,G���¾Ê@H�,Gc
ÅG°^kñ0�cÅ@1c�he?�C�¬x{Â���·G��D=�?£é0W2�

cÅGÓ%H�«YGñ�@�Í@&W2�

http://www.pathname.com/fhs

cÅD�©2d,A%<(G,Ak¶Ì2dÁ@�T[l^C2=G,AH�;G�©���·AG°
�n@�c�/usr/ ¨��z�¾Êk¾X-XXA0?µ}Ê�@&d,A@2)C5CbI�,
G¨��z�¾ÊH»�G��a�¬x{Âk7l@#c�½���Da<?>è.ed,Ak¶A
0?�C�$b@2*�/usr/ k¾X-XXA0?µ}Ê�0?�d�CD-ROM$b�W8H¾X
-XXGFNSC:@9Gµ�Ê$b/usr/ kµ}Ê�2d,A%@&W2�
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3.2.1. FHSÇÇÇ���

,,@ñ2�zÃ��ÁA¬x{ÂH�FHS �¼¸Ê�@Ã#.ed[GGTlGÍ�@2�	Ó
Cõ`D=�?HT�GFHS �¼¸Ê�k�Í0?(9.��

3.2.1.1. /dev/ ���zzzÃÃÃ������ÁÁÁ

/dev/ �zÃ��ÁDH����·D�0.e8�§{�kÌ2¬x{Â���·�Ê�Á%7We
?�W2����·%v0(X�2d8ZDH�,ebG¬x{Â%ãaZ@2�

3.2.1.2. /etc/ ���zzzÃÃÃ������ÁÁÁ

/etc/ �zÃ��ÁH�µ�ÊDA<?Ä��ÂC #¬x{ÂG8ZDD�.e?�W
2�/etc/ DH§{¡Á¬x{Âk.±0C�,ADC<?�W2�«ÏH/etc/ D.±.e?�8
2R?G§{¡Á¬x{ÂH�/sbin/ W8H/bin/ D½¥2d»^%�cW2�

X11/ �zÃ��ÁAskel/ �zÃ��ÁH�/etc/ �zÃ��ÁG��zÃ��Á@2�

/etc
|- X11/
|- skel/

/etc/X11/ � z Ã � � Á H �XF86Config C B GX11  # ¬ x { Â G 8 Z G [ G @
2�/etc/skel/ �zÃ��ÁH5��Â�Ê6½���¬x{ÂG8ZG[G@�T�D½���
k{o2dA&H,ebG¬x{Âk³X0?²�·�zÃ��Ák¯Z-XW2�

3.2.1.3. /lib/ ���zzzÃÃÃ������ÁÁÁ

/lib/ �zÃ��ÁDH�/bin/ ]/sbin/ D7Wed§{¡Á¬x{Âk��2d8ZD»^CÀ{
ÀÁGXkJ52d»^%�cW2�,ebG»4À{ÀÁ{¸��H�¸D���·k��
08cÂ��¬x{Â���·×@�µÊ k��2dñ�Dl^@2�

3.2.1.4. /mnt/ ���zzzÃÃÃ������ÁÁÁ

/mnt/ �zÃ��ÁH�CD-ROM]¬Ä�«��z��CBGÍéADµ}Ê�.ed¬x{Â��
�·@2�

3.2.1.5. /opt/ ���zzzÃÃÃ������ÁÁÁ

/opt/ �zÃ��ÁH��ôd&C�Ay®Á���¾Ê�¬�}~y¨����%J5.ed³É
k,¶0W2�

/opt/ �zÃ��Á×D¬x{Âk.±2d¨����H�¦1çÏG�zÃ��Ák{o0W2�
,G�zÃ��Á%0pH�¬x{Â���·ÓKDÜ%da�nkè=¬x{ÂkF�0W2�,
eDac����·"��H¸#¨����×GÁ¬x{ÂG�ßk#�D[#2d,A%@&W
2�

È!I�/opt/ ×Dsample A��çÏG�¬�}~y¨����%�dñ��6G§{¡Á
H/opt/sample/bin/ D�man±��H/opt/sample/man/ D±$edCB�2R?G¬x{Â
k/opt/sample/ G�zÃ��Á×D±(,A%woW2�

6e7e¸#G���k��2d�¨����k<(7Yd&C¨����[W8�/opt/ ×D½
¥0�6eDa<?d&C¨����HÇ�Z.e8jl@ç�.eW2�8A!I�sample ¨�
���G�¨����H/opt/sample/tool1/ ]/opt/sample/tool2/ CBG½ôG��z
Ã��ÁD6e7e½¥0�6e7e½ôGbin/ �man/�6G;G¦TG�zÃ��Ákè=,A%
@&W2�
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3.2.1.6. /proc/ ���zzzÃÃÃ������ÁÁÁ

/proc/ �zÃ��ÁDH���¤ÂAG/@õ`k]cAc2d8ZG¸9C¬x{Â%7We?�
W2�

/proc/ ×@H.W/WC���%X¶.e?#c�,G�zÃ��Ák³X0?��¤ÂA��2d
jlHW<(�dG@�,GÔ@H,GgkÁ�D£é0?�W2�áfHe5Ôk�Í0?(9.
��

3.2.1.7. /sbin/ ���zzzÃÃÃ������ÁÁÁ

/sbin/ �zÃ��ÁH�root½���GX%³X@&d��a�¬x{Â%kÅ�2dñ�@
2�/sbin/ ×G��a�¬x{Â%G³X�AH����·Gf¥�/usr/ Gµ}Ê�����·�
�ÿ{GX@2��zÃ��ÁD10?�FHS@HêGa�D£é0?�W2�

5�ô�/sbin DH�/bin D7Wed§{¡Á¬x{ÂG;D����·k��2d8ZD»^C¬x
{Â%7We?�W2�/usr %µ}Ê�.e8,A%úú.e8¶)\[g%C�ñ�*D��.ed[
GH�/usr/sbin GÁD.±2d»^%�cW2�W8�Ä��ÂXG���·"�§{¡Á¬x{Â
H�/usr/local/sbin GÁD.±2d»^%�cW2�6

T�@[êG®Ä�À·%/sbin/ GÁDC*eICcW4l�

arp , clock ,
getty , halt ,
init , fdisk ,
fsck.* , grub ,
ifconfig , lilo ,
mkfs.* , mkswap,
reboot , route ,
shutdown , swapoff ,
swapon , update

3.2.1.8. /usr/ ���zzzÃÃÃ������ÁÁÁ

/usr/ �zÃ��ÁH��{�ÓKDh8<?»42d,AG@&d¬x{ÂG8ZG[G@2��
ô�/usr/ �zÃ��ÁH½ôG¨��z�¾Êkè<?#c�¾X-XX@µ}Ê�a�A2d
»^%�cW2�T³��«YG�zÃ��Á%k/usr/ G��zÃ��ÁA2d»^%�cW
2�

/usr
|- bin/
|- dict/
|- doc/
|- etc/
|- games/
|- include/
|- kerberos/
|- lib/
|- libexec/
|- local/
|- sbin/
|- share/
|- src/
|- tmp -> ../var/tmp/
|- X11R6/
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bin/ �zÃ��ÁH��a�¬x{Âk7XW2�dict/ ¤FHSM= �¼¸Ê�±��k7X
W2�etc/ ���·ÓKG #¬x{Âk7XW2�games ��·@2�include/ C¯���
¬x{Âk7XW2�kerberos/ KerberosXD§Á¡Á]6G;k7XW2�lib/ ½���]�~
Â��Á®�Da<?÷�³X.eda�D J.e?�C���~��¬x{Â]À{À
Á�libexec/ �zÃ��ÁH�;G®Ä�À·Dac��Â.ed³.C¯Â®®Ä�À·k7l
@�W2�sbin/ ���·"�§{¡ÁX(/sbin/ �zÃ��ÁD-0C��)�share/ y����
�º�4@C�¬x{Âk7XW2�src/ ����� @2�X11R6/ X Window System(XFree86
on Red Hat Linux)�

3.2.1.9. /usr/local/ ���zzzÃÃÃ������ÁÁÁ

�zÃ��ÁD10?�FHS@HêGa�D£é0?�W2�

5/usr/local H����·"��%�¬�}~ykÄ��ÂD{Ê���Â2djD³X2d[G@2�
���·�¬�}~yGè�éDê�&.eC�a�D�,G§÷kJ¿2d»^%�cW2�µ�ÊG�
Â�®G/@»4a�@�d®Ä�À·]���G�:�/usr DH7WeC�[GG8ZD�,G§÷k³
X2d,A%@&W2�6

/usr/local/ �zÃ��ÁH�ì!D10?H/usr/ �zÃ��ÁAâ?�W2�,G�zÃ�
�ÁH�«YG��zÃ��Ákè<?�?�6ebG��zÃ��ÁH��AD10?
H/usr/ �zÃ��ÁAâ?�W2�

/usr/local
|- bin/
|- doc/
|- etc/
|- games/
|- include/
|- lib/
|- libexec/
|- sbin/
|- share/
|- src/

3.2.1.10. /var/ ���zzzÃÃÃ������ÁÁÁ

FHSHLinux%/usr/ k¾X-XXA0?µ}Ê�@&d,Ak^�0?�d8Z�Ä�¬x{Â
k{o2d®Ä�À·]�spool/ �zÃ��Á]lock/ �zÃ��Ák»^A2d®Ä�À·H�
���k/var/ �zÃ��ÁD�&-Y»^%�cW2�FHSH/var/ G�Ak«YGa�DyR?
�W2�

5...>W���¬x{Â�,,DH�spool�zÃ��ÁAspool¬x{Â�"����AÄ�����Íé
¬x{Â%7WeW2�6

«YG�zÃ��Á%H/var/ G��zÃ��ÁA2d»^%�d[G@2�

/var
|- account/
|- arpwatch/
|- cache/
|- crash/
|- db/
|- empty/
|- ftp/
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|- gdm/
|- kerberos/
|- lib/
|- local/
|- lock/
|- log/
|- mail -> spool/mail/
|- mailman/
|- named/
|- nis/
|- opt/
|- preserve/
|- run/
+- spool/

|- anacron/
|- at/
|- cron/
|- fax/
|- lpd/
|- mail/
|- mqueue/
|- news/
|- rwho/
|- samba/
|- slrnpull/
|- squid/
|- up2date/
|- uucp/
|- uucppublic/
|- vbox/
|- voice/

|- tmp/
|- tux/
|- www/
|- yp/

messages/ ]lastlog/ CBG���·Ä�¬x{ÂH�/var/log/ �zÃ��Á×D.±.eW
2�/var/lib/rpm/ �zÃ��ÁDH�RPM���·���°��[7We?�W2�Ä��¬x
{ÂH/var/lock/ DÅ�.e��ôH�6G¬x{Âk³X2d®Ä�À·�4G�zÃ��ÁD
Å�.eW2�/var/spool/ �zÃ��ÁH����¬x{ÂkÅ�2d»^%�dÁ8���·G
8ZG��zÃ��Ákè<?�W2�

3.2.2. Red Hat Linux GGG/usr/local/

Red Hat LinuxGñ��/usr/local/ G¶A.e8XjA0?H�FHSGÃ#AH<´¼C<?
�W2�FHSH����·�¬�}~yGy�®�Ã� éDH�J¿2d�¬�}~y
k/usr/local/ DÅ�2R&@�dA0?�W2�Red Hat Linux$bG���·y�®�Ã�
 Hrpm]�À¬z�ÂC¨̈̈������������"""���������ÂÂÂ Da<?£ÓD�hed8Z��¬�}~y
k/usr/local/ D.±0?J¿2d»^H�cW4l�bhcD�µ�ÊDA<?Ä��ÂC�¬�
}~yG8ZD/usr/local/ k³X2dG%a�@0`��

È!I�/usr/ �zÃ��Á%Á¹��²��$b¾X-XXNFS»4A0?µ}Ê�.e8ñ
��/usr/local/ �zÃ��ÁGYD¨����]®Ä�À·k{Ê���Â2d,A%woW2�
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3.3. ¸̧̧999CCC¬¬¬xxx{{{ÂÂÂGGGñññ���
Red Hat LinuxH�¸5¬x{ÂkF�2d8ZD�FHSGì!k´�ÃÞ0?�W2�

RPM(Red Hat Package Manager)D12dTAlBG¬x{ÂH/var/lib/rpm/ �zÃ��Á×D
Å�.e?�W2�áfõ`HRed Hat Linux���µ{��{ GÁGRPMDad¨����"�
A��Ô@·~Y.��

/var/spool/up2date/ �zÃ��ÁDH����·GºGRPM¯��õ`CBRed Hatèèè���������
���~~~ÊÊÊ���@³X.ed¬x{Âk7l@�W2�,Gñ�H����·kè�0?�d/D�}Ê
Ä� .e8RPMkÍéADJ52dGD³X2d,A%woW2�Red Hat¤��Æ��Dä�?
GáfH�êGweb�{�@Red Hat¤��Æ��k�Í0?Y.��https://rhn.redhat.com/�

[�1=GRed Hat Linux̧ 4Gñ�H�/etc/sysconfig/ �zÃ��Á@2�,G�zÃ��Á
H�Á8G #õ`kF�0?�W2���éD��2d<(G��Á®�H,G�zÃ��Á×
G¬x{Âk³X0W2�,G�zÃ��ÁD�d×MA��®Ä��@,ebG¬x{Â%i8
2�ßD=�?Gõ`He4Ôk·~Y.��

T¶D�£é0C*eICbC�[�Í=G�zÃ��ÁH�/initrd/ �zÃ��Á@2�,eH

@2%�f¥®Ä��éDµ}Ê�´{Ê�A0?³heW2�

LLL���

�$Cd�:@�e�/initrd/ �zÃ��ÁH|£0C�@Y.��,G�zÃ��Ák|£2dA���¤
Â¨¢���À�¸����%Ìñ.e����·k��@&C(Cd�ÙACcW2�
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sysconfig ���zzzÃÃÃ������ÁÁÁ

/etc/sysconfig/ �zÃ��ÁH�Red Hat LinuxGºG.W/WC���· #¬x{Â%J5
.e?�dñ�@2�

,GÔ@H�/etc/sysconfig/ D�d¬x{Â�6GX��6G×M�G°^k£é0?�&W
2�,ebG¬x{ÂG<(H�¸9C��d�H`CúÌ@0$³X0C�Á8G�®�¾Êk7
l@�d8Z�§ÔGõ`H	Ónk¶A0?�d[G@H�cW4l�

4.1. /etc/sysconfig/ ���zzzÃÃÃ������ÁÁÁ×××GGG¬¬¬xxx{{{ÂÂÂ

êG¬x{ÂH�ô�/etc/sysconfig/ �zÃ��ÁGÁ@|ä*d,A%woW2�

• amd

• apmd

• arpwatch

• authconfig

• cipe

• clock

• desktop

• dhcpd

• firstboot

• gpm

• harddisks

• hwconf

• i18n

• identd

• init

• ipchains

• iptables

• irda

• keyboard

• kudzu

• mouse

• named

• netdump

• network

• ntpd

• pcmcia

• radvd
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• rawdevices

• redhat-config-securitylevel

• redhat-config-users

• redhat-logviewer

• samba

• sendmail

• soundcard

• spamassassin

• squid

• tux

• ups

• vncservers

• xinetd

ÈÈÈ¶¶¶

êdG¬x{ÂG×GO=$%/etc/sysconfig/ �zÃ��ÁDC�ñ��6G1åG®Ä�À·%{Ê�
��Â.e?�C�a�n%�cW2�

4.1.1. /etc/sysconfig/amd

/etc/sysconfig/amd ¬x{ÂHamdDa<?³X.ed<YC¨À¸��k7l@�W2�,e
H¬x{Â���·Gô¥µ}Ê�/yÊµ}Ê�ka�D0W2�

4.1.2. /etc/sysconfig/apmd

/etc/sysconfig/apmd ¬x{ÂH���±Ê ]��X�@¦º/�Ê/>è2d¨Æ����zÊ
�Gìok2dapmdDa<?³X.eW2�,G¬x{ÂH��éDapmdk�Ê¿H�¬D�U
!da�D #0?�c�6G�U!H�¦� }~y%APM (Advanced Power Management)k�
´��2d$B�$�¿H½���%6ek³X2da�D���·k #0?�d$B�$Da<
?Eå.eW2�apm��¹ÊHLinux��¤Â×@¨Æ�"��� A»DX�2d¹¢�®Ä�À
·@2�,eHÀ�®��®];G¨Æ�1åG #@§��Á��Yk½���D�©2d�´%
�cW2�

4.1.3. /etc/sysconfig/arpwatch

/etc/sysconfig/arpwatch ¬x{ÂH���éDÛWkarpwatch ��¹ÊDf2GD³X.
eW2�arpwatch ��¹ÊH{��¤��Gµ��y Ã�A6GIPy Ã�G±yÁÊ�G��
ÂkJÓ0W2�,G¬x{ÂD�X@&d¨À¸��D=�?GáfHarpwatch Gman±��k
·~Y.���¬�Â�@H�,G¬x{ÂHarpwatch ®Ä��G��¡�k½���pcapD 
#0W2�
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4.1.4. /etc/sysconfig/authconfig

/etc/sysconfig/authconfig ¬x{ÂH�²��ê@³X.ed8ÅGs�k #0W2�,e
DH�«YG�G1=¿H�W%7WeW2�

• USEMD5=<value >,,,@�<value >HêG�3e$@2�

• yes — MD5HúßD³X.eW2�

• no — MD5HúßD³X.eW4l�

• USEKERBEROS=<value >,,,@<value >HêG�3e$@2�

• yes — KerberosHúßD³X.eW2�

• no — KerberosHúßD³X.eW4l�

• USELDAPAUTH=<value >,,,@<value >H='G�3e$@2�

• yes — LDAPHúßD³X.eW2�

• no — LDAPHúßD³X.eW4l�

4.1.5. /etc/sysconfig/clock

/etc/sysconfig/clock ¬x{ÂH����·G¦� }~y�Ä��$b¾X-l9¨G¨�k
j·0W2�

6Gv0�¨HêGa�DCcW2�

• UTC=<value >,,,@<value >H�êG�Â¨G�3e$@2�

• true ¿Hyes —¦� }~y�Ä��He¡Ç�éD���.eW2�

• false ¿Hno —¦� }~y�Ä��HÄ��ÂéD���.eW2�

• ARC=<value >,,,@<value >H�«YGa�DCcW2�

• true ¿Hyes — ARC�Ê��ÂG42�Gé/�¬���%4ËDC<?�W2�,G���z
Ê�H�ARC-¿HAlphaBIOS°��GAlpha���·GXGºG[G@2�Ìñ.ed;G¨
H��ôGUNIX�´��%4ËA��¶Ì@2�

• SRM=<value >,,,@<value >H�êGa�DCcW2�

• true ¿Hyes — SRM�Ê��ÂG1900�´��%4ËDC<?�W2�,G #HSRM-
°��GAlpha���·GXG[G@2�Ìñ.ed;G¨H��ôGUNIX�´��%4Ë@�
dAG¶Ì@2�

• ZONE=<filename > — /etc/localtime G�«��@�d/usr/share/zoneinfo GÁG�{
·��Ê¬x{Â�,G¬x{ÂDH«YGa�Cõ`%7WeW2�
ZONE="America/New York"

«ÏGÁÁ��GRed Hat LinuxH«YG¨k³X0?�W08(�lÞÖ.e?�W2)�

• CLOCKMODE=<value >,,,@<value >HêG�3e$@2�

• GMT—�Ä��He¡Ç�éD���.e?�W2�(�Á¢��Ç�é/)
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• ARC— ARC�Ê��ÂG42-�G�{·�¬���H4ËDC<?�W2(Alpha°�����
·GX)�

4.1.6. /etc/sysconfig/desktop

/etc/sysconfig/desktop ¬x{ÂH��.edR&�����®µ¤��ºk«YGa�DÃ#
0W2�

DESKTOP="GNOME"

4.1.7. /etc/sysconfig/dhcpd

/etc/sysconfig/dhcpd ¬x{ÂH���éDÛWkdhcpd��¹ÊDf2ºD³X.eW
2�dhcpd ��¹ÊHDHCP(Dynamic Host Configuration Protocol)ABOOTP (Internet Bootstrap
Protocol)k��2d[G@2�DHCPABOOTPH¤��Æ��êGµ�ÊD²��çkßc�?W
2�,G¬x{ÂXD�Xwod¨À¸��D12dáfHdhcpdGman@·~Y.��

4.1.8. /etc/sysconfig/firstboot

Red Hat Linux 8.0$b¦º.e8[G@�T�D���·%��2dé�/sbin/init ®Ä�À
·Hetc/rc.d/init.d/firstboot ��Á®�k��Â0�6e%���������yyy���®®®���������~~~ÊÊÊ���k
¦º.4W2�,Gy®Á���¾ÊDa<?½���HT�Gè�GXCb3��`Gy®Á��
�¾Ê] �¼¸Ê�k{Ê���Â2d,A%woW2�

/etc/sysconfig/firstboot ¬x{ÂH���������yyy���®®®���������~~~ÊÊÊ��� y®Á���¾ÊDM0
6G¶GSf¥@H��0C�a�Ãñk0W2�ê����·%��2déD��2d
D�/etc/sysconfig/firstboot k|£0?�chkconfig --level 5 firstboot on k��
0W2�

4.1.9. /etc/sysconfig/gpm

/etc/sysconfig/gpm ¬x{ÂH���éDÛWkgpm��¹ÊDf2ºD³X.eW2�gpm
��¹ÊH�µ}�G`+AÁ³�Ê�Á��GÞcä*ka�D2dµ}���§@2�,G¬x
{Â@�X@&d¨À¸��D12dáfHgpmGman±��@·~Y.���¬�Â�@H�,eH
µ}��§{�k/dev/mouse D���0W2�

4.1.10. /etc/sysconfig/harddisks

/etc/sysconfig/harddisks ¬ x { Â H ¦ �     À {  k � ¼ � Ê 0 W 2 � " � �
H/etc/sysconfig/hardiskhd[a-h] k³X0?�¸#G À{XD¨À¸��k #2d,A
[woW2�

LLL���

È¶��J�C0D,G¬x{Âk>è0C�a�D0?Y.���¬�Â�G¨k>!dA�¦�  À{
GÓ?G���k�82da�n%4cW2�

/etc/sysconfig/harddisks ¬x{ÂH«YG��k7Y,A%@&W2�
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• USE_DMA=1,,G¨k1D #0?�dñ��DMAk4ËD0W2�0$0O=$G��®���
A¦�  À{Gç�4@HDMA%����8G�ÙA[CcµW2�,G�®�¾Êk4ËD
2dÏD¦�  À{Gµ¢¼yÂ�¿H~!�@�~��0?Y.��

• Multiple_IO=16 , #%16Gñ��I/O ß-X³D�WG����ka0W2�4ËDC<?
�déDH�,GX�H�±Ã��zÊ����·G��ø�k30-50%|�0W2�È¶0?³X
0?Y.��

• EIDE_32BIT=3 {Ê��¬~���� DM2d(E)IDE 32-bit I/O�´��k4ËD0W2�

• LOOKAHEAD=1 À{G©¾Xk4ËD0W2�

• EXTRA_PARAMS=E�G¨À¸��%�`@&dñ�kÃ#0W2�

4.1.11. /etc/sysconfig/hwconf

/etc/sysconfig/hwconf ¬x{ÂH����·ê@kudzu %rw2d¦� }~yGÓ
?��L³X.ed À{§�°Ê��ID��§{�IDõ`CBGÍ~Ìñ0W2�kudzu
®Ä�À·H���·êG�c��L>èG�<8¦� }~ykrw0� #0W
2�/etc/sysconfig/hwconf ¬x{ÂH3¥@A_.edR&[G@H�cW4l�[0A_.e
8ñ�H��§{�GÍ�%ÂÒ��`]|£.e8��A0?Ìñ.eda�n%�cW2�

4.1.12. /etc/sysconfig/i18n

/etc/sysconfig/i18n ¬x{ÂH��¬�Â�G�½��´��2d�½��L�¬�Â����
·G¬�Ê�k #0W2�È!IêGa�CÌñDCcW2�

LANG="en_US.UTF-8"
SUPPORTED="en_US.UTF-8:en_US:en"
SYSFONT="latarcyrheb-sun16"

4.1.13. /etc/sysconfig/identd

/etc/sysconfig/identd ¬x{ÂH���éDÛWkidentd ��¹ÊDf2ºD³X.
eW2�identd ��¹ÊHTCP/IP�0%¦�?�dúS@®Ä��G½���çkC�0W
2�identd %¥{0?�C�ñ�DH�FTP]IRCCBG¤��Æ��êG��ª�H�6GÈ¶k
w0�´�p=G�ÙACcW2�89��ôHidentd H»^C��ª�@HC(���¼Á�z%
gDCdñ�H�,ekf¥0C�T�%®�@0`��,G¬x{Â@�X@&d¨À¸��D
12dõ`Hidentd Gman±��k·~Y.���¬�Â�@H�,G¬x{ÂH¨À¸��k7X
W4l�

4.1.14. /etc/sysconfig/init

/etc/sysconfig/init ¬x{ÂH��®Ä��@���·GÌñlAX�kj·0W2�

êGa�C¨k³X2d,A%woW2�

• BOOTUP=<value >,,,@<value >HêG�3e$DCcW2�

• BOOTUP=color Ç�G�À���Ìñk¶Ì0�,eH�§{�GoÊ$�'$�60?��
ª�%¦º0?�d$k9�G�À�@Ìñ2d,ADCcW2�

• BOOTUP=verbose ����{ÂG�z�®Ã{@��CdoÊ/�'G¸����GX@C(�
ac<(Gõ`k,¶0W2�

• 6e««H��0��z�®Ã{ACcW2�0$0ANSI-4ùH�cW4l�
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• RES_COL=<value >, ,G<value > H������À°Âk¦º2d�õGØGWå@2��
¬�Â�H60@2�

• MOVE_TO_COL=<value >, ,G<value >Hecho -en �µÊ kC:0?RES_COL�G¨W@
���Âk¥$2A��¶Ì@2�

• SETCOLOR_SUCCESS=<value >,,G<value >H�echo -en �µÊ kC:0?oÊkñ2º
G�À�D6G�À�k #0W2��¬�Â�H�Á�ÊD���.e?�W2�sets

• SETCOLOR_FAILURE=<value >,,G<value >Hecho -en �µÊ kC:0?�'kñ2ºG
�À�D6G�À�k #0W2��¬�Â�G�À�H�D���.e?�W2�

• SETCOLOR_WARNING=<value >,,G<value >Hecho -en �µÊ kC:0?L�G�À�k
 #0W2��¬�Â�HH
D���.e?�W2�

• SETCOLOR_NORMAL=<value >, ,G<value >Hecho -en �µÊ kC:0?"¥�µÂ"G�
À�kÁ���0W2�

• LOGLEVEL=<value >,,G<value >H���¤ÂXG�U�Ê��ÂÄ�{ÊGÃ°Â@2��
¬�Â�H3�8H2R?k¶Ì0W2(�§��k7Y)�1H��¤Â¨¢��««H\[¶Ì0
W4l�syslogd ��¹ÊHÍp����2dA,G���zÊ�k��§�À{ 0W2�

• PROMPT=<value >,,,@<value >HêD�Â¨G�3e$ACcW2�

• yes —M�ù¹� G���~��k4ËD0W2�

• no —M�ù¹� G���~��kÞËD0W2�

4.1.15. /etc/sysconfig/ipchains

/etc/sysconfig/ipchains ¬x{ÂDHipchains ��ª�k #0?�déDipchains �U
Z��Á®�Da<?³X.edõ`%7WeW2�

,G¬x{ÂH�4ËCipchains c$% ±0?�dúS@/sbin/service ipchains save �
µÊ kó´2d,ADac>è.eW2�,G¬x{ÂH3¥@A_0C�@Y.��6
Gbhc��µÊ /sbin/ipchains k³X0?»^C¨���¬zÂ��c$k #0
?�/sbin/service ipchains save �µÊ k³X0?6Gc$k,G¬x{ÂDJ50W2�

¬x{y}��Âc$G #Dipchains k³X2d,AHGÅ@&W4l�6eHÞÖ.e?�dú
S@�²oGÁÁ��GRed Hat Linux$bHÞ(Cd@0`��¬x{y}��Â%»^Cñ�H�
bhcDiptables k³X0?Y.��

4.1.16. /etc/sysconfig/iptables

/etc/sysconfig/ipchains Ga�D�/etc/sysconfig/iptables ¬x{ÂH���é¿
H���ª�%¦º.e8éH�=@[�¨���¬zÂ���ª�k #2dºD��¤ÂD
³X.edõ`kJ50W2�

iptables c$kì¶2djlk©<?�dñ�««H,G¬x{ÂH3¥@A_0
C�@Y.��T[#�Dc$k�`2djlH������¼¼¼ÁÁÁ���zzzÃÃÃ°°°ÂÂÂ   ###������ÂÂÂ
(redhat-config-securitylevel )�/usr/sbin/lokkit �µÊ �GNOME Lokkit y®Á
���¾ÊG�3e$k³X0?¬x{y}��Âk{o2d,A@2�,ebGy®Á���¾Ê
k³X2dA®Ä��GT¶D,G¬x{Â%ô¥ADA_.eW2�

c$H/sbin/iptables k³X0?3¥@{o@&W2�60?/sbin/service iptables
saveAó´0?c$k/etc/sysconfig/iptables ¬x{ÂD�`0W2�

,G¬x{Â%5l2dA�6,DJ5.e8¬x{y}��Âc$H���·GSf¥]��ª�
GS����G¶@[D0.eW2�
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iptables D12dáfHe16Ô@·~Y.��

4.1.17. /etc/sysconfig/irda

/etc/sysconfig/irda ¬x{ÂH����·êG�«¿�§{�%����éD #.edúSk
j·0W2�

êGa�C¨k³X@&W2�

• IRDA=<value >,,G<value >HêG�Â¨G�3e$ACcW2�

• yes — irattach %��.e?�¤��Æ��D�00a�A2d9G¥�����Ê«¼�
�CB%�«¿´��D�0kÙX?�d$B�$k#UAD�~��0W2�,G���·ê
@�«¿�§{�%¥{2dDH,G�%yesD #.e?�d»^%�cW2�

• no — irattach H��.eW4l��«¿�§{�G��HêÊ.eW2�

• DEVICE=<value >, ,,@<value >AH��«¿�0k��2d�§{�(�ôH�ÁyÂ´�
�)@2�

• DONGLE=<value > ,,@<value >H��«¿��D³X.e?�d Ê�ÂG�{®kÃ#0
W2�,G #H§oG�«¿´��@HC(��ÁyÂ Ê�Âk³X2d½���GºD5l
0W2� Ê�ÂAH��«¿C:@G��D³X2d8ZD�ôG�ÁyÂ´��Dä*be8
�§{�@2�,Ga�CQä Ê�ÂG�Ê«¼��ac[§oG�«¿´��kè=¥��
��Gj$a$D<�8Z��¬�Â�@H,G�H�¸Ê�y}�0?�cW2�

• DISCOVERY=<value >,,,@<value >H«YG�Â¨G�3e$ACcW2�

• yes —irattach k`|¹� @����0W2�,eH;G�«¿�§{�k�àAD�~�
�2dA��¶Ì@2�µ�Ê%�«¿�0k�àAD�Zda�D2dDH�,Gy®Á��
�¾Ê%q¤0?�d»^%�cW2(«yH�0k¦º0C�A��¶Ì@2)�

• no —irattach k`|¹� @����0W4l�

4.1.18. /etc/sysconfig/keyboard

/etc/sysconfig/keyboard ¬x{ÂH��³� G¥&kj·0W2�êG¨k³X@&W2�

• KEYBOARDTYPE=sun|pc,eH�SPARCGXD³X.eW2�sunA��¶ÌH�Sun��³� 
%/dev/kbd A�00?�d,A@�c�pc %�PS/2��³� %PS/2́ ��D�00?�d,
Ak¶Ì0W2�

• KEYTABLE=<file >,,,@<file >H����Â¬x{ÂGçÏ@2�

È ! I �KEYTABLE="us"�/lib/kbd/keymaps/i386 G Á @ � � � �  Â % � � �
�0?�6,$b9�G��³� .ØD9edéD,G¬x{Â%³X.eW2�
2 R ?<file >.kmap.gz G À ° Â % ä & W 2 �/lib/kbd/keymaps/i386 G Y �
c� KEYTABLE���zÊ�Dµ��2dT�G¬x{Â%³X.eW2�

4.1.19. /etc/sysconfig/kudzu

/etc/sysconfig/kuzdu ¬x{ÂH���éDkudzu Dac���·¦� }~yG£Órwk
¦º0W2�£Órw@H�ÁyÂ´��rwHÞË@2�

• SAFE=<value >,,,@<value >H«YG�3e$DCcW2�
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• yes — kuzdu H£Órwk��0W2�

• no — kuzdu H¥�µÂrwk��0W2�

4.1.20. /etc/sysconfig/mouse

/etc/sysconfig/mouse ¬x{ÂH��X@&dµ}�D12dõ`kÃ#2dGD³X.eW
2�êG¨%³X@&W2�

• FULLNAME=<value >,,G<value >H³X.e?�dµ}�G8ÅG¬Â¤�·kñ0W2�

• MOUSETYPE=<value >,,G<value >H«YG�3e$DCcW2�

• imps2 —wXUSB wheelµ}��

• microsoft — Microsoft™µ}��

• mouseman— MouseMan™µ}��

• mousesystems — Mouse Systems™µ}��

• ps/2 — PS/2µ}��

• msbm— Microsoft™§�µ}��

• logibm — Logitech™§�µ}��

• atibm — ATI™ §�µ}��

• logitech — Logitech™µ}��

• mmseries —���{®GMouseMan™µ}��

• mmhittab — mmhittabµ}��

• XEMU3=<value >,,G<value >HêG�Â¨G�3e$DCcW2�

• yes —µ}�H2=³�Ê0$�cW4l%�3=³�ÊG�¶¼Ã��¾Ê(ø\)%woW2�

• no —µ}�H2@D3=³�Êk�¨0?�W2�

• XMOUSETYPE=<value >, ,G<value >H�X%¥{0?�déD³X.edµ}�G8Åkñ
0W2�,,G�®�¾ÊH�,G¦1¬x{Â×@GMOUSETYPE���zÊ�A¦1@2�

• DEVICE=<value >,,G<value >H�µ}��§{�@2�

.bDH�/dev/mouse AH��jGµ}��§{�kÃ2�Ê³Á��ÁÊ�@2�

4.1.21. /etc/sysconfig/named

/etc/sysconfig/named ¬x{ÂH���éDÛWknamed��¹ÊDf2GD³X.eW
2�named��¹ÊH�BIND(Berkeley Internet Name Domain) §��¾Ê9�z��Áª¼��¾
Êk��2dDNS(Domain Name System)��§@2�,G��§H¤��Æ��êGIPy Ã�A
1å0?�d²��çG��Âk"�0W2�

�l�êG¨9*%³X@&W2�

• ROOTDIR=" </some/where >" , ,,@</some/where >H�named%��.ed #^X
Gchroot�ÂG¬Â�zÃ��ÁG¨�(Cì)kñ0W2�,Gchroot�Â%T�D #.ed»^
%�cW2�áfkµdDHinfo chroot Aó´0?�info§×k·~Y.��
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• OPTIONS=" <value >" , ,G<value >H�namedman±��DÁ��.e?�d×�-t ««G
�®�¾Ê@2�-t GbhcD�êdGROOTDIRk³X0W2�

,G¬x{Â@�X@&d¨À¸��Gáfõ`H�namedGman±��@·~Y.��BIND
DNS��§k #2dá0�õ`He12Ô@·~Y.���¬�Â�@H�,G¬x{ÂH¨À¸�
�k7l@�W4l�

4.1.22. /etc/sysconfig/netdump

/etc/sysconfig/netdump ¬x{ÂH�/etc/init.d/netdump ��ª�GºG #¬x{Â@
2�netdump ��ª�H¤��Æ��kC:0?oops���A¸¹Á�Ê®k��0W2�Í}A
Dnetdump H»^GC���ª�@�¥MD»^CéDGX��0W2�,G¬x{Â@�X@&d
¨À¸��D12dáfõ`Hnetdump Gman±��@·~Y.��

4.1.23. /etc/sysconfig/network

/etc/sysconfig/network ¬x{ÂH��AG¤��Æ�� #D12dõ`kÃ#2dGD³X
.eW2�«YG¨%³X@&W2�

• NETWORKING=<value >,,,@<value >H«YG�Â¨G�3e$DCcW2�

• yes —¤��Æ��k #2d»^%�cW2�

• no —¤��Æ��k #2d»^%�cW4l�

• HOSTNAME=<value >,,,@<value >H�hostname.expample.com CBG	ÓK�2 ¸{
Êç(FQDN)@�d»^%�cW2�0$0,eH»^CçÏCb\@[^ì@2�

ÈÈÈ¶¶¶

½ � � � % { Ê � � � Â 2 d a � n G � d � � � ¬ � } ~ y(trn C B)A G ° � n G º
D/etc/HOSTNAME¬x{ÂDH,,D�d¨A¦1[Gk7l@�d»^%�cW2�

• GATEWAY=<value >,,,@�<value >H�¤��Æ�����}~{GIPy Ã�@2�

• GATEWAYDEV=<value >,,,@�<value >Heth0 CBG���}~{�§{�@2�

• NISDOMAIN=<value >,,,@<value >HNIS ¸{Êç@2�

4.1.24. /etc/sysconfig/ntpd

/etc/sysconfig/ntpd H���éDÛWkntpd Qf2ºD³X.eW2�ntpd ��¹ÊH{
Ê��¤��Ç�é/��§A¦UkAdºD���·�Ä��k #0?"�0W2�,eH
¤��Æ��é/®Ä��Â(NTP)G§��¾Ê4 k��2d[G@2�,G¬x{Â@�X@&
d¨À¸��D=�?GáfHÀ}�@êG¬x{ÂkÃ#0W2�:/usr/share/doc/ntp-
< version >/ntpd.htm (,,@<version > AHntpd G§��¾Ê��@2�)��¬�Â�@
H�,G¬x{ÂHntpd G��¡�k½���ntp A #0W2�
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4.1.25. /etc/sysconfig/pcmcia

/etc/sysconfig/pcmcia ¬x{ÂH�PCMCIAG #õ`kÃ#2dGD³X.eW2�êG¨
%³X.eW2�

• PCMCIA=<value >,,G<value >HêG�3e$DCcW2�

• yes — PCMCIA�´��H4ËD2d»^%�cW2�

• no — PCMCIA�´��H4ËD2d»^%�cW4l�

• PCIC=<value >,,G<value >H�«YG�3e$@2�

• i82365 —�Ê«¼��Hi82365-��{ÂGPCMCIA������®���kè:W2�

• tcic —�Ê«¼��Htcic-��{ÂGPCMCIA������®���kè:W2�

• PCIC_OPTS=<value >,,,@<value >H����� À{§(i82365¿Htcic)�{¶Ê�¨À
¸��@2�

• CORE_OPTS=<value >,,,@<value >H�pcmcia_core �®�¾ÊGÍ~@2�

• CARDMGR_OPTS=<value >, ,,@<value >HPCMCIA cardmgr G�®�¾ÊGÍ~@
2�(È�-q H�$C¹� @�-mHÃ#G�zÃ��Á@Ä� @&d��¤Â¹�¼�Âk�
0W2�)áfõ`Hcardmgr Gman±��k·~Y.��

4.1.26. /etc/sysconfig/radvd

/etc/sysconfig/radvd ¬x{ÂH���éDÛWkradvd ��¹ÊDf28ZD³X.eW
2�radvd ��¹ÊkÂ���G^�kÁ��Ê0?IP§��¾Ê6®Ä��ÂXGÂ���Ü`k�
�0W2�,G��ª�Da<?¤��Æ��êG²��H�,ebGÂ���Ü`k°��D0?
¥AD6G�¬�Â�GÂ���k>è2d,A%woW2�,G¬x{Â@�X@&d¨À¸��
Dä�?GáfHradvd Gman±��k·~Y.���¬�Â�@H�,G¬x{ÂHradvd ®Ä�
�G��¡�k½���radvd D #0W2�

4.1.27. /etc/sysconfig/rawdevices

/etc/sysconfig/rawdevices ¬x{ÂH«YGa�Cy�§{�G§{Ê�zÊ�G #D³X
.eW2�

/dev/raw/raw1 /dev/sda1
/dev/raw/raw2 8 5

4.1.28. /etc/sysconfig/redhat-config-securitylevel

/etc/sysconfig/redhat-config-securitylevel ¬x{ÂDH�T¶D������¼¼¼ÁÁÁ���zzzÃÃÃ°°°ÂÂÂ
   ###������ÂÂÂ (redhat-config-securitylevel )%��.e8éD½���%Éo08Ó?G�®
�¾Ê%7We?�W2�½���H,ek3¥@>è2R&@H�cW4l�������¼¼¼ÁÁÁ���zzzÃÃÃ°°°ÂÂÂ
   ###������ÂÂÂGáfD=�?HRed Hat Linux���µ{��{ GÁ@�I§A¬x{»�}��Â
G #GÔk·~Y.��
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4.1.29. /etc/sysconfig/redhat-config-users

/etc/sysconfig/redhat-config-users ¬x{ÂH��À¬z�Ây®Á���¾Ê½½½���������
µµµ¤¤¤������ºººXG #¬x{Â@2�Red Hat LinuxG�@H,G¬x{ÂHroot �daemon�lp CB
G���·½���k¬zÂ��D$*dºD³X.eW2�,G¬x{ÂH½½½���������µµµ¤¤¤������ºººy
®Á���¾Ê×G���000   ### =>���������···½½½���������AAA���ÂÂÂ���®®®DDD¬¬¬zzzÂÂÂ������G®Â�}Ê¸¢¼�
@A_.eW2G@�3¥@A_2d[G@H�cW4l�,Gy®Á���¾ÊGáfD=�?
H�Red Hat Linux���µ{��{ G½���A�Â�®G #GÔk·~Y.��

4.1.30. /etc/sysconfig/redhat-logviewer

/etc/sysconfig/redhat-logviewer ¬x{ÂH�À¬z�Â@�M�ùGÄ�Ìñy®Á��
�¾ÊÄÄÄ���ªªª¼¼¼���yyyXG #¬x{Â@2�,G¬x{ÂHÄÄÄ���ªªª¼¼¼���yyy×GAAA___ =>   ### ®Â�}
Ê¸¢¼�DacA_.ed8Z�3¥@A_0C�@Y.��,Gy®Á���¾ÊD10?Gá
fHRed Hat Linux���µ{��{ ×GÄ�¬x{ÂGÔ@#¾XY.��

4.1.31. /etc/sysconfig/samba

/etc/sysconfig/samba ¬x{ÂH���éDÛWksmbd��¹ÊAnmbd��¹ÊDf2ºD
³X.eW2�smbd��¹ÊH¤��Æ��êGWindows�À{yÊ�AG¬x{Â»4G�0k,
¶0W2�nmbd��¹ÊH�IP¤�¶Ê���ª�ê@NetBIOSk,¶0W2�,G¬x{Â@�
X@&d¨À¸��D12dáfH�smbdGman±��k·~Y.���¬�Â�@H�,G¬x{
ÂHsmbdAnmbdk��¹Ê¹� @��2da�D #0W2�

4.1.32. /etc/sysconfig/sendmail

/etc/sysconfig/sendmail ¬x{ÂDa<?»^C¤��Æ��ê@¸����k.�0?10¿
H�WG>��D¸����k�d,A%woW2�,G¬x{ÂH�Sendmaily®Á���¾Ê%
��.eda�D�¬�Â�G¨k #0W2�6G�¬�Â�G¨H���¹Êk§���À}Ê
 @¥{2da�D0?�\$%§��y�®.e8ñ�GºD1é/³D�¼�k�~��2da�
DC<?�W2�

êGa�C¨%³X@&W2�

• DAEMON=<value >,,,@<value >H�«YG�Â¨G�3e$DCcW2�

• yes —SendmailH�>�¸�ÂXD´��25kÁ��Ê2da�D #2d»^%�cW
2�yesHSendmailG-bd �®�¾ÊG³Xk¶Ì0W2�

• no —SendmailH�>�¸�ÂXD´��25kÁ��Ê2da�D #2d»^%�cW4l�

• QUEUE=1h SendmailD 6 e k-q$QUEUEA 0 ? F ! W 2 �-q � ® � ¾ Ê
H �/etc/sysconfig/sendmail % 5 l 0 ? � ? �QUEUE% 
 ¿ H � Í # x G ñ �
H�SendmailDF!beW4l�

4.1.33. /etc/sysconfig/soundcard

/etc/sysconfig/soundcard ¬x{ÂH�sndconfig Da<?yo.ed[G@2�Kv2R&
@H�cW4l�,G¬x{ÂG*ÍG³X�AH�ê�Dsndconfig %��.e8éD�¬�Â
�@¸¢¼�×D´�®y�®2d�� �Ê�Ák[#2d,A@2��}Ê ��  #õ`
H/etc/modules.conf ¬x{ÂGÁD±0?�W2�

«YGa�C��%µ�0W2�
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• CARDTYPE=<value >, ,,@<value > H�ÈA0?�}Ê À���16�}Ê �� X
DSB16D���.eW2�

4.1.34. /etc/sysconfig/spamassassin

/etc/sysconfig/spamassassin ¬x{ÂH���éDÛWkspamd��¹Ê( SpamassassinG
��¹Êx)Df2ºD³X.eW2�SpamassassinH�\½¸�Â�¨·XG¬zÂ�y®Á��
�¾Ê@2��X@&d�®�¾ÊD10?H�spamdGman±��k·~Y.���¬�Â�@
H�,eHspamdk��¹Ê¹� @��0�½���GÔXk #0�60?EÑÁ��kô¥{
o0W2�

SpamassassinD12dáfH��11.4.2.6k·~Y.��

4.1.35. /etc/sysconfig/squid

/etc/sysconfig/squid ¬x{ÂH���éDÛWksquid ��¹ÊDf2GD³X
.eW2�squid ��¹ÊH�Web�À{yÊ�y®Á���¾ÊXG®Ä���º�
�Ê���§@2�squid ®Ä����§D12dáfõ`H�WebÀ}�k³X0
?/usr/share/doc/squid- <version >/ �zÃ��Ák¦�?·~Y.�(<version >G��
H���·D{Ê���Â.e?�dsquid G§��¾Ê��@2)��¬�Â�@H�,G¬x{Â
Hsquid k��¹Ê¹� @����2dTD #0?��Ê2dW@Gé/G¨k���0W2�

4.1.36. /etc/sysconfig/tux

/etc/sysconfig/tux ¬x{ÂH�Red Hat Content Accelerator (£ç�TUX)���¤Â°��
GWeb��§XG #¬x{Â@2�Red Hat Content AcceleratorG #D12dáfH�Web
À}�k³X0?�/usr/share/doc/tux- <version >/tux/index.html k¦�?6G×Mk
Éú0?Y.�(<version >H����·D{Ê���Â.e?�dTUXG�jG§��¾Ê�
�@óe�!W2)�,G¬x{Â@�Xwod¨À¸��H/usr/share/doc/tux- <version >

/tux/parameters.html DÍ~Ìñ0?�cW2�

4.1.37. /etc/sysconfig/ups

/etc/sysconfig/ups ¬x{ÂH����·D�00?�dUPS(Uninterruptible Power
Supplies)D12dõ`kÃ#2dGD³X.eW2�UPSH�\�%êÊ.e8ñ�D���·kv
0(�Ê2dé/kF!d8Z�Red Hat Linux���·DA<?^¨G�d[G@2�«YGa�C
¨%³X.eW2�

• SERVER=<value >,,,@<value >H�«YG�3e$DCcW2�

• yes — UPS�§{�H���·D�0.e?�W2�

• no — UPS�§{�H���·D�0.e?�W4l�

• MODEL=<value >, ,G<value >H�UPS%����·D�0.e?�C�ñ��êGBe$
G1=@�d$�¿HNONED #.ed»^%�cW2�

• apcsmart — APC SmartUPS™¿H�¦TG�§{��

• fentonups — Fenton UPS™�

• optiups — OPTI-UPS™�§{��

• bestups — Best Power™ UPS�

• genericups —wXÀÊ GUPS�
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• ups-trust425+625 — Trust™ UPS�

• DEVICE=<value >,,,@<value >H�/dev/ttyS0 CB�UPS%�0.e?�dñ�kÃ#0
W2�

• OPTIONS=<value >,G<value >H�UPSDf2»^G�d¸9C�µÊ @2�

4.1.38. /etc/sysconfig/vncservers

/etc/sysconfig/vncservers ¬x{ÂHVNC (Virtual Network Computing)��§%����2
djlk #0W2�

VNCk³X2dA½���H��ÁGµ�ÊêG�Â9*@C(�Á8y�����ºG9G¤��
Æ��k�08µ�ÊG�����®�Â[Á¹��Ìñ@&W2�

«YGa�C[G%7WeW2�

• VNCSERVERS=<value > ,G<value >@H�VNC��§%½���fredXD�z�®Ã{:1@
¦º.ed,Akñ2DH�"1:fred" Ga�D #0W2�½���fredH�Á¹��Á¹�
�VNC��§D�02dÏD�vncpasswd k³X0?VNC¨�Æ� k #0?#(»^%�c
W2�

VNC��§k³X0?�déH�6G��H¦�Z.e?�W4lG@��X0?�C
�¤��Æ��ê@³X2R&@HC�,ADÈ¶0?Y.��VNC��k£ÓD2
dSSHG³XD10?G¸9CÃñD=�?H�«YG�{�D�dõ`k#¾XY.
��http://www.uk.research.att.com/vnc/sshvnc.html SSHD=�?GáfHe18Ô�¿HRed Hat
Linux���µ{��{ @·~Y.��

4.1.39. /etc/sysconfig/xinetd

/etc/sysconfig/xinetd ¬x{ÂH��éDÛWkxinetd ��¹ÊDf28ZD³X.e
W2�xinetd ��¹ÊH�´��Q��ª�G^�%>�.e8éD{Ê��¤����ª
�k,¶2d®Ä�À·k¦º0W2�,G¬x{ÂXD�X@&d¨À¸��D12dõ`
Hxinetd Gman±��@·~Y.��xinetd ��ª�D=�?GáfH��15.3k·~Y.��

4.2. Directories in the /etc/sysconfig/ ���zzzÃÃÃ������ÁÁÁ

�ô�/etc/sysconfig/ DH�«YGa�C�zÃ��Á%�cW2�

• apm-scripts/ — ,G�zÃ��ÁDH�Red Hat APM��±Ê /�Y��Á®�
%7We?�W2�,G¬x{ÂH÷�A_0C�@Y.�����µ{�%»^Cñ
��/etc/sysconfig/ apm-scripts/apmcontinue A��¬x{Âk{o2dA���Á®
�GT¶D��Â.eW2�W8�/etc/sysconfig/apmd kA_2d,A@[,G��Á®�k
j·@&W2�

• cbq/ — ,G�zÃ��ÁDH�¤��Æ��{Ê��¬~{�G§Ê �"�GºG�À�°�
�G�¼�(Class Based Queuing)k�È2dºD»^C #¬x{Â%7We?�W2�

• networking/ — ,G�zÃ��ÁH¤¤¤������ÆÆÆ������"""���������ÂÂÂ (redhat-config-network )D
a<?³X.e?#c�6G×MH3¥@A_2d[G@H�cW4l�¤¤¤������ÆÆÆ������"""���������ÂÂÂ
k³X08¤��Æ��{Ê��¬~{�G #D12dõ`H�Red Hat Linux���µ{��
{ D�d¤��Æ�� #GÔk#¾XY.��

• network-scripts/ —,G�zÃ��ÁDHêG¤��Æ��1åG #¬x{Â%7We?�
W2�
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• eth0 {��¤��{Ê��¬~{�XGifcfg-eth0 CBGa�C6e7eG #.e8¤��
Æ��{Ê��¬~{�GºG¤��Æ�� #¬x{Â�

• ifup Aifdown Ga�C¤��Æ��{Ê��¬~{�kf¥(up)08c�Ê(down)08c2d
GD³X.ed��Á®��

• ifup-isdn ]ifdown-isdn Ga�DISDN{Ê��¬~{�kf¥08c�Ê08c2dºD
³X2d��Á®��

• ÷�A_2R&@HC�Á8»4G¤��Æ��X���Á®��

network-scripts �zÃ��ÁD12dáfH�e8Ô@·~Y.��

• rhn/ — ,G�zÃ��ÁDH�Red Hat¤��Æ��G #¬x{ÂAGPG��%7We
?�W2�,G�zÃ��Á×G¬x{ÂH3¥@A_2R&@H�cW4l�Red Hat
NetworkD12dáfH�«YGURL@Red Hat NetworkGweb�{�k·~Y.��URL:
https://rhn.redhat.com.

4.3. 666GGG;;;GGGÁÁÁ���������
,GÔH�/etc/sysconfig/ �zÃ��ÁD�d¬x{ÂQG×�A0?9*¶A.e?�W2�
«YG���Hac��ACõ`k,¶2d,A%wod@0`��

4.3.1. {{{ÊÊÊ���������ÂÂÂ...eee???���ddd   ���¼¼¼¸̧̧ÊÊÊ���

• /usr/share/doc/initscripts- <version-number >/sysconfig.txt — ,G¬x{ÂD
H�/etc/sysconfig/ �zÃ��ÁD�d¬x{Â]�6,@�X@&d #�®�¾ÊCBG
s³G�dÍ~%7We?�W2�,G¬x{ÂQG¨�×G<version-number > H�{Ê
���Â^XGinitscripts ¨����G§��¾Êkñ0W2�
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Linux��¤ÂDH2=G0^CX�%�cW2��Ê«¼���QG���§{�Gy���k
j·2dáA��=BGa�D,ebG�§{�k	°D{X.4d$���¼�Â2dá@
2�/proc �zÃ��ÁDH���¤ÂG�lGúSkñ2¸9C¬x{ÂG§÷%7We?�W
2�—,ek�X0?y®Á���¾Ê]½���%��¤ÂG���·õ`k|d,A%woW2

/proc �zÃ��Á@H����·¦� }~y]�l��ÁG®Ä��GxèCáfõ`%�cW
2�.bDH�/proc �zÃ��Á�Á�GÁGO=$G¬x{ÂH½���]y®Á���¾Ê%
ÿ{a�@���¤ÂQ #>èD=�?X!d,A%woW2�

5.1. [[[úúú¬¬¬xxx{{{ÂÂÂ���������···
Linux@H�2R?%¬x{ÂA0?J5.eW2�£BG½���H2=G0^C¬x{Â�{®�
����¬x{ÂA§{¡Á¬x{ÂD�e)0l@�dAÂheW2�0$0�/proc/ �zÃ�
�ÁDH�[ú¬x{ÂA��[�1=G¬x{Â�cW2�,G�:@�/proc/ Ha([ú¬x{
Â���·A�IeW2�

,ebG[ú¬x{ÂH½¸Gn
kè:W2�£BH�{�%�Ä§{�@Á��.e�1=kÌñ
2dA�6eHd±Gõ`k7l@�d,A%�cW2�.bDH�[ú¬x{ÂêG£BGé�A
ñäG #%�lGé�Añäkñ0W2G@,e%�ôéè�.e?�dá�k�0?�W2�

/proc/interrupts �/proc/meminfo �/proc/mounts �/proc/partitions C
BG[ú¬x{ÂH��G���·G¦� }~yúÌk,¶0?(eW2�6G;
D�/proc/filesystems ]/proc/sys/ �zÃ��ÁGTD���·G #¬x{ÂA{Ê��
¬~{�k,¶0W2�

ç�@G³X�AGºD�¦1a�CzgGõ`k7Y¬x{ÂH[ú�zÃ��ÁA��zÃ�
�ÁD�Â�®Z.eW2�È!I�/proc/ide/ H2R?G��IDE�§{�Gõ`k7l@�W
2�¦1TD®Ä���zÃ��ÁH���·GÁ��ÁGõ`k7l@�W2�

5.1.1. [[[úúú¬¬¬xxx{{{ÂÂÂGGGÌÌÌñññ

cat �more�less �µÊ k/proc ×G¬x{ÂA»D³X0?����·D=�?G�dCõ
`D%ODy���@&W2�8A!I��Ê«¼��@³X0?�dCPUG|dñ�H�cat
/proc/cpuinfo Aó´2dA�«YGa�CÌñ%µbeW2�

processor : 0
vendor_id : AuthenticAMD
cpu family : 5
model : 9
model name : AMD-K6(tm) 3D+ Processor
stepping : 1
cpu MHz : 400.919
cache size : 256 KB
fdiv_bug : no
hlt_bug : no
f00f_bug : no
coma_bug : no
fpu : yes
fpu_exception : yes
cpuid level : 1
wp : yes
flags : fpu vme de pse tsc msr mce cx8 pge mmx syscall 3dnow k6_mtrr
bogomips : 799.53
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/proc ¬x{Â���·×GT�C[ú¬x{Âk|dA�õ`GÍ�H¶Ì%�$cW2�Í�H
0/%¾ZC��� DC<?�W2�,e%�½��zÁ�z%5l2d�:@�6eDa<?�
,ebG[ú¬x{Â$b���%Åw.e�h$c]2(Ìñ.eW2�6Ga�C½��zÁ
�zGÈA0?H�lspci �apm�free 6eD�top CB%�cW2�

ÈÈÈ¶¶¶

/proc �zÃ��ÁG[ú¬x{ÂGÍ�Hroot½���GX¾X1ca�A0? #.e?�W2�

5.1.2. [[[úúú¬¬¬xxx{{{ÂÂÂGGG>>>èèè

Í}ACÂ�ÂA0?�/proc ×G<(G[ú¬x{ÂH¾X1cX@2�0$0���¤ÂG 
#@�íq@&d¬x{Â[�cW2�¸D�/proc/sys/ ��zÃ��ÁG¬x{Â%íqa�
@2�

[ú¬x{ÂG¨k>è2d8ZDH�echo�µÊ A>d�k³<?�¬x{ÂD�0�¨kÁ�
{Ã��0W2�È!I�²��çk��@>è2dDH�«YGa�Dó´0W2�

echo www.example.com > /proc/sys/kernel/hostname

;G¬x{ÂH§{¡Á¿H�Â¨G�{��A0?{X0W2�È!I�cat
/proc/sys/net/ipv4/ip_forward Aó´2dA�0W8H1%C<?oW2�0H���¤
Â%¤��Æ��¨���k¬�Æ� 0C�A��ákñ0W2�echo�µÊ k³<
?�ip_forward ¬x{Âk1D>è2dA�2)D¨���¬�Æ� %f¥0W2�

©©©ÊÊÊ���

/proc/sys/ ��zÃ��ÁG #k>è2dºD³X2d[�1=G�µÊ H�/sbin/sysctl @2�,
G�µÊ D12dáfH��5.4@·~Y.��

/proc/sys/ ×G�X@&d��¤Â #¬x{ÂGÁ��H��5.3.9k�Í0?(9.��

5.2. proc ¬¬¬xxx{{{ÂÂÂ���������···GGG������®®®ÃÃÃ°°°ÂÂÂ¬¬¬xxx{{{ÂÂÂ

«YD�/proc/ �zÃ��ÁG��®Ã°ÂD�dac�D�=[ú¬x{ÂGÍ�GÁ��kñ0
W2�

ÈÈÈ¶¶¶

£BGñ��,G���¾ÊDÁ��0?�d¬x{ÂG×MH�½���Gµ�ÊG�A�Ò�¦1@HC�
@0`��,eH�õ`%Red Hat Linux%q¤0?�d¦� }~y�#@�d,A%6G�:@2�
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5.2.1. /proc/apm

,G¬x{ÂHAPM (Advanced Power Management)���·GúSD12dõ`k,¶0W2�6
0?apm�µÊ @³X.eW2�§��Ák�À0?�C����·%AC\�D�0.e?�dñ
��,G[ú¬x{ÂHêGa�DCcW2�

1.16 1.2 0x07 0x01 0xff 0x80 -1% -1 ?

,ebG���·@apm -v�µÊ k��2dA�êGa�C^i%w´.eW2�

APM BIOS 1.2 (kernel driver 1.16)
AC on-line, no system battery

\�A0?§��Ák³X0C����·DH�apmH��Dµ�Êk��Ê §{¹� D���2
d««H�WcX�0W4l�890�apm�µÊ HÀ�®��®@H[<A�D�:W2�È!
I�êGw´H�\�D�0.eRed Hat Linuxkq¤0?�dÀ�®��®êGcat /proc/apm
�µÊ $bG�@2�

1.16 1.2 0x03 0x01 0x03 0x09 100% -1 ?

¦1À�®��®k\�$b�¢0�\®@W�/¥{.48ñ��apm¬x{ÂG×MHêGa�
D>hcW2�

1.16 1.2 0x03 0x00 0x00 0x01 99% 1792 min

,,@�apm -v�µÊ H�«YGa�Cac�D�=���k{cw0W2�

APM BIOS 1.2 (kernel driver 1.16)
AC off-line, battery status high: 99% (1 day, 5:52)

5.2.2. /proc/cmdline

,G¬x{ÂH�f¥08éW@��¤ÂDf.e8¨À¸��kñ0W2��Ê®Â
G/proc/cmdline ¬x{ÂH«YGa�DCcW2�

ro root=/dev/hda2

,eH�1��GIDE�§{�G2��G¨��z�¾Ê(/dev/hda2 )@��¤Â%¾X1c
X((ro) @Ìñ)A0?µ}Ê�.e?�d,Ak¶Ì0W2�

5.2.3. /proc/cpuinfo

,G[ú¬x{ÂH���·@³X.e?�d®Ä���G�{®kúú0W2�êDÇ�A
C/proc/cpuinfo Gw´kñ0W2�

processor : 0
vendor_id : AuthenticAMD
cpu family : 5
model : 9
model name : AMD-K6(tm) 3D+ Processor
stepping : 1
cpu MHz : 400.919
cache size : 256 KB
fdiv_bug : no
hlt_bug : no
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f00f_bug : no
coma_bug : no
fpu : yes
fpu_exception : yes
cpuid level : 1
wp : yes
flags : fpu vme de pse tsc msr mce cx8 pge mmx syscall 3dnow k6_mtrr
bogomips : 799.53

• processor — Á®Ä���Dú9��k,¶0W2�1=G®Ä���0$C�ñ�H�0%Ìñ
.eW2�

• cpu family — ���·G®Ä����{®kvùDÌñ0W2�{Ê�Â°��G���·@
H�"86"GÏDWåkó´0?�¨kJ¦0W2�,eH¸D586�486�386CBG��y���
��ºkú92dGDE�@2�RPM¨����%¸D,ebGÁy�����ºXD�Ê¨{Â
.e?�dº�,G¨H�½���%BG¨����k{Ê���Â2d$[#2dGD�D�:
W2�

• model name —®Ä���GÍ}ACçÏA®Ä�~��çkÌñ0W2�

• cpu MHz —¸#G®Ä���GvÉC+pkMHz)ª�G1W@*@Ìñ0W2�

• cache size —®Ä���D�X@&dÃ°Â2¸¹Á�º��¼GM±kÌñ0W2�

• flags — FPUG4Þ]MMXÃñk��@&d$B�$CB�®Ä���D=�?<(GX�k#
x0W2�

5.2.4. /proc/devices

,G¬x{ÂH�l #.e?�d.W/WC�ºÀ���§{�AÄ���§{�kÌñ0W
2�(¹�¼�Â%Ä� .e?�C��§{�H£()�«YD,G¬x{ÂG�Ê®ÂGw´kñ0
W2�

Character devices:
1 mem
2 pty
3 ttyp
4 ttyS
5 cua
7 vcs
10 misc
14 sound
29 fb
36 netlink
128 ptm
129 ptm
136 pts
137 pts
162 raw
254 iscsictl

Block devices:
1 ramdisk
2 fd
3 ide0
9 md
22 ide1
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/proc/devices $bGw´DH��§{�G¸�º���AçÏ%7We?�W2�60?2=G0
^C���¾ÊD�$e?�W2�Character devices ABlock devices @2�

�ºÀ���§{�HÄ���§{�AÅâ0?�W2%�êG2=G	ÄW%�cW2�

1.Ä���§{�DH�X@&d§�¬x%�c�^�k��2dÏD��ä*k2d,A%@
&W2�,eH�õ`kJ52d8ZG�§{�— È!I¦� �z��—DHA?[l^@
2�A��GH�^�k�§{�D�&-YÏD��kä*d,A%@&dA�Ë�Ga���
D.±@&d8Z@2��ºÀ���§{�DH,G8G§�¬xÁÊ�H»^@H�cW4
l�

2.Ä���§{�H¸#�{�GÄ���@õ`k�>�@&W2��ºÀ���§{�@
H��b$1Z #.e8�{�HC(�C�An¢08�{�@���k��0W2�

�§{�D=�?Gõ`H/usr/src/linux-2.4/Documentation/devices.txt @·~Y.
��

5.2.5. /proc/dma

,G¬x{ÂDH�³XÁGg�^XISA �{Ã��¸¹Áy���(DMA)GÍ~%7We?�W
2�/proc/dma ¬x{ÂGÈH«YGa�DCcW2�

4: cascade

5.2.6. /proc/execdomains

,G¬x{ÂH�,G¬x{ÂH�Linux��¤Â%�l�´��0?�d�� ¸{ÊA��´��
0?�d¨��¡Á�zG�°GÍ~kÌñ0W2�

0-0 Linux [kernel]

�� ¸{Êk¸#G�±Ã��zÊ����·G5¨��¡Á�z6Aü!W
2�Solaris�UnixWare�FreeBSDCB;G§{¡Á¬��µ��[Linux@³X@&W2G@���
0?�d���G¨��¡Á�zk>è0?�®Ä�Àµ�H�±Ã��zÊ����·%�,eb
G§{¡Á$bG¸#G���·�Lw0k��2djlk>è@&W2�PER_LINUX�� ¸{Ê
««H�Á8G¨��¡Á�z%¥ADÄ� a�C¹�¼�ÂA0?��@&W2�

5.2.7. /proc/fb

,G¬x{ÂDH�¬Ã�·§�¬x�§{��6G���6ekj·2d À{§CBGÍ~%J
5.e?�W2�¬Ã�·§�¬x�§{�k�i08���·G/proc/fb GL2ACw´ÈHêG
A#c@2�

0 VESA VGA

5.2.8. /proc/filesystems

,G¬x{ÂH���¤Â%�l�´��0?�d¬x{Â���·�{®GÍ~kÌñ0W2�w
XG/proc/filesystems ¬x{ÂGw´ÈHêGA#c@2�

nodev rootfs
nodev bdev
nodev proc
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nodev sockfs
nodev tmpfs
nodev shm
nodev pipefs
ext2
nodev ramfs
iso9660
nodev devpts
ext3
nodev autofs
nodev binfmt_misc

T�GØH�¬x{Â���·%Ä���§{�Dµ}Ê�.e?�d$B�$kñ0W
2�nodev@ºWdØH�¬x{Â���·%Ä���§{�Dµ}Ê�.e?�C�,Ak
ñ0W2�2��GØH��´��.e?�d¬x{Â���·GçÏkÌñ0W2�

mount�µÊ H�ÛWA0?Ã#.e?�d¬x{Â���·%C�ñ�D�,,DÁ��0?�
d¬x{Â���·GÁkr�0?�cW2�

5.2.9. /proc/interrupts

,G¬x{ÂHx86y�����ºê@IRQ-AGßc-XWkd�0W2�Ç�A
C/proc/interrupts HêGA#c@2�

CPU0
0: 80448940 XT-PIC timer
1: 174412 XT-PIC keyboard
2: 0 XT-PIC cascade
8: 1 XT-PIC rtc
10: 410964 XT-PIC eth0
12: 60330 XT-PIC PS/2 Mouse
14: 1314121 XT-PIC ide0
15: 5195422 XT-PIC ide1
NMI: 0
ERR: 0

µÂ�®Ä���G�Ê«¼��Gñ��,G¬x{ÂH<´¼CcW2�

CPU0 CPU1
0: 1366814704 0 XT-PIC timer
1: 128 340 IO-APIC-edge keyboard
2: 0 0 XT-PIC cascade
8: 0 1 IO-APIC-edge rtc
12: 5323 5793 IO-APIC-edge PS/2 Mouse
13: 1 0 XT-PIC fpu
16: 11184294 15940594 IO-APIC-level Intel EtherExpress Pro 10/100 Ethernet
20: 8450043 11120093 IO-APIC-level megaraid
30: 10432 10722 IO-APIC-level aic7xxx
31: 23 22 IO-APIC-level aic7xxx
NMI: 0
ERR: 0

1��GØHIRQ��@2����·×G6e7eGCPUH½ôGØAIRQ-AGßc-XWkè:W
2�êGØHß-XG�{®kñ0�T¶GØ%6GIRQD�d�§{�ç@2�

,G¬x{Â×GÁßc-X�{®Hy�����º�4CG@�6e7e¶Ì2d,A%<´¼C
cW2�x86�Ê«¼��Gñ��Í}AC¨HêGA#c@2�
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• XT-PIC —eoGAT�Ê«¼��Gßc-X�

• IO-APIC-edge — ,Gßc-X@\���%5�6$b5�6DG½2dA����%{o.
eW2�,,@ßc-X%y1�1p9*��%yo.eW2�,G8Gßc-XH�IO-APIC-
level ßc-XA¦1a�D�586¬x¶Á«êG®Ä���k�i08���·@GXy1W
2�

• IO-APIC-level —\���%5�6DCdA�6G��%Sp5�6DCdW@ßc-X%yo
.eW2�

5.2.10. /proc/iomem

,G¬x{ÂH�6e7eG�§{�XD����·G�lG¸¹Áµ�®kÌñ0W2�

00000000-0009fbff : System RAM
0009fc00-0009ffff : reserved
000a0000-000bffff : Video RAM area
000c0000-000c7fff : Video ROM
000f0000-000fffff : System ROM
00100000-07ffffff : System RAM
00100000-00291ba8 : Kernel code
00291ba9-002e09cb : Kernel data

e0000000-e3ffffff : VIA Technologies, Inc. VT82C597 [Apollo VP3]
e4000000-e7ffffff : PCI Bus #01
e4000000-e4003fff : Matrox Graphics, Inc. MGA G200 AGP
e5000000-e57fffff : Matrox Graphics, Inc. MGA G200 AGP

e8000000-e8ffffff : PCI Bus #01
e8000000-e8ffffff : Matrox Graphics, Inc. MGA G200 AGP

ea000000-ea00007f : Digital Equipment Corporation DECchip 21140 [FasterNet]
ea000000-ea00007f : tulip

ffff0000-ffffffff : reserved

T�GØH¼CdÁ¸¹Á�{®@³X2d¸¹ÁÃ���kÌñ0W2�2��GØH�,ebGÃ
���×D�d¸¹ÁG8Åkñ0W2�¸D�,GØ@H����·GRAM×@��¤Â%³X2
d¸¹ÁÃ���kÌñ0��d�HNICD�WG{��¤��´��%�dñ�H�Á´��Dß
c�?be?�d¸¹ÁÃ���[Ìñ0W2�

5.2.11. /proc/ioports

/proc/ioports Gw´H��§{�Aów´��D³X2d�lg�.e?�d´��³ÉGÍ~
k,¶0W2�,G¬x{ÂH&hZ?ò(Cd,A%�cW2%�¦ºHêGa�DCcW2�

0000-001f : dma1
0020-003f : pic1
0040-005f : timer
0060-006f : keyboard
0070-007f : rtc
0080-008f : dma page reg
00a0-00bf : pic2
00c0-00df : dma2
00f0-00ff : fpu
0170-0177 : ide1
01f0-01f7 : ide0
02f8-02ff : serial(auto)
0376-0376 : ide1
03c0-03df : vga+
03f6-03f6 : ide0
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03f8-03ff : serial(auto)
0cf8-0cff : PCI conf1
d000-dfff : PCI Bus #01
e000-e00f : VIA Technologies, Inc. Bus Master IDE
e000-e007 : ide0
e008-e00f : ide1

e800-e87f : Digital Equipment Corporation DECchip 21140 [FasterNet]
e800-e87f : tulip

1��GØDH2��GØDÌñ.e?�d�§{�G8ZDD�.e?�d�jGIO´��y Ã�
�°%Ìñ.eW2�

5.2.12. /proc/isapnp

,G¬x{ÂH���·êGISA�Ä��×G®À�yÊ ®Ã{)PnP*�� kÌñ0W2�,e
H�}Ê �� Gñ�%<(��§{�GWHã#@2�/proc/isapnp ¬x{ÂD�}Ê À
���G�Ê�Á%�dñ�H�êGa�DCcW2�

Card 1 ’CTL0070:Creative ViBRA16C PnP’ PnP version 1.0 Product version 1.0
Logical device 0 ’CTL0001:Audio’
Device is not active
Active port 0x220,0x330,0x388
Active IRQ 5 [0x2]
Active DMA 1,5
Resources 0
Priority preferred
Port 0x220-0x220, align 0x0, size 0x10, 16-bit address decoding
Port 0x330-0x330, align 0x0, size 0x2, 16-bit address decoding
Port 0x388-0x3f8, align 0x0, size 0x4, 16-bit address decoding
IRQ 5 High-Edge
DMA 1 8-bit byte-count compatible
DMA 5 16-bit word-count compatible
Alternate resources 0:1
Priority acceptable
Port 0x220-0x280, align 0x1f, size 0x10, 16-bit address decoding
Port 0x300-0x330, align 0x2f, size 0x2, 16-bit address decoding
Port 0x388-0x3f8, align 0x0, size 0x4, 16-bit address decoding
IRQ 5,7,2/9,10 High-Edge
DMA 1,3 8-bit byte-count compatible
DMA 5,7 16-bit word-count compatible

,G¬x{ÂH�,,DÌñ2d�§{�W]��d�HÁ���^�Da<?H�&hZ?ò(C
d,A%�cW2�

Á�� DH�6GçÏ�PnP§��¾Ê���~Ù§��¾Ê��%Ìñ.e?�W2��§{
�%y��z@�c #.e?�dñ��,G¬x{ÂH�§{�G´��AIRQ��[Ìñ0W
2�.bD�°�nG�A@��� Dac<(G¼Cd¨À¸��Gpreferred Aacceptable ¨
[Ã#0W2��AH�PnP�� %	°DvôD¥{2da�D0�IRQA´��AG�Ê¬Á�
�k�£2d,A@2�
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5.2.13. /proc/kcore

,G¬x{ÂH���·G��¸¹ÁkÌ0��y¬x{Â¬��µ��@J5.eW2�d��
G/proc ¬x{ÂA¼Cc�kcore H�{�kÌñ0W2�,G¨H§{��@�³X.ed��
¸¹Á)RAM*G�{�D4K§{�k`!8[G@2�

,G¬x{ÂG×MH�gdbCBG�§��@rG.eda�D��{Ê.e?#c0/DH¾X1e
W4l�

LLL���

/proc/kcore [ú¬x{ÂH|C�a�D0?(9.��,G¬x{ÂG×MH���¶¡ÂêDw´.e8
����k;5�h48[G@2�,G¬x{Âk¾<?|?0W<8ñ�H�[Ctrl]-[C]��k>0?�®Ä
��kÊZ?Y.��6e$b�reset kó´0?��µÊ À{ÊG®ÄÊ®�k�L
0?(9.��

5.2.14. /proc/kmsg

,G¬x{ÂH���¤Â%yo08¸����kJè0?#(8ZD³X0W2�,ebG¸�
���H�/sbin/klogd CB;G®Ä�À·%1cw0W2�

5.2.15. /proc/ksyms

,G¬x{ÂDH���¤Â¹�¼�Âk¥ADÁÊ�0^�2dºD¹�¼�Â��ÂDa<?³
X.ed�Ê³Â#x%7We?�W2�

e003def4 speedo_debug [eepro100]
e003b04c eepro100_init [eepro100]
e00390c0 st_template [st]
e002104c RDINDOOR [megaraid]
e00210a4 callDone [megaraid]
e00226cc megaraid_detect [megaraid]

1��GØDH���¤Â×G6GX�G¸¹Áy Ã�%Ìñ.eW2�2��GØDH6G��¤
ÂX�GçÏ%Ìñ.eW2�T¶GØDHÄ� .e8¹�¼�ÂGçÏ%Ìñ.eW2�

5.2.16. /proc/loadavg

,G¬x{ÂH�®Ä����GÍ#U/GÄ� ,æ�uptime ];G�µÊ %³X2d�`��
�kÌñ0W2�/proc/loadavg ¬x{ÂGw´ÈHêGA#c@2�

0.20 0.18 0.12 1/80 11206

T�G3=GØH�1��5��10�/Ñ@�T�GCPU³X�G)#¨kÌ0W2�4��GØH�
�l��.e?�d®Ä��WA®Ä���WkÌñ0W2�T¶GØH�T¶D³X08®Ä�
�IDkÌñ0W2�

5.2.17. /proc/locks

,G¬x{ÂH���¤Â%�lÄ��0?�d¬x{ÂkÌñ0W2�,G¬x{ÂDH���¤
ÂG×��§�����%J5.e?#c�¬x{Â×MH���·G³XDa<?d&(¼CcW
2�øvGM����·G/proc/locks ¬x{ÂGw´ÈHêGA#c@2�
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1: FLOCK ADVISORY WRITE 807 03:05:308731 0 EOF c2a260c0 c025aa48 c2a26120
2: POSIX ADVISORY WRITE 708 03:05:308720 0 EOF c2a2611c c2a260c4 c025aa48

ÁÄ��DM0?�Á�GºZD�4G��%ßc�?beW2�2��GØH�³XÄ���À�
kñ0W2�FLOCKH�flock ���·�Lw0$bGeoG��{ÂGUNIX¬x{ÂÄ��kÌ
0�POSIXH�lockf ���·�Lw0$bG�0�POSIXÄ��kÌ0W2�

3��GØDH2=G¨�ADVISORY¿HMANDATORY@2�ADVISORYH�Ä��0?[;G½���
%���Dy���@&d,Ak¶Ì0W2�=Wc�;G½���%Ä��2d,Ak�Ê2d
GX@2�MANDATORYH�Ä��.e?�d/�;G½���%���Dy���@&C�,A
k¶Ì0W2�4��GØH�Ä��Da<?READ]WRITEGy���skè=½���%¬x
{ÂDy���@&da�D2d$B�$kñ0W2�5��GØH�Ä��kJè2d®Ä��
GIDkñ0W2�6��GØH�Ä��.ed¬x{ÂGIDkñ0W2�¬��µ��H�MAJOR-
DEVICE: MINOR-DEVICE : INODE-NUMBER@2�7��GØH�¬x{ÂGÄ��.e8³ÉG¦º
AQ kñ0W2�¯cGØH�¸#G�§��D³X.e8×���¤Â���ì!kñ2[G
@�ÞÖ0?$W�W4l�

5.2.18. /proc/mdstat

,G¬x{ÂDH�W�z��GRAID #G�lGõ`%J5.e?�W2����·D,Ga�C
 #%C�ñ��/proc/mdstat ¬x{ÂHêGa�DCcW2�

Personalities :
read_ahead not set
unused devices: <none >

�¬�}~yRAID[0(Hmd�§{�k{o0C��c�¬x{ÂHêdGúSGWW@2�6G
ñ�H�/proc/mdstat k³X0?�mdX RAID �§{�@G�lGúÌk|d,A%woW2�

/proc/mdstat ¬x{ÂH�«YGa�D����·DRAID 1�§{�A0?ìo.e8md0kñ0
W2�¬x{ÂH��z��k�lS¦UZ0?�W2�

Personalities : [linear] [raid1]
read_ahead 1024 sectors
md0: active raid1 sda2[1] sdb2[0] 9940 blocks [2/2] [UU] resync=1% finish=12.3min
algorithm 2 [3/3] [UUU]
unused devices: <none >

5.2.19. /proc/meminfo

,eH�a(³hed/proc �zÃ��Á×G¬x{ÂG1=@2����·êG�lGRAM³X�
D=�?Gd±GelCõ`kÃ´��0W2�

êGÈGa�C/proc/meminfo [ú¬x{ÂH256M§{�GRAMA384M§{�G�Æ�®³É
kè=���·$bGÈ@2�

total: used: free: shared: buffers: cached:
Mem: 261709824 253407232 8302592 0 120745984 48689152
Swap: 402997248 8192 402989056
MemTotal: 255576 kB
MemFree: 8108 kB
MemShared: 0 kB
Buffers: 117916 kB
Cached: 47548 kB
Active: 135300 kB
Inact_dirty: 29276 kB
Inact_clean: 888 kB
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Inact_target: 0 kB
HighTotal: 0 kB
HighFree: 0 kB
LowTotal: 255576 kB
LowFree: 8108 kB
SwapTotal: 393552 kB
SwapFree: 393544 kB

,Gõ`G<(H�free �top �ps�µÊ @³X0W2��j�free �µÊ Gw´
H/proc/meminfo G×MAì!Da(â?�W2�/proc/meminfo k|dA�¸¹ÁGáf%h
$cW2�

• Mem— ���·×G��RAMG�lGúÌkÌñ0W2���9¸¹Á�M±�³X¸¹Á�

&¸¹Á�»4¸¹Á�§�¬x¸¹Á��º��¼¸¹ÁG³X�k§{��@Ìñ0W2�

• Swap —�Æ�®³ÉG�M±�³XM±�
&M±k§{��@Ìñ0W2�

• MemTotal —��RAMG�M±�K§{���

• MemFree —��RAMG
&M±�K§{���

• MemShared — 2.4«�G��¤Â@H³X0W4l%�«ÏG��¤Â§��¾ÊG°�nG8Z
D�cW2�

• Buffers —¬x{Â§�¬xD³X2d��RAMGM±�K§{���

• Cached —�º��¼¸¹ÁA0?³X.ed��RAMGM±�K§{���

• Active — �jD³X0?�d§�¬x¸¹Á$�±���º��¼¸¹ÁGM±�K§{��
�

• Inact_dirty —
&A0?�X@&da�nG�d§�¬x¸¹Á$��º��¼±��¸¹Á
G�M±�K§{���

• Inact_clean —�X@&d§�¬x$�º��¼±��G
&M±�J�K§{���

• Inact_target — 1Ò�8cvÌßc�?±�K§{���1�,æ¨�

• HighTotal AHighFree — ��¤Â³ÉD÷�µ�«Ê�.eC�¸¹ÁG�M±A
&M
±�HighTotal G¨H�³X2d��¤Â�{®Da<?¼CcW2�K§{���

• LowTotal ALowFree — ��¤Â³ÉD÷�µ�«Ê�.ed¸¹ÁG�M±A
&M
±�LowTotal G¨H³X��¤Â�{®Da<?¼CcW2�K§{���

• SwapTotal —�Xa�C�Æ�®�M±�K§{���

• SwapFree —
&�Æ�®G�M±�K§{���

5.2.20. /proc/misc

,G¬x{ÂH��§{���10G6G;G¸�º��§{�êDg�.e?�d6G;G À{§
kÍ~Ìñ0W2�

135 rtc
1 psaux

134 apm_bios

T�GØHÁ�§{�Gµ{¡���@�2��GØH³XÁG À{§@2�
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5.2.21. /proc/modules

¬x{ÂDH���·%��¤ÂDÄ� 082R?G¹�¼�ÂGÍ~%Ìñ.eW2�6G×M
H���·G #AXjDa<?¼CcW2%�êG/proc/modules ¬x{Âw´GÈAâ8a�
CìoDC<?�W2�

ide-cd 27008 0 (autoclean)
cdrom 28960 0 (autoclean) [ide-cd]
soundcore 4100 0 (autoclean)
agpgart 31072 0 (unused)
binfmt_misc 5956 1
iscsi 32672 0 (unused)
scsi_mod 94424 1 [iscsi]
autofs 10628 0 (autoclean) (unused)
tulip 48608 1
ext3 60352 2
jbd 39192 2 [ext3]

T�GØH¹�¼�Âç@2�2��GØH�¹�¼�ÂG¸¹Á�{�k§{��@Ì0W
2�3��GØH�¹�¼�Â%�lÄ� .e?�d$)1*�Ä� .e?�C�$)0*kñ
0W2�T¶GØH�³X.e?�C�Í#U/G¶�¹�¼�Â%ô¥ADyÊÄ� .ed$
)autoclean *³X.e?�C�$)unused *kñ0W2�çÏ%$<,)[ W8H] *×Dó<?
�d¹�¼�ÂH�,G¹�¼�Â%X�2dDH9G¹�¼�Â%»^@�d,Ak¶Ì0W2�

5.2.22. /proc/mounts

,G¬x{ÂH���·%³X0?�d2R?Gµ}Ê�GÍ~k,¶0W2�

rootfs / rootfs rw 0 0
/dev/hda2 / ext3 rw 0 0
/proc /proc proc rw 0 0
/dev/hda1 /boot ext3 rw 0 0
none /dev/pts devpts rw 0 0
none /dev/shm tmpfs rw 0 0
none /proc/sys/fs/binfmt_misc binfmt_misc rw 0 0

,Gw´H/etc/mtab G×MAâ?�W2%�/proc/mount %T�G[G@�dW%¼CcW2�

T�GØHµ}Ê�.e?�d�§{�kñ0W2�2��GØHµ}Ê�´{Ê�kÌ0W2�3�
�GØH¬x{Â���·�{®kñ0W2�4��GØH�¾X1cX@µ}Ê�.e?�d
$)ro *�¾X1c/�&-X)rw*¹� @µ}Ê�.e?�d$kñ0W2�5��A6��GØ
H�/etc/mtab @³X.ed¬��µ��AÍ².4d8G�¶�¨@2�

5.2.23. /proc/mtrr

,G¬x{ÂH�l���·@³X0?�dMTRR (Memory Type Range Registers)@2����·
Gy�����º%MTRRk�´��0?�dñ�H�/proc/mtrr ¬x{ÂH�«YDâ8ÌñA
CcW2�

reg00: base=0x00000000 ( 0MB), size= 64MB: write-back, count=1

MTRRHIntel P6®Ä���¬x¶Á)Pentium II«ê*@³X0W2�,eH�®Ä���G¸¹Á
�°QGy���kj·2d8ZD³X0W2�PCI§�$AGP§�êGª���� k³X2dñ
��/proc/mtrr ¬x{Âkv0( #2dA�¨¬��µÊ�H150%«êÏê0W2�
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TAlBGñ��,G¨H�¬�Â�@v0( #.e?�W2�3¥@,G¬x{Âk #2dj
lD=�?H��ÊÀ{Ê@URL: http://web1.linuxhq.com/kernel/v2.3/doc/mtrr.txt.htmlk�Í0?
(9.��

5.2.24. /proc/partitions

,,DyRdõ`G<(Hd��G½���DA<?H�Wcl^@H�cW4l�890�êGØ
Hl^@2�

• major — ,G¨��z�¾Êkè=�§{�G¸�º�����lGÈG¸�º���)3*
H/proc/devices Gide0 �§{�DM=0W2�

• minor —,G¨��z�¾Êkè=�§{�Gµ{¡����,eDac�¨��z�¾Êk¼C
d���§{�D�*�¨��z�¾ÊçÁ©G��D1å0W2�

• #blocks — ¸#G¨��z�¾ÊDó<?�d���z��Ä��G��GÍ~kÌñ0W
2�

• name —¨��z�¾ÊGçÏ�

5.2.25. /proc/pci

,G¬x{ÂDH����·êGÁPCI�§{�G	ÓCÍ~%J5.e?�W2�PCI�§{�WD
a<?�/proc/pci H$Ccò(Cd,A%�cW2�I§AC���·@HêGÈDâ8ÌñDC
cW2�

Bus 0, device 0, function 0:
Host bridge: Intel Corporation 440BX/ZX - 82443BX/ZX Host bridge (rev 3).
Master Capable. Latency=64.
Prefetchable 32 bit memory at 0xe4000000 [0xe7ffffff].

Bus 0, device 1, function 0:
PCI bridge: Intel Corporation 440BX/ZX - 82443BX/ZX AGP bridge (rev 3).
Master Capable. Latency=64. Min Gnt=128.

Bus 0, device 4, function 0:
ISA bridge: Intel Corporation 82371AB PIIX4 ISA (rev 2).

Bus 0, device 4, function 1:
IDE interface: Intel Corporation 82371AB PIIX4 IDE (rev 1).
Master Capable. Latency=32.
I/O at 0xd800 [0xd80f].

Bus 0, device 4, function 2:
USB Controller: Intel Corporation 82371AB PIIX4 USB (rev 1).
IRQ 5.
Master Capable. Latency=32.
I/O at 0xd400 [0xd41f].

Bus 0, device 4, function 3:
Bridge: Intel Corporation 82371AB PIIX4 ACPI (rev 2).
IRQ 9.

Bus 0, device 9, function 0:
Ethernet controller: Lite-On Communications Inc LNE100TX (rev 33).
IRQ 5.
Master Capable. Latency=32.
I/O at 0xd000 [0xd0ff].
Non-prefetchable 32 bit memory at 0xe3000000 [0xe30000ff].

Bus 0, device 12, function 0:
VGA compatible controller: S3 Inc. ViRGE/DX or /GX (rev 1).
IRQ 11.
Master Capable. Latency=32. Min Gnt=4.Max Lat=255.
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Non-prefetchable 32 bit memory at 0xdc000000 [0xdfffffff].

,Gw´H2R?GPCI�§{�k§���§{��X�G�D���08Í~kÌ0?�W2��§
{�GçÏA§��¾ÊGT$�áfCIRQõ`[µbedG@��Ê¬Á��k2)Drw@&W
2�

©©©ÊÊÊ���

ac¾X]2�õ`HêGa�Dó´0?µbeW2�

/sbin/lspci -vb

5.2.26. /proc/slabinfo

,G¬x{ÂH��ÀÃ°ÂG¸¹Á³X�D=�?Gõ`k,¶0W2�2.2«�GLinux��¤
ÂH��À®�Âk³X0?±��Ã°Â«êG¸¹Ák"�0W2�a(³X.ed��~�
�DH½ôG�À®�Â%�cW2�«YDL2AC/proc/slabinfo [ú¬x{ÂGÍ�kÌñ
0W2�

slabinfo - version: 1.1
kmem_cache 64 68 112 2 2 1
nfs_write_data 0 0 384 0 0 1
nfs_read_data 0 160 384 0 16 1
nfs_page 0 200 96 0 5 1
ip_fib_hash 10 113 32 1 1 1
journal_head 51 7020 48 2 90 1
revoke_table 2 253 12 1 1 1
revoke_record 0 0 32 0 0 1
clip_arp_cache 0 0 128 0 0 1
ip_mrt_cache 0 0 96 0 0 1

,G¬x{ÂG¨H��º��¼ç�y��zC��~��W���~���W���~�
��{����~��Gy��zC�À)Ä��*W���~��G�À�W�1�À
�8cG±��WG��DC<?�W2�

,Gñ��y��zA���\H³XÁA��¶Ì@2�

5.2.27. /proc/stat

,G¬x{ÂDH����·%T¶DSf¥.e8A&«�G���·D=�?G.W/WC�Jõ
`%d�.e?�W2�/proc/stat G×MH&hZ?ò(Cd,A%�cW2%�¦ºHêGa�
DCcW2�

cpu 1139111 3689 234449 84378914
cpu0 1139111 3689 234449 84378914
page 2675248 8567956
swap 10022 19226
intr 93326523 85756163 174412 0 3 3 0 6 0 1 0 428620 0 60330 0 1368304 5538681
disk_io: (3,0):(1408049,445601,5349480,962448,17135856)
ctxt 27269477
btime 886490134
processes 206458
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a(³X.ed�Jõ`HêGA#c@2�

• cpu — cpu —���·%½���¹� ���®À{�Á�zG½���¹� )nice*����
·¹� �y{ Â���GúSD�<8é/k6e7e�¬z�)1ÒG1/100*�@)#0W
2�2R?GCPUG�JHTê�DÌñ.e�ÁCPUH6GYD��G�Jõ`ä&@Ìñ.eW
2�

• page —���·%�z��D�&-l9�d�H�&w08¸¹Á±��W�

• swap —���·%ów´08�Æ�®±��W�

• intr —���·QGßc-XW�

• btime — 1970�1a1ñ«�Gf¥é/�Ò���´��A[��W2�

5.2.28. /proc/swaps

,G¬x{ÂH�Æ�®³ÉA6G³X�k)#0W2��Æ�®¨��z�¾Ê%1=G���·G
ñ��/proc/swap Gw´HêGa�DCcW2�

Filename Type Size Used Priority
/dev/hda6 partition 136512 20024 -1

,Gõ`GÍ�H;G/proc ¬x{ÂD[�cW2%�/proc/swap ¬x{ÂH�Á�Æ�®¬x{
ÂçG�¡�®�¾����Æ�®³É�{®��J�{��³X�{�)K§{��*CBk,¶
0W2�,©Ø(priority column)H�WG�Æ�®¬x{Âk³X2dñ�DE�@2�,©p%��
TB�6G�Æ�®¬x{Â%ac<(³X.eda�n%�(CcW2�

5.2.29. /proc/uptime

,G¬x{ÂDH����·kT¶DSf¥0?$bC~08é/D=�?Gõ`%J5.e?�W
2�/proc/uptime Gw´HêGa�D��[G@2�

350735.47 234388.90

T�GWåH����·%f¥.e?�dé/G�WkÒ�@Ì0?�W2�2��GWåH6Gé
/G�:Gy{ Âé/kÒ�@Ì0?�W2�

5.2.30. /proc/version

,G¬x{ÂH³XÁGLinux��¤ÂAgccG§��¾Ê��L���·D{Ê���Â.e?�
dRed Hat LinuxG§��¾ÊkÌñ0W2�

Linux version 2.4.20-0.40 (user@foo.redhat.com)(gcc version 3.2.1 20021125
(Red Hat Linux 8.0 3.2.1-1)) #1 Tue Dec 3 20:50:18 EST 2002

,Gõ`H½���%Ä�{Ê08éG§��¾Ê���CB�.W/WC�AD³X@&W2�

5.3. /proc/ GGG���zzzÃÃÃ������ÁÁÁ

��¤ÂD12da(³X.edõ`G�Â�®H/proc �zÃ��Á×G�zÃ��ÁA��z
Ã��ÁD�Â�®�*.eW2�
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5.3.1. ®®®ÄÄÄ���������zzzÃÃÃ������ÁÁÁ

Á/proc �zÃ��ÁDH��çGä�8<(G�zÃ��Á%�cW2�,GÍ~G¦ºHêGa
�DCcW2�

dr-xr-xr-x 3 root root 0 Feb 13 01:28 1
dr-xr-xr-x 3 root root 0 Feb 13 01:28 1010
dr-xr-xr-x 3 xfs xfs 0 Feb 13 01:28 1087
dr-xr-xr-x 3 daemon daemon 0 Feb 13 01:28 1123
dr-xr-xr-x 3 root root 0 Feb 13 01:28 11307
dr-xr-xr-x 3 apache apache 0 Feb 13 01:28 13660
dr-xr-xr-x 3 rpc rpc 0 Feb 13 01:28 637
dr-xr-xr-x 3 rpcuser rpcuser 0 Feb 13 01:28 666

,ebG�zÃ��ÁH�®Ä��GIDkñ0�6G®Ä���4Gõ`kJ50?�dG@�®
Ä���zÃ��ÁA�IeW2�Á®Ä���zÃ��ÁG�4�A�Â�®H®Ä��k��0
?�d½���D #.eW2�®Ä��%Q 2dA�6G/proc ®Ä���zÃ��ÁHÈ!W
2�

Á®Ä���zÃ��ÁDHêG¬x{Â%�cW2:

• cmdline —®Ä��k¦º2déD`�.ed�µÊ k7XW2�

• cpu — ���·GÁCPUG³X�D=�?G�4õ`k,¶0W2��¼yÂCPU���·ê@
��.e?�d®Ä��Gw´HêGa�DCcW2�
cpu 11 3
cpu0 0 0
cpu1 11 3

• cwd —6G®Ä��@�l¥{0?�d�zÃ��ÁQG�Ê³Á��ÁÊ��

• environ — ®Ä��G�Â>WGÍ~k,¶0W2��Â>WH2R?d%å@¨H³%å@
2�

• exe —,G®Ä��G��a�¬x{ÂQG�Ê³Á��ÁÊ��

• fd — ¸#®Ä��G¬x{Âdy½2R?%J5.e?�d�zÃ��Á�,ebH��Gä*
be8ÁÊ�@,ñ.eW2�
total 0
lrwx------ 1 root root 64 May 8 11:31 0 -> /dev/null
lrwx------ 1 root root 64 May 8 11:31 1 -> /dev/null
lrwx------ 1 root root 64 May 8 11:31 2 -> /dev/null
lrwx------ 1 root root 64 May 8 11:31 3 -> /dev/ptmx
lrwx------ 1 root root 64 May 8 11:31 4 -> socket:[7774817]
lrwx------ 1 root root 64 May 8 11:31 5 -> /dev/ptmx
lrwx------ 1 root root 64 May 8 11:31 6 -> socket:[7774829]
lrwx------ 1 root root 64 May 8 11:31 7 -> /dev/ptmx

• maps — ,G®Ä��D1å2d.W/WC��a�¬x{ÂAÀ{ÀÁ¬x{ÂQG¸¹Á
µ�®%J5.e?�W2�,G¬x{ÂH®Ä��G��pDa<?$Ccò(Cdñ�%�c
W2�sshd®Ä��G�Ê®Âw´HêGa�D¦º.eW2�
08048000-08086000 r-xp 00000000 03:03 391479 /usr/sbin/sshd
08086000-08088000 rw-p 0003e000 03:03 391479 /usr/sbin/sshd
08088000-08095000 rwxp 00000000 00:00 0
40000000-40013000 r-xp 00000000 03:03 293205 /lib/ld-2.2.5.so
40013000-40014000 rw-p 00013000 03:03 293205 /lib/ld-2.2.5.so
40031000-40038000 r-xp 00000000 03:03 293282 /lib/libpam.so.0.75
40038000-40039000 rw-p 00006000 03:03 293282 /lib/libpam.so.0.75
40039000-4003a000 rw-p 00000000 00:00 0
4003a000-4003c000 r-xp 00000000 03:03 293218 /lib/libdl-2.2.5.so
4003c000-4003d000 rw-p 00001000 03:03 293218 /lib/libdl-2.2.5.so



eee5ÔÔÔproc ¬¬¬xxx{{{ÂÂÂ���������··· 59

• mem—®Ä��%Jè0?�d¸¹Á�,G¬x{ÂH½���$b¾X1eW4l�

• root —®Ä��GÂ���zÃ��ÁQGÁÊ��

• stat —®Ä��G������

• statm —®Ä��%³X0?�d¸¹ÁG������/proc/statm ¬x{ÂGÈHêGA#c
@2�
263 210 210 5 0 205 0

7=GØH®Ä��G¼Cd¸¹Á�Jõ`D1å0?�W2�Ìñ.e?�d�D�E$båD³
X¸¹ÁG¼Cd#õkÃ´��0?�W2�

1.®Ä�À·�J�{��K§{���

2.¸¹Á��G�{��K§{���

3.»4±��W�

4.�� G±��W�

5.���/����G±��W�

6.À{ÀÁG±��W�

7.���zC±��W�

• status — stat ]statm acHd$D¾X]2�4ù@®Ä��G�����k,¶0W
2�sshdGw´ÈHêGA#c@2:
Name: sshd
State: S (sleeping)
Tgid: 797
Pid: 797
PPid: 1
TracerPid: 0
Uid: 0 0 0 0
Gid: 0 0 0 0
FDSize: 32
Groups:
VmSize: 3072 kB
VmLck: 0 kB
VmRSS: 840 kB
VmData: 104 kB
VmStk: 12 kB
VmExe: 300 kB
VmLib: 2528 kB
SigPnd: 0000000000000000
SigBlk: 0000000000000000
SigIgn: 8000000000001000
SigCgt: 0000000000014005
CapInh: 0000000000000000
CapPrm: 00000000fffffeff
CapEff: 00000000fffffeff

, G w ´ G Á G õ ` D H � ® Ä � � G ç Ï AIDG T $ � � � � � � )S
(sleeping) �R(running) �®Ä��CBk��0?�d½���/�Â�®ID�¸¹Á³X�
D12dáf%7We?�W2�



60 eee5ÔÔÔproc ¬¬¬xxx{{{ÂÂÂ���������···

5.3.1.1. /proc/self/

/proc/self/ �zÃ��ÁH�l��ÁG®Ä��QGÁÊ�@2�,eDac�®Ä��H�ô+
G®Ä��IDk©bC(?[úÌk��@&W2�

�~Â�Â@H�/proc/self/ �zÃ��ÁGÍ~H�6G®Ä��XG®Ä���zÃ��ÁGÍ
~A¦1×Mkyo0W2�

5.3.2. /proc/bus/

,G�zÃ��ÁDH����·@�X@&d.W/WC§��4õ`%J5.e?�W2�08
%<?�8A!IISA�PCI�USB§�k�i08Ç�AC���·@H�Á§�D=�?G�lG
���%/proc/bus/ G�zÃ��Á@ó3@&W2�

�X@&d��zÃ��ÁA¬x{ÂG×MH����·G�ÒC #Da<?d�D¼CcW
2�890�Á§��{®GÁ�zÃ��ÁDH�6G�{®GÁ§�D=&´C(A[1=G�zÃ
��Á%�cW2�,ebG��G§��zÃ��ÁH�ô�00 CBGWå@Ì0�6,DH6G§
�@³X@&d.W/WC�§{�D12d§{¡Á¬x{Â%�cW2�

08%<?�8A!I�USB§�k�i0?�d%�USB�§{�H�00?�C����·DH�
�(=$G¬x{ÂGó<8/proc/bus/usb �zÃ��Á%�cW2�

total 0
dr-xr-xr-x 1 root root 0 May 3 16:25 001
-r--r--r-- 1 root root 0 May 3 16:25 devices
-r--r--r-- 1 root root 0 May 3 16:25 drivers

/proc/bus/usb �zÃ��ÁDH�USB§�êG.W/WC�§{�k��2d¬x{ÂA6ek
³X2d»^G�d À{§%�cW2�/proc/bus/usb/001 �zÃ��ÁDHT�GUSB§�ê
G2R?G�§{�%�cW2�devices ¬x{ÂG×Mk|dA�,eHµ��³� GUSBÂ�
�¦@�d,A%h$cW2�

T: Bus=01 Lev=00 Prnt=00 Port=00 Cnt=00 Dev#= 1 Spd=12 MxCh= 2
B: Alloc= 0/900 us ( 0%), #Int= 0, #Iso= 0
D: Ver= 1.00 Cls=09(hub ) Sub=00 Prot=00 MxPS= 8 #Cfgs= 1
P: Vendor=0000 ProdID=0000 Rev= 0.00
S: Product=USB UHCI Root Hub
S: SerialNumber=d400
C:* #Ifs= 1 Cfg#= 1 Atr=40 MxPwr= 0mA
I: If#= 0 Alt= 0 #EPs= 1 Cls=09(hub ) Sub=00 Prot=00 Driver=hub
E: Ad=81(I) Atr=03(Int.) MxPS= 8 Ivl=255ms

5.3.3. /proc/driver/

,G�zÃ��ÁDH��¤Â%³X2d¸#G À{§D=�?Gõ`%�cW2�

Í}AD,,D�d¬x{ÂH�rtc @����·GÁyÂ�{·�Ä��)RTC*XG À{§$
bGw´k,¶0W2�,GRTCA���§{�H����·%�¬DC<?�d/�éJk¥$0
?�W2�/proc/driver/rtc Gw´ÈHêGA#c@2�

rtc_time : 01:38:43
rtc_date : 1998-02-13
rtc_epoch : 1900
alarm : 00:00:00
DST_enable : no
BCD : yes
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24hr : yes
square_wave : no
alarm_IRQ : no
update_IRQ : no
periodic_IRQ : no
periodic_freq : 1024
batt_status : okay

RTCD=�?Gáfõ`H�/usr/src/linux-2.4/Documentation/rtc.txt k�Í0?(9.
��

5.3.4. /proc/fs

,G�zÃ��ÁH����´��.ed¬x{Â���·kÌñ0W2�NFS��§kq¤0?�
dñ��cat /proc/fs/nfs/exports A�{®2dA�»4.e?�d¬x{Â���·A6eb
G¬x{Â���·QGs�kÌñ0W2�¬x{Â���·G»4D12dáfHe9Ô@·~Y.
��

5.3.5. /proc/ide/

,G�zÃ��ÁDH���·êGIDE�§{�D=�?Gõ`%�cW2�ÁIDE�ºÊ¤
ÂH�/proc/ide/ide0 ]/proc/ide/ide1 CBG�9�zÃ��ÁA0?Ì.eW2�.b
D�drivers ¬x{Â[�X@&W2�,G¬x{ÂH�IDE�ºÊ¤Âê@³X2d.W/W
C À{§G§��¾Ê��k,¶0W2�

ide-cdrom version 4.59
ide-floppy version 0.97
ide-disk version 1.10

<(G��®���HW8�.C/WC�ºÊ¤Âk�0?�0.e?�d À{D12d
�`õ`k,G�zÃ��Á×D,¶0W2�8A!I�wXGIntel PIIX4 Ultra 33��®��
�H�/proc/ide/piix ¬x{Âkyo0W2%�,eDac�IDE�ºÊ¤ÂêG�§{�X
DDMA$¿HUDMA%4Ë$B�$h$cW2�

Intel PIIX4 Ultra 33 Chipset.
------------- Primary Channel ---------------- Secondary Channel -------------

enabled enabled
------------- drive0 --------- drive1 -------- drive0 ---------- drive1 ------
DMA enabled: yes no yes no
UDMA enabled: yes no no no
UDMA enabled: 2 X X X
UDMA
DMA
PIO

ide0 CB�IDE�ºÊ¤ÂG�zÃ��Ák¡ª���¾Ê2dA.bDõ`%µbeW
2�channel ¬x{Â@�ºÊ¤Â��%�model¬x{Â@�ºÊ¤ÂG§��{®)pci CB*
%h$cW2�
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5.3.5.1. ���§§§{{{������zzzÃÃÃ������ÁÁÁ

ÁIDE�ºÊ¤Â�zÃ��Á×H��§{��zÃ��Á%�cW2��§{��zÃ��Áç
H�/dev �zÃ��Á×G À{%åDM=0?�W2�È!I�ide0 êGT�GIDE À{
H�hdaAçä*beW2�

ÈÈÈ¶¶¶

/proc/ide/ �zÃ��ÁDH�,ebÁ�§{��zÃ��ÁG�Ê³Á��ÁÊ�%�cW2�

Á�§{��zÃ��ÁDH�ÍåGõ`A�J¨%�cW2�,eb�zÃ��ÁG×MH��0
.e?�d�§{�G�{®Dac>hcW2�<(G�§{�D»�0?�D�=¬x{ÂDH�
êGa�C[G%�cW2�

• cache —�§{�G�º��¼�

• capacity —�§{�GM±�512§{�Ä����

• driver —�§{�kj·2d8ZD³X2d À{§A§��¾Ê�

• geometry —�§{�G��A�$=��A��¸�Á�

• media — disk CBG�§{�G�{®�

• model —�§{�G¹�Âç$���

• �§{�G�lGÍåG¨À¸���,G¬x{ÂDH�ô�¤ôD<(G�D�=rxõ`%J
5.e?�W2�Ç�ACIDE¦� �z��Gsettings ¬x{ÂÈHêGA#c@2�
name value min max mode
---- ----- --- --- ----
bios_cyl 784 0 65535 rw
bios_head 255 0 255 rw
bios_sect 63 0 63 rw
breada_readahead 4 0 127 rw
bswap 0 0 1 r
current_speed 66 0 69 rw
file_readahead 0 0 2097151 rw
ide_scsi 0 0 1 rw
init_speed 66 0 69 rw
io_32bit 0 0 3 rw
keepsettings 0 0 1 rw
lun 0 0 7 rw
max_kb_per_request 64 1 127 rw
multcount 8 0 8 rw
nice1 1 0 1 rw
nowerr 0 0 1 rw
number 0 0 3 rw
pio_mode write-only 0 255 w
slow 0 0 1 rw
unmaskirq 0 0 1 rw
using_dma 1 0 1 rw
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5.3.6. /proc/irq/

,G�zÃ��Ák³X0?IRQkCPUy¬z¢�zD #2dA�¸#GIRQk1=GCPUDGX�
0@&W2�W8�9GjlA0?CPU%BGIRQ[��0C�a�D #2d,A[@&W2�

ÁIRQD H ½ ô G � z Ã � � Á % � c � ÁIRQk ¼ C d   # D @ & W
2�/proc/irq/prof_cpu_mask ¬x{ÂHIRQ�zÃ��ÁGsmp_affinity ¬x{ÂG�¬�
Â�¨kJ508ª��µ��@2�smp_affinity G¨@�¸#GIRQk��2dCPUkÃ#0W
2�

/proc/irq/ D12dáfõ`H«YG¬x{Âk�Í0?Y.��

/usr/src/linux-2.4/Documentation/filesystems/proc.txt

5.3.7. /proc/net/

,G�zÃ��Á@H�.W/WC¤��Æ��G¨À¸��A�Jõ`k^âADÌñ0W2�Á
¬x{ÂDH����·G¤��Æ��Ê�D1å2dõ`G¸#�°%J5.e?�W2�[ú
¬x{ÂGÍ�H«YGa�DCcW2�

• arp —��¤ÂGARP��Â%J5.e?�W2�,G¬x{ÂH¦� }~yy Ã�k��
�·êGIPy Ã�D�02dj�¸DE�@2�

• atm —.W/WC¤¦UU�¹� )ATM*G #A�Jõ`Gó<8¬x{ÂG�d�zÃ��
Á�,G�zÃ��ÁHATM¤��Æ��Ê�AADSL�� @#[D³X0W2�

• dev —���·êD #.e?�d.W/WC¤��Æ���§{�A�>�G�Jõ`GÍ~k
Ìñ0W2�,G¬x{Â@�Á{Ê��¬~{�%�>�08§{�W�ów´¨���W�Ì
ñ�À�W�8�¨���WCB%h$cW2�

• dev_mcast —Á�§{�%Á�¢Ê�0?�d<(GÃ{»2µÂ��º���Â�®kÌñ0W
2�

• igmp —,G���·%�`0?�dIPµÂ��º��y Ã�GÍ~kÌñ0W2�

• ip_fwchains — ipchains %³X.e?�dñ��,G[ú¬zÂH�lGc$kÌñ0W2�

• ip_fwnames — ipchains %³he?�dñ��2R?G¬x{y}��Â�~�ÊçGÍ~kÌ
ñ0W2�

• ip_masquerade — ipchains GY@â0õ`G��Âk,¶0W2�

• ip_mr_cache —µÂ��º��Â��zÊ��º��¼GÍ~�

• ip_mr_vif —µÂ��º��[ú{Ê��¬~{�GÍ~�

• netstat — TCP�{·y}���>�^XSYN����CBGÜ�@áfC¤��Æ��Ê��
Jõ`%7We?�W2�

• psched —�Ä�§Â¨������¼�À¨À¸��GÍ~�

• raw —yG�§{��Jõ`GÍ~�

• route —��¤ÂGÂ��zÊ���ÂkÌñ0W2�

• rt_cache —�lGÂ��zÊ��º��¼%J5.e?�W2�

• snmp — ³XÁGÁ8¤��Æ��Ê�®Ä��ÂGSNMP(Simple Network Management Proto-
col)���GÍ~�

• sockstat —�����Jõ`k,¶0W2�

• tcp —áfCTCP����õ`%J5.e?�W2�
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• tr_rif —���ÊÁÊ�RIFÂ��zÊ���Â�

• udp —áfCUDP����õ`%J5.e?�W2�

• unix —�l³X.e?�dUNIX ¸{Ê����GÍ~kÌñ0W2�

• wireless —Æ{»Ã�{Ê��¬~{����GÍ~kÌñ0W2�

5.3.8. /proc/scsi/

�zÃ��ÁH�/proc/ide/ �zÃ��ÁA¦T@2%�,eH�SCSI�§{��0XG�zÃ
��Á@2�

,G�zÃ��ÁG0^C¬x{ÂH�/proc/scsi/scsi @2�,,DH�úú.e8SCSI�§
{�2R?GÍ~%J5.eW2�,GÍ~$b�§{�G�{®�6eA»D¹�Âç�°Ê
���SCSI�ºÊ¤ÂAID���%�X@&W2�

8A!I����·DSCSI CD-ROM���® À{�¦� �z�� À{�RAID�Ê�
Ä�À%�dñ��,G¬x{ÂHêGa�DCcW2�

Attached devices:
Host: scsi1 Channel: 00 Id: 05 Lun: 00
Vendor: NEC Model: CD-ROM DRIVE:466 Rev: 1.06
Type: CD-ROM ANSI SCSI revision: 02

Host: scsi1 Channel: 00 Id: 06 Lun: 00
Vendor: ARCHIVE Model: Python 04106-XXX Rev: 7350
Type: Sequential-Access ANSI SCSI revision: 02

Host: scsi2 Channel: 00 Id: 06 Lun: 00
Vendor: DELL Model: 1x6 U2W SCSI BP Rev: 5.35
Type: Processor ANSI SCSI revision: 02

Host: scsi2 Channel: 02 Id: 00 Lun: 00
Vendor: MegaRAID Model: LD0 RAID5 34556R Rev: 1.01
Type: Direct-Access ANSI SCSI revision: 02

.bD����·%³X2dÁSCSI À{§DH�/proc/scsi D½ôG�zÃ��Á%�cW2�
,,DH�6G À{§k³X2dÁSCSI�Ê�Ä�À�4G¬x{Â%�cW2�08%<?�8
A!IêdG���·@H�aic7xxx Amegaraid G2=G À{§%³X.e?�dG@�,ebG
�zÃ��Á%5l0W2�Á�zÃ��Á×G¬x{ÂDH�ôIOy Ã��°�IRQ�6G À
{§k³X2d¸#GSCSI�Ê�Ä�ÀG�Jõ`%J5.e?�W2�Á�Ê�Ä�À%Ã´�
�2dõ`G�{®A±H¼CcW2%�,GÈñ���·@³X0?�dAdaptec AIC-7880 Ultra
SCSI²��y�®�G¬x{ÂH�êGa�Cw´kyo0W2�

Adaptec AIC7xxx driver version: 5.1.20/3.2.4
Compile Options:
TCQ Enabled By Default : Disabled
AIC7XXX_PROC_STATS : Enabled
AIC7XXX_RESET_DELAY : 5

Adapter Configuration:
SCSI Adapter: Adaptec AIC-7880 Ultra SCSI host adapter

Ultra Narrow Controller
PCI MMAPed I/O Base: 0xfcffe000

Adapter SEEPROM Config: SEEPROM found and used.
Adaptec SCSI BIOS: Enabled

IRQ: 30
SCBs: Active 0, Max Active 1,

Allocated 15, HW 16, Page 255
Interrupts: 33726

BIOS Control Word: 0x18a6
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Adapter Control Word: 0x1c5f
Extended Translation: Enabled

Disconnect Enable Flags: 0x00ff
Ultra Enable Flags: 0x0020

Tag Queue Enable Flags: 0x0000
Ordered Queue Tag Flags: 0x0000
Default Tag Queue Depth: 8

Tagged Queue By Device array for aic7xxx host instance 1:
{255,255,255,255,255,255,255,255,255,255,255,255,255,255,255,255}

Actual queue depth per device for aic7xxx host instance 1:
{1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1}

Statistics:

(scsi1:0:5:0)
Device using Narrow/Sync transfers at 20.0 MByte/sec, offset 15
Transinfo settings: current(12/15/0/0), goal(12/15/0/0), user(12/15/0/0)
Total transfers 0 (0 reads and 0 writes)

< 2K 2K+ 4K+ 8K+ 16K+ 32K+ 64K+ 128K+
Reads: 0 0 0 0 0 0 0 0
Writes: 0 0 0 0 0 0 0 0

(scsi1:0:6:0)
Device using Narrow/Sync transfers at 10.0 MByte/sec, offset 15
Transinfo settings: current(25/15/0/0), goal(12/15/0/0), user(12/15/0/0)
Total transfers 132 (0 reads and 132 writes)

< 2K 2K+ 4K+ 8K+ 16K+ 32K+ 64K+ 128K+
Reads: 0 0 0 0 0 0 0 0
Writes: 0 0 0 1 131 0 0 0

,Gw´@H��ºÊ¤ÂIDDI>�?�Ê�Ä�ÀD�0.e?�d.W/WCSCSI�§{�Q
GU�+p��§{�%¾X1c/�&-X2d¬x{ÂG±A�{�D=�?GáfC�Jõ`%h
$cW2�È!I�,G�Ê�Ä�ÀH20Mª��/Ò@CD-ROMA��0?#c���® À{
H10Mª��/Ò@�0.e?�d,A%h$cW2�

5.3.9. /proc/sys/

/proc/sys/ �zÃ��ÁH/proc ×G;G�zÃ��ÁAHÄ<?�W2�A��GH����·
D12dõ`k,¶2d9*@C(�,eDac���·"��H���¤Â #k2)D4ËW8
HÞËD2dá%@&W2�

LLL���

/proc/sys �zÃ��Á×G.W/WC¬x{Âk³X0?�dy¥���·êG #k>è2djHÈ¶0
?(9.��¾<8 #>èDac��¤Â%ã£#DCc����·kSf¥0C*eICbC(Cda�n
%�cW2�

e<?�/proc/sys ×G¨k>è2dÏD�6G¬x{ÂG4ËC�®�¾ÊADú.ed^iD=�?»3
Éú0?(9.��

¸#G¬x{Â% #a�CG$�Dõ`,¶2d9*CG$kn¢2dDH��~Â®ÄÊ®�
@-l kä*?Í~kÌñ.4W2�¬x{Â%�&-Xa�@�eI�6ek³X0?Í#Gjl@
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��¤Âk #2d,A%@&W2�8A!I�/proc/sys/fs GÍ~)Í�*H«YGÈGa�C
ÌñACcW2�

-r--r--r-- 1 root root 0 May 10 16:14 dentry-state
-rw-r--r-- 1 root root 0 May 10 16:14 dir-notify-enable
-r--r--r-- 1 root root 0 May 10 16:14 dquot-nr
-rw-r--r-- 1 root root 0 May 10 16:14 file-max
-r--r--r-- 1 root root 0 May 10 16:14 file-nr

,GÍ~k|dA�dir-notify-enable ¬x{ÂAfile-max ¬x{ÂH�&-Xa�CG@�
��¤Â #D³X2d,A%@&W2�;G¬x{ÂH�lG #D12dõ`k,¶2d9*@
2�

/proc/sys/ ¬x{Â×G¨k>è2dDH��0�¨k¬x{ÂD���0W2�8A!I���
ÁG��¤ÂêG���·^���k³Xa�D2dDH�«YG�µÊ kó´0W2�

echo 1 > /proc/sys/kernel/sysrq

,e@sysrq ¬x{ÂG¨H0 (off)$b1 (on)D>è.eW2�

���·^���G�AH���C���Êª¤��¾Êk³X02I](��¤ÂD{Ê®��2
d,A@2�È!I�2)D���·k�º���}Ê2d/Sf¥2d�µ}Ê�08Ó¬x{Â�
��·k¦UZ2d�l^Cõ`kô�G�Ê��ÂD�Ê®2d�CBG8ZD���·^���
k³X2d,A%woW2�,GX�H�¦`��¤ÂG³XÁ]���·%¬Á��08ñ�Dl
b0W2�0$0��Ö.e?�C��Ê��ÂDH��¼Á�zGÁ��%�cW2G@�Red Hat
LinuxG�¬�Â�@H,GX�H�Ê.e?�W2�

���·^���GáfD=�?H�/usr/src/linux-2.4/Documentation/sysrq.txt k·
~Y.��

O=$G/proc/sys/  #¬x{ÂDH�WG¨%7We?�d,A%�cW2�6Gñ��¬x{
ÂD�0�¨kvÉD�d8ZD�YdGÈGa�D�echo�µÊ @f2¨G/D�±��k1�
ýó0W2�

echo 4 2 45 > /proc/sys/kernel/acct

ÈÈÈ¶¶¶

echokX�?�<8 #>èH����·GSf¥éD�heW2� #>èk���·G��éD[4Ë
D2dDH��5.4k�Í0?(9.��

/proc/sys/ �zÃ��ÁDH�����¤ÂG¼Cd#õkj·2d6e7e¼C<8��zÃ
��Á%7We?�W2�

5.3.9.1. /proc/sys/dev/

,G�zÃ��ÁH���·êG¸#G�§{�X¨À¸��k,¶0W2�TAlBG���·D
H´C(A[2=G�zÃ��Á�cdromAraid %�cW2%����µ{�.e8��¤ÂH6e
««D�WG�§{� À{§/@1�G¨ÀÃÂ´��k»4@&da�D2dparport CBG�z
Ã��Ákè=,A%@&W2�

cdrom�zÃ��ÁDHinfo A�Ied¬x{Â%�cW2�<(Gl^CCD-ROM¨À¸��k
,ñ0W2�

CD-ROM information, Id: cdrom.c 3.12 2000/10/18
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drive name: hdc
drive speed: 32
drive # of slots: 1
Can close tray: 1
Can open tray: 1
Can lock tray: 1
Can change speed: 1
Can select disk: 0
Can read multisession: 1
Can read MCN: 1
Reports media changed: 1
Can play audio: 1
Can write CD-R: 0
Can write CD-RW: 0
Can read DVD: 0
Can write DVD-R: 0
Can write DVD-RAM: 0

,G¬x{ÂkÍ:2dA´C(A[��¤ÂDHÍ©GCD-ROMG��Á�zk©d,A%@&W
2����·ê@�WGCD-ROM%�X@&dñ��Á�§{�DH6e7eGõ`Ø%F!beW
2�

autoclose ]checkmedia CB�/proc/sys/dev/cdrom ×G.W/WC¬x{ÂH����·
GCD-ROMkj·2d8ZD³X@&W2�,ebGX�k�ÊW8H�¬D2dDH�echokX
�W2�

RAID�´��k��¤ÂD�Ê¨{Â08ñ��/proc/sys/dev/raid/ �zÃ��ÁH´C(A
[2=G¬x{Âspeed_limit_min Aspeed_limit_max A»D�X@&da�DCcW2�,�
08 #H��z��GS¦UZCB¸Dów´GV0����@RAID�§{�%³X.edñ�G
+pGí¢DãX@&W2�

5.3.9.2. /proc/sys/fs/

,G�zÃ��ÁDH�quota�file handle�inode�dentryõ`k7Y¬x{Â���·D12d.W
/WC#õD=�?<(G�®�¾ÊAõ`%Å�.e?�W2�

binfmt_misc �zÃ��ÁH�.W/WC§{¡Á¬��µ��D��¤Â�´��k,¶2d8Z
D³X.eW2�

/proc/sys/fs ×Gl^C¬x{ÂDH�«YGa�C[G%�cW2�

• dentry-state — �zÃ��Á�º��¼G�����k,¶0W2�,G¬x{ÂH«YGa
�DC<?�W2�
57411 52939 45 0 0 0

1��GWH�zÃ��Á�º��¼�Ê�ÁG�Wkñ0�2��GWHÍ³X�Ê�ÁWkñ0
W2�3��GWH�zÃ��ÁG¦i$bS^�@&dW@GÒWkñ0?�W2�4��GWH
�l���·%^�0?�d±��W@2�T¶G2=GWHÍ³X@��l0GXkÌñ0W2�

• dquot-nr —�º��¼.e8�z������(ßc�?)�Ê�ÁGTdWkñ0W2�

• file-max — ��¤Â%ßc�?d¬x{Â¦Ê ÂGTdWk>è2d,A%@&W2�,G
¬x{ÂG¨kd&(2dA��Xa�C¬x{Â¦Ê ÂGã*Dad�À�k�È2d,A%
@&W2�

• file-nr — ßc�?be8¬x{Â¦Ê ÂW�³X.e8¬x{Â¦Ê ÂW�¬x{Â¦Ê
 ÂGTdWkÌñ0W2�

• overflowgid Aoverflowuid — 16ª���Â�®IDA½���IDk�´��2d9*G¬x
{Â���·A»D³X2d8Z�6e7e�#�Â�®IDA½���IDk#x0W2�
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• super-max —�Xa�C��¨�Ä��GTdWkj·0W2�

• super-nr —³XÁG��¨�Ä��G�lWkÌñ0W2�

5.3.9.3. /proc/sys/kernel/

,G�zÃ��ÁDH��¤ÂG¥{D÷��Ö2d.W/WC¼Cd #¬x{Â%Å�.e?�
W2�T[l^C¬x{ÂDH«YGa�C[G%�cW2�

• acct — Ä�%�d¬x{Â���·ê@�Xa�C
&³ÉGß�DI>&�®Ä��y�}Ê
�zÊ�G�Êkj·0W2��¬�Â�@H�¬x{ÂH«YGa�DC<?�W2�
4 2 30

1��G¨HÄ�Ê�GÁ�¼�·D»^C
&³ÉGß�k[#0�2��G¨HÄ�Ê�%��
±Ê 08ñ�G
&³ÉG0&�¨Gß�k #0W2�3��G¨H¬x{Â���·%Ä�Ê
�k��±Ê 2d$Á�¼�·2d$kÉú2d8ZD��¤Â%´�ÁÊ�2d/ÑkÒ�
@ #0W2�

• cap-bound — ��¨ªÁ�z§}Ê�zÊ� #kj·0W2����·êG÷¶G®Ä��%
��a�C��¨ªÁ�zGÍ~k,¶0W2�,,DÌñ.eC���¨ªÁ�zD=�?H�
BGa�C¸s%F!be?�?[�6G®Ä��k��2d,AH@&W4l���®Ä��
éD´C(A[�d´{Ê�$b«�H�¸#Gá�%y1C�a�D2d,A@���·G£Ó
k.bDÉJ2dI§¼k@2�

, G [ ú ¬ x { Â G ¨ D 1 2 d 4 Ë C Í ~ H/usr/src/linux-
2.4/include/linux/capability.h @·~Y.����¨ªÁ�z§}Ê�zÊ�Dä�?G
áfH�«YG�ÊÀ{ÊURL@Éú0?Y.��http://lwn.net/1999/1202/kernel.php3�

• ctrl-alt-del — init k³X0[Ctrl]- [Alt]- [Delete]��@�Ê«¼��k].0(Sf¥2d
)¨0*$����z§�¬xk¦UZ43÷:DÄjADSf¥2d)¨1*$kj·0W2�

• domainname — example.com CB���·G ¸{Êçk #2d,A%@&W2�

• hostname — www.example.com CB���·G²��çk #2d,A%@&W2�

• hotplug — ���·% #>èkrw08ñ�D³X2d½��zÁ�zk #0W2�,eH
0A0?USBA�� §�PCI@³X.eW2�/sbin/hotplug G�¬�Â�¨H�,G�ßk
i828ZD�0�®Ä�À·k���2dñ�kG7�?>è0?H�*W4l�

• modprobe —»^D=1?��¤Â¹�¼�ÂkÄ� 2d8ZD³X.ed®Ä�À·GÄ��
�¾Êk #0W2�/sbin/modprobe G�¬�Â�¨H���¤Â�Ã� %kmodk��Â2
déD��jD¹�¼�ÂkÄ� 2d8ZDkmod%��Âk��,Akñ0W2�

• msgmax— ®Ä��/@��.ed¸����GTd�{�k #0W2��¬�Â�H8192§
{�@2�®Ä��/G�¼�¸����H�Æ�®@&C���¤Â¸¹ÁDÅ�.edG@�
,G¨kd&(2dñ�HÈ¶%»^@2�msgmax%�d2dA���·DM2dRAMG^�[
�d2d,ADCcW2�

• msgmnb—�Í¸�����¼�GTd§{�Wk #0W2��¬�Â�H16384@2�

• msgmni —¸�����¼�ú9½GTdWk #0W2��¬�Â�H16@2�

• osrelease — Linux��¤ÂÁÁ����kÍ~Ìñ0W2�,G¬x{Âk>è2dDH��
¤Â���k>è0S�Ê¨{Â2d0$�cW4l�

• ostype — �±Ã��zÊ����·G8ÅkÌñ0W2��¬�Â�@H�,G¬x{Â
HLinux D #.e?�W2�,G¨k>è2dDH��¤Â���k>è0S�Ê¨{Â2d0
$�cW4l�

• overflowgid Aoverflowuid — 16ª��G�Â�®IDA½���ID0$�´��0C�y�
����ºê@���·��ÂA»D³X2d8ZD�6e7e�#�Â�®IDA½���IDk#
x0W2�
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• panic — ��¤Â¨¢��%y18A&��¤Â%���·GSf¥k#U2dÒWk#x0W
2��¬�Â�@H�¨¢��¶Dô¥Sf¥0C�a�0D #.e?�W2�

• printk —,G¬x{ÂH�Ö�$Ä�Ê��À�¸����D12d.W/WC #kj·0W
2���¤Â%Ã´��2d�À�¸����DH¸����Gl^pk#x2dÄ�Ã°Â%7
We?�W2�Ä�Ã°Â¨G¶ÌH«YGa��@�Å.eW2�

• 0 —��¤Â�µ��~Ê������·k³X@&W4l�

• 1 —��¤Â�`�÷:D\b$GM�k�1d»^%�cW2�a

• 2 —��¤ÂGúS%FXD�dAXC.eW2�

• 3 —Í}��¤Â�À�úÌ�

• 4 —Í}��¤ÂL�úÌ�

• 5 —vô9%ldCúÌD�dA����¤Â�©

• 6 —��¤Âõ`¸�����

• 7 —��¤Â�§��Ã°Â¸�����

printk ¬x{ÂDH4=G¨%�cW2�
6 4 1 7

,ebG¨H�6e7e¼Cd�À�¸������jlk#x0W2�1��G¨H�Ê��ÂÄ
�Ã°ÂA�Ie��Ê��ÂDw´.ed,©p%T[��¸����k#x0W2),©p%
��TBÄ�Ã°ÂW%d&�,ADÈ¶*�2��G¨H�¸����DQä.edéÉCÄ�Ã
°Â%C��¬�Â�GÄ�Ã°Âk #0W2�3��G¨H�Ê��ÂGÄ�Ã°Â@HT��
GÄ�Ã°Â #k0W2�T¶G¨H�Ê��ÂÄ�Ã°ÂG�¬�Â�¨k #0W2�

• rtsig-max — ���·%1pD�¼�DóedPOSIXÁyÂ�{·��¡ÂGTdWk #0W
2��¬�Â�¨H1024@2�

• rtsig-nr —��¤Â%�¼�D08POSIXÁyÂ�{·��¡ÂG�lW@2�

• sem —,G¬x{ÂH��¤Â×G�µ¬���¡Âk #0W2��µ¬�H¸#®Ä��G�
Xkj·2d8ZD³X.edSystem V IPC��~��@2�

• shmall — ���·ê@1pD³Xa�C»4¸¹ÁG�J)�H§{�*k #0W2�,G
¨H�¬�Â�@H2097152 D #.e?�W2�

• shmmax — ��¤Â%a2dTd»4¸¹Á��¸Ê�G�{�)�H§{�*k #0W
2�,G¨H�¬�Â�@H33554432 D #.e?�W2�890���¤ÂH,e«êG¨@
[�´��0W2�

• shmmni — ���·ÓKG»4¸¹Á��¸Ê�GTdWk #0W2�(�H§{�)�,G¨
H�¬�Â�@H4096@2�

• sysrq — �¬�Â�G0««G¨D #.e?�dñ�����·^���ky��zD0W
2����·^���D12dáfH�5.3.9@·~Y.��

• threads-max — ��¤Â%³X2d�Ã� GTdWk #0W2��¬�Â�¨H2048@
2�

• version — ��¤Â%T¶D�Ê¨{Â.e8ñäAé/kÌñ0W2�#3CB�,G¬x{Â
GT�D�d¬z�Â H��¤Â%���°��$b�Ê¨{Â.e8�WD1+0?�W2�

Therandom �zÃ��ÁDH���¤ÂG8ZGwWyoD1å08<WG¨%Å�.eW2�

5.3.9.4. /proc/sys/net/

,G�zÃ��ÁDH�¤��Æ��Ê��«��D1+2d.W/WC�zÃ��Á%7We?�
W2���¤ÂG�Ê¨{ÂéGìoDac�appletalk �ethernet �ipv4 �ipx �ipv6 CB�
�Xa�C¼Cd�zÃ��Á%{o.eW2�,ebG�zÃ��Á×@�"��H��ÁG��
�·êG¤��Æ�� #kí¢2d,A%@&W2�
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Linux@H<8<TC¤��Æ��Ê��®�¾Êk�X2d,A%@&W2%�T[Í}A
C/proc/sys/net/ �zÃ��ÁD=�?GX£é0W2�

/proc/sys/net/core/ �zÃ��ÁDH���¤ÂA¤��Æ��Ã{»�AG	°{Xkj·2
d.W/WC #%7We?�W2�6GÁ@T[l^C¬x{ÂHêGa�DCcW2�

• message_burst — �0�L�¸����k�&-Y8ZD»^Cé/)10�G1Ò�*�,e
HDoS)Denial of Service*åUk�Ê2d8ZD³X.eW2��¬�Â�@H50D #.e?
�W2�

• message_cost — L�¸����D¢Xkz2,A@DoSåUk�Ê2d8ZD³X.eW2�
,G¬x{ÂG¨)�¬�Â�H5*%d&�TB�L�¸����HÞÖ.ed,A%<(CcW
2�

DoSåUG�AH�åUMÓG���·Dd±G^�k$*?��À�k`y.4�6G�z��
¨��z�¾ÊkÄ�¬x{Â@É(D2d$�¿H,G�À�Ä�G��D���·Á���G
Ó?k^�2d,A@2�message_burst Amessage_cost G #H�³X2d���·%>ó
a�CÁ��AÄ�Ê�ÓKG¢��DI>�?>è@&da� J.e?�W2�

• netdev_max_backlog —¸#G{Ê��¬~{�%��¤Â��+p«êG¨���k>*1<
8ñ���¼�Dóed,A%@&d¨���GTdWk #0W2�,G¬x{ÂG�¬�Â�
¨H300@2�

• optmem_max —����-ADa.e8Q�§�¬xGTd�{�k #0W2�

• rmem_default — >*1c����§�¬xG�¬�Â��{�)�H§{�*k #0W
2�

• rmem_max—>*1c����§�¬xGTd�{�)�H§{�*k #0W2�

• wmem_default —����§�¬x��G�¬�Â��{�)�H§{�*k #0W2�

• wmem_max—����§�¬x��GTd�{�)�H§{�*k #0W2�

/proc/sys/net/ipv4/ �zÃ��ÁDH��`¤��Æ�� #%7WeW2�,�08 #G
<(k	°D1å.4?³X2dA����·QGåUk�Ê2d8Z��d�H�Â���A0?
���·kX�dñ�D¤ôD�D�:W2�

XXX���

,ebG¬x{Â@>èD¶�k2dA���·QGÁ¹���0D�Ö%y1da�n%�cW2�

/proc/sys/net/ipv4/ �zÃ��ÁGT[l^C¬x{ÂH�«YGa�DC<?�W2�

• icmp_destunreach_rate , icmp_echoreply_rate , icmp_paramprob_rate �
Licmp_timeexeed_rate — ¸#G÷b@²��DM2dTdICMP��¨���Ã��
)100�G1Ò�*k #0W2�0D #2dA´#%C(CdG@�#�Z@&W4l�

• icmp_echo_ignore_all Aicmp_echo_ignore_broadcasts — ��¤Â%�b_d²��
$bod[G]�Ä� �º��y Ã�AµÂ��º��y Ã�GX$by1dICMP
ECHÖ ���kÞÖ@&da�D0W2���¤ÂH0@¨���D=�0�1@ÞÖ0W2�

• ip_default_ttl — �¬�Â�GTTL)Time To Live*k #0W2�,eH¨���%�Aª
D�À2dÏD²�®2d�Wkj�0W2�,G¨kd&(2dA���·¨¬��µÊ�%�
Y2da�n%�cW2�

• ip_forward — ���·êG{Ê��¬~{�%¨���k°�DU�2d,Aka0W2�
�¬�Â�@H�0D #.e?�W2�,G¬x{Âk1D���2dA�¤��Æ��¨���
kU�@&W2�
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• ip_local_port_range — Ä��Â´��%»^CA&TCP$UDP@³X2d´��G�°k
Ã#0W2�1��GWH³X2dT³´��@�2��GWHTd´��kÃ#0W2��¬�
Â�G1024 4999ac<�´��k»^A2d,A%Dú.ed���·@H�,G¬x{Â
@32768 61000G�°D0W2�

• tcp_syn_retries —���·%�0éDSYN¨���kSX�2d�Wkj�0W2�

• tcp_retries1 —À��0D=1d,A%a.e8SX��Wk #0W2��¬�Â�H3@
2�

• tcp_retries2 —a.e8TCP̈ ���GSX��Wk #0W2��¬�Â�H15@2�

The /usr/src/linux-2.4/Documentation/networking/ip-sysctl.txt ¬ x { Â D
H�/proc/sys/net/ipv4/ �zÃ��Á@�X@&d¬x{ÂA�®�¾ÊG��AÍ~%�cW
2�

/proc/sys/net/ipv4/ �zÃ��Á×D�d;G<(G�zÃ��ÁH�4G�«��k��W
2�/proc/sys/net/ipv4/conf/ �zÃ��ÁDa<?�Á���·{Ê��¬~{�HÁ8G 
#k��,A%a�DCcW2�,eDH�(/proc/sys/net/ipv4/conf/default/ ��zÃ
��ÁG) Í #�§{�GºG�¬�Â� #](/proc/sys/net/ipv4/conf/all/ ��zÃ
��ÁG)¸9C #k2R?ê�&2d #%7WeW2�

/proc/sys/net/ipv4/neigh/ �zÃ��ÁDH����·D÷��0.e?�d²��(¾�¤�
�Æ��A�O)AG��GºG #%�c�´�2����·GºG9G #[7We?�W2�

IPV4êGÂ��zÊ�D[½ôG�zÃ��Á/proc/sys/net/ipv4/route/ %�cW2�conf/
]neigh/ A¼Cc�/proc/sys/net/ipv4/route/ �zÃ��ÁDH���·êG{Ê��¬~
{�DÂ��zÊ�kCX2d°T%7We?�W2�max_size �max_delay �min_delay CB
 #G<(HÂ��zÊ��º��¼G�{�Gj·D1+0?�W2�Â��zÊ��º��¼k
�Áy2dDH�flush ¬x{ÂD÷¶G¨k�&-Y9*@2�

, e b G � z Ã � � Á ]   # ¬ x { Â G ¨ D 1 2 d á f D = � ?
H�/usr/src/linux-2.4/Documentation/filesystems/proc.txt k�Í0?Y.��

5.3.9.5. /proc/sys/vm/

,G�zÃ��ÁH�Linux��¤ÂG[ú¸¹Á)VM*����·G #k&�0W2���¤
ÂH[ú¸¹ÁkÜ�°$={Ê�Á�~Ê�D³X0W2�,eHÍ}D�Æ�®³ÉA�IeW
2�

«YG¬x{ÂH��ô/proc/sys/vm/ �zÃ��ÁD�d[G@2�

• bdflush — bdflush ��¤Â��¹ÊD1+2d.W/WC¨k #0W2�

• buffermem — §�¬x¸¹ÁD³X2dÓ���·¸¹ÁGß�kj·2d,A%@&W2�,
G¬x{ÂGw´H�ô�«YGa�DC<?�W2�
2 10 60

T�AT¶G¨H�§�¬x¸¹ÁA0?³X2d¸¹ÁGT³ATdk6e7e #0W2�Á
:G¨H§�¬x¸¹Á@³X2d���·¸¹ÁGß�k #0W2%�6Gñ�¸¹Á"��
���·H¬Á�¸¹ÁGã*k¯Z�h4d8Z;G¸¹Á«êD§�¬x�º��¼G�Á
yk¦º0W2�

• kswapd — ��¤Â�Æ�®y}���¹ÊkswapdD1+2d.W/WC¨k #0W2�,G
¬x{ÂDH3=G¨%�cW2�
512 32 8

1��G¨Hkswapd%1p@¬Á�D0a�A2d±��GTdWk #0W2�,G¨%d&�
TB���¤ÂH�àAD±��k¬Á�D0a�A0W2�2��G¨Hkswapd%±��k¬
Á�D0a�A2dT³�Wk #0W2�3��G¨Hkswapd%1pD�&-[�A2d±��
Wk #0W2�,GT¶G¨kCvDí¢2dA���¤ÂD±��kd±D�&-X�z��
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r�kT³�D2da�è1d,A@<(G�Æ�®³Ék³X2d����·êG¨¬��µÊ
�k�Ð2d,A%@&W2�

• max_map_count —®Ä��%è=¸¹Áµ�®�ÁyGTdWk #0W2�TAlBGñ��
�¬�Â�¨A0?65536%C�@2�

• overcommit_memory —�¬�Â�G¨0D #.e?�dA���¤ÂH�X@&d¸¹ÁGM
±kG#0�ÞËC^�DHp=0W4l�¯�C%b¸¹ÁH{ÒCyÂ�Á�·@HC(�`
|ACyÂ�Á�·k³X0?�dº�éA0?���·k��§�Ä� 2d,A%4cW2�

overcommit_memory %1D #0?�dñ�����·��§�Ä� Ga�nHê%cW2�
}0�O=$GgÓA�¬�}~y@³X.e?�d¸¹Á_Á2G���G¨¬��µÊ�[Ï
ê0W2�

¸¹ÁG��§��¶��GÁ����kÔY½���GºDêG2=G�®�¾Ê%�`.e?�
W2�overcommit_memory k2D #2dA�¸¹Á^�%��RAMGo�A�Æ�®G�Jk
�!dñ�H�ã��DCcW2�3G #@H�¸¹Á^�%�Æ�®GM=M±k�!dW@�
`.e8ñ��ã��DCcW2�

• pagecache —±���º��¼%³X2d¸¹Á±kj·0W2�pagecache G¨H¨��Ê�
@��Xa�C±���º��¼¸¹ÁGT³ATdk��2d8Zbuffermem Aâ8jl@X�
0W2�

• page-cluster — 1p@¾X1d±��Wk #0W2��¬�Â�¨H4@�,eH�jD
H16±��DCcW2%�TAlBG���·@C�C¨@2�

• pagetable_cache — ®Ä���°���@�º��¼.ed±����ÂWkj·0W
2�1��A2��G¨H�6e7eD¨.±.ed±����ÂGT³WATdWDCcW2�

, � 0 8 . W / W C ¬ x { Â G á f D = � ? H �/usr/src/linux-
2.4/Documentation/sysctl/vm.txt ¬ x { Â k � Í 0 ? ( 9 .
��

5.3.10. /proc/sysvipc/

,G�zÃ��ÁDHSystem V IPCÁ���D12dõ`%7We?�W2�,G�zÃ��Á
×G¬x{ÂH�¸����)msg*��µ¬�)sem*�»4¸¹Á)shm*DM2dSystem V
IPC��ÂD1+0?�W2�

5.3.11. /proc/tty/

,G�zÃ��ÁDH���·ê@�Xa�C�l³X.e?�dtty�§{�D12dõ`%Å�.
e?�W2�eoteletype deviceA�Ie?�8[G@��ºÀ��°��G����Á%tty�§{�
A�IeW2�

LinuxDH38ÅGtty�§{�%�cW2��ÁyÂ�§{�H¹�·]�ÁyÂ��ÂCBk³X
2d�0D³X.eW2�[ú�ÁH����·�Ê��Â@[Alt]- [<F>]��k>2A�Xa�C[
ú�Ê��ÂCBÍ}G�Ê��Â�0k{o0W2�vâ�ÁHXFree86CBG�ac��Ã°Â
Gy®Á���¾Ê@³X.edïjÏ�¶¼¢���¾Êk{o0W2� À{§�¬x{ÂH³X
ÁG�lGtty�§{�Í~@2�

serial /dev/cua 5 64-127 serial:callout
serial /dev/ttyS 4 64-127 serial
pty_slave /dev/pts 136 0-255 pty:slave
pty_master /dev/ptm 128 0-255 pty:master
pty_slave /dev/ttyp 3 0-255 pty:slave
pty_master /dev/pty 2 0-255 pty:master
/dev/vc/0 /dev/vc/0 4 0 system:vtmaster
/dev/ptmx /dev/ptmx 5 2 system
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/dev/console /dev/console 5 1 system:console
/dev/tty /dev/tty 5 0 system:/dev/tty
unknown /dev/vc/%d 4 1-63 console

/proc/tty/driver/serial ¬x{ÂHÁ�ÁyÂtty�G³X�JA�����GÍ~kñ0W
2�

tty�§{�k¤��Æ���§{�A¦TGjl@³X@&da�D2d8Z�Linux��¤ÂH�§
{�G�¿j·kÄZ0W2�,eDac� À{§H�§{�ê@X�.ed���Ä��³D
�4G¯���kä*d,A%@&W2��0GÁ¹���Ê @���Ä��k1§G��Á�·
Ga�D|4d,A%a�@2�SLIP]PPPHÍ}AC�¿j·@�6e7eÍ}D�ÁyÂÁÊ�
@���·k�02d8ZD³X.eW2�

g�08�¿j·Hldisc �zÃ��Á@�Xa�Cáfõ`AA[Dldiscs ¬x{ÂDÅ�.eW
2�

5.4. sysctl ���µµµÊÊÊ   GGG³³³XXX

/sbin/sysctl �µÊ H/proc/sys/ �zÃ��Á×G��¤Â #k��~� #�ô¥Z2d
8ZDX�W2�

/proc/sys/ �zÃ��Á×G2R?Ga�C #G°^k©dDH�rootA0?/sbin/sysctl
-a �µÊ kó´0W2�,eHd&(^âACÍ~k{o0W2�6GÍ�H«YGa�DC<?
�W2�

net.ipv4.route.min_delay = 2
kernel.sysrq = 0
kernel.sem = 250 32000 32 128

,eH¬x{Âk�9D|8ñ�A¦1I§õ`@2�*ÍGÄ�H¬x{ÂÄ���¾Ê
@2�/proc/sys/net/ipv4/route/min_delay/ Hnet.ipv4.route.min_delay @ñ.eW
2��zÃ��ÁG�À��¼H ��A[#08proc.sys D±&�!be?�W2�

sysctl �µÊ H�echoGbhcD�/proc/sys/ �zÃ��ÁG�&�!a�¬x{ÂD¨kß
c�?d8ZD³�W2�È!I�«YG�µÊ kX�dbhcD³�W2�

echo 1 > /proc/sys/kernel/sysrq

bhcDsysctl �µÊ H«YGTD³�W2�

sysctl -w kernel.sysrq="1"
kernel.sysrq = 1

/proc/sys/ D,�08�ÍG¨k2)D #@&dG@���ÁHlb0W2%�/proc/sys/ G
¸9C #H2R?µ�ÊGSf¥éD�hedG@y¥���·ê@HX�0W4l���¤ÂD
M03<A4ËD0?#&8� #kJ52dDH�6G #k/etc/sysctl.conf ¬x{ÂD�`
0W2�

���·%��2d8LD�/etc/rc.d/rc.sysinit ��Á®�%init Da<?��.eW2�
,G��Á®�DH/etc/sysctl.conf k³X0?��¤ÂDf2¨k #2dºDsysctl k��
2d�µÊ %7We?�W2�@2$b�/etc/sysctl.conf D�`.e8¨H�³����·
��¶D4ËACcW2�
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5.5. 666GGG;;;GGGÁÁÁ���������
«YDproc ¬x{Â���·D12d;Gõ`�kñ0W2�

5.5.1. {{{ÊÊÊ���������ÂÂÂ...eee???���ddd   ���¼¼¼¸̧̧ÊÊÊ���

/proc D12dT®Gµ¢¼yÂGTAlBH�³X0?�d���·ê@�X@&W2�

• /usr/src/linux-2.4/Documentation/filesystems/proc.txt — /proc �zÃ��ÁG
2R?G#õD12d�#.e81åõ`%7We?�W2�

• /usr/src/linux-2.4/Documentation/sysrq.txt —���·^����®�¾ÊG°^�

• /usr/src/linux-2.4/Documentation/sysctl/ — sysctl G.W/WC©Ê�%7We
?�d�zÃ��Á@2���¤Â)kernel.txt *�¬x{Â���·QGy���
)fs.txt *�[ú¸¹Á³X)vm.txt *D12d¨G>è%7We?�W2�

• /usr/src/linux-2.4/Documentation/networking/ip-sysctl.txt — .W/WCIP¤�
�Æ��Ê��®�¾ÊG�~�

• /usr/src/linux-2.4 — /proc D12dT[�q@&dõ`D=�?H���¤Â�����
 k#¾X(9.��kernel-source RPM%���·D{Ê���Â.e?�d,AkÉú0�
����� D=�?H/usr/src/linux-2.4 �zÃ��Ák-~(9.��

5.5.2. ���DDD���===Web���{{{���

• http://www.linuxhq.com —,G�{�DHLinux��¤ÂGÁ§��¾ÊDM2d����¨�
�� �¼¸Ê���¾ÊG	ÓC���°��%X¶.e?�W2�



e6Ô

½½½���������AAA���ÂÂÂ���®®®

½���A�Â�®G"�H�Red Hat Linux���·"�GÁÆkC0W2�

½���H��lG³X�Då^08y�}Ê�G¶Ì@0@�d$�¿H�³X2d¸5Cy®Á
���¾ÊXD5l2dy�}Ê�@[4cµW2�

�Â�®H�»�G�AGºD½���k��0?ç�k��ADÌ08[G@2�¦Í�Â�®G
½���H�Â�®�4G¬x{Âk¾X-X��&-X�¿H��k2d,A%woW2�

Á½���A�Â�®DH�½���id(UID)A�Â�®id(GID)A��½¸Gú9Wå%6e7eß
c�?beW2�

¬x{Â%{o.edA�6eH6G½���A�Â�®G�4�Dßc�?beW2�W8�¬x
{ÂDH�4���Â�®�6G;XD�9G¾X-Xs���&-Xs����s�%ßc�?b
eW2�¬x{Â%-2d½���A�Â�®��L6G¬x{ÂGy���s�Hroot½����d
�H�£BGñ��¬x{ÂG{o�Da<?>è%a�@2�

C�C½���A�Â�®G"�A�¬x{Â³Xs�GË�G®�"�H���·"��GT[l
^CÝÜG1=@2�½���A�Â�®G"�D12d #^³Gáfk©dDHRed Hat Linux�
��·y ¶¢��Ã��¾Ê®Ã¶yGÁGy�}Ê�A�Â�®G"�GÔk�Í0?Y.��

6.1. ½½½���������AAA���ÂÂÂ���®®®GGG"""���������ÂÂÂ
½���]�Â�®G"�H]�C{Ý@4cµW2%�Red Hat LinuxH½���A�Â�®G"
�k#\Z2d��ÂA1c[Zk,¶0W2�

½���A�Â�®k"�2dT[#�CjlH��À¬z�Ây®Á���¾Ê½½½���������µµµ¤¤¤���
���ººº(redhat-config-users )k³X2d,A@2�½½½���������µµµ¤¤¤������ºººGáfD=�?HRed Hat
Linux���µ{��{ D�d½���A�Â�®G #GÔk�Í0?Y.��

êG�µÊ À{Ê��Âk³X0?½���A�Â�®k"�2d,A[@&W2�

• useradd , usermod ,�Luserdel —½���y�}Ê�G�`�|£��LKvk2dÝ¡Ç�
Gjl�

• groupadd , groupmod ,�Lgroupdel —½����Â�®G�`�|£��LKvk2dÝ¡Ç
�Gjl�

• gpasswd — /etc/group ¬x{Âk"�2d8ZGÝ¡Ç�Gjl�

• pwck , grpck —¨�Æ� ��Â�®��L�1åG�º }¬x{ÂGÉßGºG��Â�

• pwconv , pwunconv —�º }¨�Æ� QG>�AÇ�¨�Æ� QG�YGºG��Â�

½���A�Â�®G"�D12d°^H�Red Hat Linux���·y ¶¢��Ã��¾Ê®Ã¶
y@·~Y.��½���A�Â�®G"�GºG�µÊ À{Ê��ÂGáfkÉú2dDH�Red
Hat Linux���µ{��{ G½���A�Â�®G #GÔk·~Y.��

6.2. ÇÇÇ���AAACCC½½½���������
Ì6-1H�52R?6k{Ê���Â08ñ�G/etc/passwd ¬x{ÂGÁ@ #.e?�dÇ�
½���GÍ~kñ0W2�,GÌGGID(�Â�®id)H½���G®À{µÁ�Â�®@2�Ç�G
�Â�®GÍ~D10?H��6.3k�Í0?Y.��
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½½½��������� UID GID ²²²���···���zzzÃÃÃ������ÁÁÁ ���~~~ÂÂÂ

½½½��������� UID GID ²²²���···���zzzÃÃÃ������ÁÁÁ ���~~~ÂÂÂ

root 0 0 /root /bin/bash

bin 1 1 /bin /sbin/nologin

daemon 2 2 /sbin /sbin/nologin

adm 3 4 /var/adm /sbin/nologin

lp 4 7 /var/spool/lpd /sbin/nologin

sync 5 0 /sbin /bin/sync

shutdown 6 0 /sbin /sbin/shutdown

halt 7 0 /sbin /sbin/halt

mail 8 12 /var/spool/mail /sbin/nologin

news 9 13 /var/spool/news

uucp 10 14 /var/spool/uucp /sbin/nologin

operator 11 0 /root /sbin/nologin

games 12 100 /usr/games /sbin/nologin

gopher 13 30 /usr/lib/gopher-data /sbin/nologin

ftp 14 50 /var/ftp /sbin/nologin

nobody 99 99 / /sbin/nologin

rpm 37 37 /var/lib/rpm /bin/bash

vcsa 69 69 /dev /sbin/nologin

ntp 38 38 /etc/ntp /sbin/nologin

canna 39 39 /var/lib/canna /sbin/nologin

nscd 28 28 / /bin/false

rpc 32 32 / /sbin/nologin

postfix 89 89 /var/spool/postfix /bin/true

named 25 25 /var/named /bin/false

amanda 33 6 var/lib/amanda/ /bin/bash

postgres 26 26 /var/lib/pgsql /bin/bash

sshd 74 74 /var/empty/sshd /sbin/nologin

rpcuser 29 29 /var/lib/nfs /sbin/nologin

nsfnobody 65534 65534 /var/lib/nfs /sbin/nologin

pvm 24 24 /usr/share/pvm3 /bin/bash

apache 48 48 /var/www /bin/false

xfs 43 43 /etc/X11/fs /sbin/nologin

desktop 80 80 /var/lib/menu/kde /sbin/nologin
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½½½��������� UID GID ²²²���···���zzzÃÃÃ������ÁÁÁ ���~~~ÂÂÂ

gdm 42 42 /var/gdm /sbin/nologin

mysql 27 27 /var/lib/mysql /bin/bash

webalizer 67 67 /var/www/html/usage /sbin/nologin

mailman 41 41 /var/mailman /bin/false

mailnull 47 47 /var/spool/mqueue /sbin/nologin

smmsp 51 51 /var/spool/mqueue /sbin/nologin

squid 23 23 /var/spool/squid /dev/null

ldap 55 55 /var/lib/ldap /bin/false

netdump 34 34 /var/crash /bin/bash

pcap 77 77 /var/arpwatch /sbin/nologin

ident 98 98 / /sbin/nologin

privoxy 100 101 /etc/privoxy

radvd 75 75 / /bin/false

fax 78 78 /var/spool/fax /sbin/nologin

wnn 49 49 /var/lib/wnn /bin/bash

ÌÌÌ6-1.ÇÇÇ���AAACCC½½½���������

6.3. ÇÇÇ���AAACCC���ÂÂÂ���®®®
Ì6-2H�52R?6k{Ê���Â08ñ�D #.e8Ç�G�Â�®GÍ~@2��Â�®
HRed Hat Linux×G/etc/group ¬x{ÂDJ5.e?�W2�

���ÂÂÂ���®®® GID ¸̧̧ÊÊÊ§§§���

root 0 root

bin 1 root, bin, daemon

daemon 2 root, bin, daemon

sys 3 root, bin, adm

adm 4 root, adm, daemon

tty 5

disk 6 root

lp 7 daemon, lp

mem 8

kmem 9

wheel 10 root

mail 12 mail

news 13 news
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���ÂÂÂ���®®® GID ¸̧̧ÊÊÊ§§§���

uucp 14 uucp

man 15

games 20

gopher 30

dip 40

ftp 50

lock 54

nobody 99

users 100

rpm 37 rpm

utmp 22

floppy 19

vcsa 69

ntp 38

canna 39

nscd 28

rpc 32

postdrop 90

postfix 89

named 25

postgres 26

sshd 74

rpcuser 29

nfsnobody 65534

pvm 24

apache 48

xfs 43

desktop 80

gdm 42

mysql 27

webalizer 67

mailman 41

mailnull 47

smmsp 51

squid 23
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���ÂÂÂ���®®® GID ¸̧̧ÊÊÊ§§§���

ldap 55

netdump 34

pcap 77

ident 98

privoxy 101

radvd 75

fax 78

slocate 21

wnn 49

ÌÌÌ6-2.ÇÇÇ���AAACCC���ÂÂÂ���®®®

6.4. ½½½���������®®®ÀÀÀ{{{°°°���������ÂÂÂ���®®®
Red Hat LinuxH½���®À{°���Â�®)UPG*KBk³X0?UNIXG�Â�®k³�]2
(0?�W2�

UPGH�cG½���%���·D�`.edpD�yo.eW2�UPGH6e%yo.ed�@�
d½���A¦çkè<?#c�6G½���GX%UPGG¸Ê§�@2�

UPGG³XDac��cG¬x{Â]�zÃ��ÁDM0£ÓD�¬�Â�Gs�k #2d,A%
a�C8Z�½���A6G½���G�Â�®H6ebG¬x{Â]�zÃ��Ákô:DKvw
oda�DCcW2�

�cD{o.e8¬x{Â]�zÃ��ÁDM0?BGs�kF!d$k[#2d #HumaskA
�Ie�/etc/bashrc ¬x{Â×D #.e?�W2�X�ADUNIX���·@H�6
GumaskH022D #.e?�W2�,G #@H�¬x{Â¿H�zÃ��Ák{o08½���§
0GX%>è@&W2�,GKBY@H�;G½���A½����Â�®G¸Ê§�@[6G½�
��G¬x{ÂH>èwoW4l�0$0UPGKBGÁ@H�Á½���%ô�G®À{°���
Â�®kè=,A$b�,G�Â�®J¿H»^@H�cW4l�

6.4.1. ���ÂÂÂ���®®®���zzzÃÃÃ������ÁÁÁ

TAlBGITç�H�0^®Ä�~��-AD�Â�®k{o0�6G�Â�®G¬x{ÂDy��
�2d»^G�d0k�Â�®Dßc�?d,AkÔXW2�,Ga�CX�ACKB@H��$%
¬x{Âk{o08ñ�D�{o�G-2d®À{µÁ�Â�®%6G¬x{ÂG�4�DCd8
Z�¬x{ÂG"�%1æ@08�10G0/%�WG®Ä�~��Deá2dñ��v0�¬x{Â
kv0��Â�®A1åä*dGHæ0(CcW2�UPGKB@H��Â�®Hsetgidª�����
kè=�zÃ��Á@{o.e8¬x{ÂDô¥ADßc�?bed8Z��zÃ��Ák»42d
�Â�®®Ä�~��G"�%¤ôD#�DCcW2�

ÈA0?�+dA��d�Â�®%/usr/lib/emacs/site-lisp/ �zÃ��Á×G¬x{Â@{
Ýk0?�dñ��Ob$G0�H�zÃ��ÁGKvk.4d�q%�cW2%�Ó?G0%6�
@H�cW4l�6,@©3�«YGa�C�µÊ k³X0?emacs �Â�®k{o0W2�

/usr/sbin/groupadd emacs

6G�zÃ��ÁG×Mkemacs�Â�®A1å>*dDHêGa�Dó´0W2�

chown -R root.emacs /usr/lib/emacs/site-lisp
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,,@gpasswd�µÊ k³X0?,G�Â�®DvùC½���k�`2d,A%a�DCcW
2�

/usr/bin/gpasswd -a <username > emacs

«YG�µÊ @�,G�zÃ��Á×D�jD¬x{Âk{o2ds�k½���DF!W2�

chmod 775 /usr/lib/emacs/site-lisp

½���%�0�¬x{Âk{o2dA�6G¬x{ÂG�Â�®A0?½���G�¬�Â�@�
d®À{°���Â�®%ßc�?beW2�êDsetgidª��k #0?�6G�zÃ��ÁD{o
.e8Ó?D�zÃ��Áô+(emacs)A¦1�Â�®s�kßc�?W2�êG�µÊ k³X0W
2�

chmod 2775 /usr/lib/emacs/site-lisp

,GéW@Á½���G�¬�Â�umask%002@�dºD�½���%�0�¬x{Âk�&
-YpD"��%¬x{ÂGs�k>è2d,AC(�emacs�Â�®GÓ?G¸Ê§�
H/usr/lib/emacs/site-lisp/ �zÃ��Á×@¬x{Âk{o�LA_2d,A%@&W2�

6.5. ���ººº   }}}¨̈̈���ÆÆÆ���   
µÂ�½����Â@H��º }¨�Æ� (�º }½��zÁ�z¨����@,¶) G³X%$
Ccl^DC<?&W2�6G³XDac¬x{ÂG���·úß¬x{ÂG��¼Á�z%ÄZ.
eW2�,G�:@Red Hat Linux{Ê���Â®Ä�À·H�¬�Â�@�º }¨�Æ� k4Ë
D0?�W2�

eoGUNIX°��G���·@¨�Æ� kJ52djlac,e8�º }¨�Æ� G�Wk«
YGÍ~@ñ0W2�

• ¦�Z.e8¨�Æ� ¦��¼kÓ?¾X1ca�C/etc/passwd $rootD0$¾X1eC
�/etc/shadow D½¥2d,A@���·��¼Á�zkÏê�

• ¨�Æ� Gú�ZD1å2dõ`kJ5�

• /etc/login.defs ¬x{Âk³X0?��¼Á�z´Á��k���

shadow-utils ¨����½��zÁ�zDa<?,¶.ed£BG½��zÁ�zH�º }¨
�Æ� %4Ë@�d,AD1+C(�v0(¥{0W2�890�¨�Æ� ú�Zõ`%X
G/etc/shadow �zÃ��ÁDF�.e?�dº�¨�Æ� ú�Zõ`G{o]A_k2d�µ
Ê H¥{0W4l�

�º }¨�Æ� kT�D4ËD0C�A¥{0C��µÊ k«YGÍ~@0Z0W2�

• chage

• gpasswd

• /usr/sbin/usermod -e or -f options

• /usr/sbin/useradd -e or -f options
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Red Hat LinuxG¦��H���¤Â@0`�%�<(G½���DA<?H��±Ã��zÊ���
�·GBH�]HcX Window SystemDa<?,¶.edXA�Ied�À¬z�Â�Â@2�

UNIX™Ge¡@HÁ8G}zÊ }�Â%�Wd�5l0?oW08��lG<(G0��±Ã�
�zÊ����·ac×¶%�cW2�,ebG�ak�0?�UNIXÀ{�C�±Ã��zÊ���
�·@H�X %�À¬z�Â�ÂG,�nkJè0?�W2�

Red Hat LinuxG�À¬z�Â�ÂHXG��®Ê�����@�dXFree86™Da<?¶¢.e?
�W2�XFree86H�e¡Á@\Ã0[G¦`�%�d�+`OÁG��®Ê����¬�}~y®
Ä�~��@2�Á8¦� }~y�§{�Ay�����ºk�Ü(�´��@&d�¼Cd�±
Ã��zÊ����·A®À��²�·@��@&dA�<8¸à%�cW2�

X Window SystemH��À{yÊ�/��§�y�����º�k³X0W2�X��§�H�¤��
Æ��¿HÄ��ÂÂ�®§��{Ê��¬~{�kC:08X�À{yÊ�$bG�0k�Ö0W
2���§�H�ª���� �¹¢�����³� �µ}�CB¦� }~yAGå;%�cW
2�X �À{yÊ�y®Á���¾ÊH�½����±��×D�c�½���A6G½���G^
�kX��§�Df28ZG�À¬z�Â½���{Ê��¬~{�(GUI)kìo0W2�

7.1. XFree86
Red Hat Linux 9@HXFree86G§��¾Ê4.xkX Window SystemG°��A0?³X0�,e
H3D¦� }~yy��ÀÃ���´���anti-aliased¬�Ê�XGXRenderÃÞ�¹�¼À� À
{§�°��G��{Ê�60?T�Gª��¦� }~yAó´�§{�X�´��CBGT©�
GXFree86rxG�Äk7l@�W2�

lll^̂̂

Red Hat Linux H�XFree86§��¾Ê3G��§�¨����G�´��H0?#cW4l�Red Hat
LinuxGT�G§��¾ÊDy�®�Ã� 2dÏD�ª���� %XFree86 G§��¾Ê4A°�n%�d
$B�$k�Red Hat¦� }~y°�Í~G�{�@Éú0?(9.��http://hardware.redhat.com.

XFree861åG¬x{ÂH�0DêG2=Gñ�D�cW2�

/usr/X11R6/

‘ ,eH�X ��§�AO=$G�À{yÊ�y®Á���¾Ê�.bDX ¯��¬x{Â�À{
ÀÁ�¹�¼�Â� �¼¸Ê�CBkF�0?�W2�

/etc/X11/

‘ ,eDH�X �À{yÊ�A��§�Gy®Á���¾ÊXG #¬x{Â%7We?�W2�
,GÁDH�X ��§�ô+G #¬x{Â���xfs ¬�Ê���§��X �z�®Ã�µ
¤��º�6G;<(G°���Ê´�¤Ê�%�cW2�

� 0 �Fontconfig° � � G ¬ � Ê � y � � � � � º � H/etc/fonts/fonts.conf
(/etc/X11/XftConfig ¬x{ÂG�4xACd)@�d,ADÈ¶0?Y.��¬�Ê�G 
#A�`D10?H�7.4k·~Y.��

XFree86��§�H��Ü�8ÅG¦� }~yê@�pC���k��0W2G@�áfC #k
»^A0W2�Red Hat Linux{Ê���Â®Ä�À·H�XFree86̈ ����%{Ê���ÂGÉo
��$b«e?�d,A%C��c�XFree86kô¥AD{Ê���Â0? #k0W2�0$0�
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¹¢��]ª���� %>è.edñ��XFree86HS #.ed»^%�cW2�,ek��2
dÍ�#�CjlHX    ###������ÂÂÂ

XG���¾Ê%y��zCéD�X    ###������ÂÂÂk����2dDH�¨¤ÂêG¸̧̧{{{ÊÊÊ¸̧̧¢¢¢¼¼¼���
³³³���ÊÊÊ=>���������···   ### =>���zzz���®®®ÃÃÃ���A-l@�&W2�X ���¾ÊG/DX    ###������ÂÂÂk³
X08¶H�ÍpÄ��¬k0?�SpÄ��Ê2dA6G>è%4ËDCcW2�X    ###������ÂÂÂG
³XD12dáfHRed Hat Linuxó��{ ×G���z��ª���6G;G>LGX�GÔ@É
ú0?Y.��

ñ�Da<?H�XFree86��§�GS #H�6G #¬x{Â/etc/X11/XF86Config G3¥A
_%»^DCd$[©eW4l�,G¬x{ÂGì!D10?H�7.3k·~Y.��

7.2. ���������������®®®���ÂÂÂAAA}}}zzzÊÊÊ   }}}µµµ¤¤¤������ººº
XFree86��§�%��0?�dúSDCdA�X�À{yÊ�y®Á���¾ÊH6eD�00?�
½���XGGUIk{o2d,A%woW2�Red Hat Linux@H�-(I§AC�}zÊ }µ
¤��º$b�pD`~08M�ùGGNOME�����®�ÂW@�<(GRed Hat Linux½���
D#à¸XG�Ü�GUI%�X@&W2�

ac`~08GUI@�d�GNOME�����®�Âkìo2dDH�X �À{yÊ�y®Á��
�¾ÊG2=G0^�À�������®�Â��L}zÊ }µ¤��º%XFree86��§�D�0
.ed»^%�cW2�

7.2.1. ���������������®®®���ÂÂÂ

�����®�ÂH�Í�D³X.edA»�G�À¬z�Â½����ÂA¦`®À��¬��·
kì¶2dÁ8GX�À{yÊ�kF(0W2�

�����®�ÂH�O=$G�pCX�kè:�6G³XDacX�À{yÊ�A;G��Á®Ä�
�%#°�DÃ�@&da�DCc�W86G�ÂGÁ@¥{2dTD�&-We?�dÓ?Gy®
Á���¾Ê%� À��yÊ  Ä�®CBG�p���k��@&da�DCcW2�

Red Hat LinuxH«YG28ÅG�����®�Âk,¶0W2�

• GNOME— GTK+ 2�À¬z�Â��Â���k°��D08Red Hat LinuxXG�¬�Â���
���®�Â�

• KDE — Qt 3�À¬z�Â��Â���k°��D08bXG�����®�Â�

GNOMEAKDEH£jA[�Æ�®Ä��®Ã� ����WebÀ}�CBG�pC{ÝË�G
y®Á���¾Êkè<?#c�W8GUIGÂ��A¬z�Âk���µ{�2d8ZG��Â[,
¶0W2�.bDH�GTK+ 2AQtG£jGÀ{ÀÁ%4<?�dñ��KDEy®Á���¾Ê
H�GNOMEGÁ@��a�@W86G�[a�DCcW2�

GNOMEAKDE�����®�ÂG���µ{�lD=�?Gõ`D=�?H�Red Hat Linuxó�
�{ k�Í0?(9.��

7.2.2. }}}zzzÊÊÊ   }}}µµµ¤¤¤������ººº

}zÊ }µ¤��º H������®�ÂD1�@�d$�¿H�ñ�Da<?H��Ê yÄ�
ÊG,A[�cW2�6G0^�AH�À¬z�Â}zÊ }%BGa�D.±.e��{�>è.
e�60?½¥.ed$kj·0W2�}zÊ }µ¤��ºH�W8�{�Â§��}zÊ }G
ÌWí¢�60?½��� #G��Aµ}�³�ÊGå;CB[j·0W2�

58ÅG}zÊ }µ¤��º%Red Hat LinuxDF�.e?�W2�

• kwin — KWin}zÊ }µ¤��ºH�KDE�����®�ÂXG�¬�Â�}zÊ }µ¤�
�º@2����·��µk�´��2dË�G®�}zÊ }µ¤��º@2�
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• metacity — Metacity}zÊ }µ¤��ºH�GNOME�����®�ÂG�¬�Â�}zÊ
 }µ¤��º@2����·��µk�´��2d#�@Ë�G®�}zÊ }µ¤��º@
2�

• mwm— Motif }zÊ }µ¤��ºH�I§AC��Ê yÄ�ÊG}zÊ }µ¤��º@2�
�½@X�2da�D J.e?�d8Z�GNOME]KDEAÍ�D³X2R&@H�cW4l�

• sawfish — Sawfish}zÊ }µ¤��ºH�¬ÂX�k[<8}zÊ }µ¤��º@�Red
Hat Linux 8.0GÁÁ��W@H�GNOME�����®�ÂXG�¬�Â�@08�,eH�½@
[�����®�ÂAG(X@[³X@&W2�

• twm —T³G�}zÊ }µ¤��º@�,eH2R?G}zÊ }µ¤��ºGÁ@T[I§
AC��Â���k,¶0��½¿H�����®�ÂAG(X@[³X@&W2�XFree86GÍ
�A0?{Ê���Â.eW2�

}zÊ }µ¤��ºH�6GÄ�kéÉD©dºD�����®�ÂC0@�½@��2d,A
[woW2�,ek��2dDH��µÊ xinit -e <path-to-window-manager >kó´0W
2�,,@<path-to-window-manager >H}zÊ }µ¤��ºG§{¡Á¬x{ÂG�dñ�
@2�6G§{¡Á¬x{ÂHwhich <window-manager-name >Aó´0?|ä*d,A%wo
W2�

7.3. XFree86������§§§���   ###¬¬¬xxx{{{ÂÂÂ
XFree86��§�H��Ê�Â§{¡Á��a�¬x{Â(/usr/X11R6/bin/XFree86 )�,e
H/usr/X11R6/lib/modules/ �zÃ��Á$bÀÊ�{·D#�?�»^CX ��§�¹�¼�
Âk¥ADÄ� 0W2�,ebG¹�¼�ÂGÍ�H��§�Da<?ô¥ADÄ� .eW2
%�6e««HÉoÓACc�XFree86��§� #¬x{ÂGÁ@Ã#0C*eICcW4l�

XFree86��§�A6G1å #¬x{ÂH/etc/X11/ �zÃ��Á×DJ5.e?�W
2�XFree86��§�XG #¬x{ÂH/etc/X11/XF86Config @2�Red Hat Linux%{Ê�
��Â.edA�XFree86G #¬x{Â%�{Ê���Â®Ä��G/D���·¦� }~yD
=�?Gõ`k³X0?{o.eW2�

7.3.1. XF86Config

/etc/X11/XF86Config k3¥@A_%»^C,AH�Wc�cW4l%��ÀÂ�¼��zÊ�
GéCBD.W/WC���¾ÊA�®�¾Ê¨À¸��D=�?©<?#(AE�@2�

7.3.1.1. ììì!!!

/etc/X11/XF86Config G¬x{ÂH���¾ÊG_Wc@ìo.e?#c�6e7eG���¾Ê
H���·¦� }~yG¸#G¥{k��0W2�

Á���¾ÊHSection " <section-name >" (,,@<section-name >AH���¾ÊG�
{�Â@2)�@ºWc�EndSection �@Q 0W2�Á�GÁDH��®�¾Êçk7Y�%�
c�´C(A[1=G�®�¾Ê¨%A&DHÛXó@°We?�W2�

[#]µ��@ºWd�H�0/%¾Y8ZG�¸Ê�A0?³X.e�XFree86��§�DH¾X-W
eC��@2�

/etc/X11/XF86Config ¬x{ÂGO=$H�Â¨�z��k1c�,e%X�G�ÊA�¬G�
U!k0W2�4ËC�Â¨H«YGa�DCcW2�

• 1�on�true �yes —,ebH�3e[��®�¾Êk�ÊD0W2�

• 0�off �false �no —,ebH�3e[�®�¾Êk�¬D0W2�
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«YD�Ç�AC/etc/X11/XF86Config ¬x{ÂDÌñ.e?�d��G���¾ÊGÍ�kñ0
W2�XFree86¬x{Â��§�G #¬x{ÂD12dáfõ`HXF86Config Gman±��@É
ú2d,A%@&W2�

7.3.1.2. ServerFlags

�®�¾ÊGServerFlags ���¾ÊDH�.W/WC�Ä�§ÂXFree86��§�G #%7We
?�W2�,G���¾ÊG #HServerLayout ���¾ÊD.±.e?�d�®�¾Ê@ê�&
.e?0W�W2�(áfH�7.3.1.3@·~Y.�)�

ServerFlags ���¾Ê×G�Ê�Á�H6e7e½ôG�D�c�Option A��Ìñ@ºW
d2lÛXó["]@°We8�®�¾Êkè:W2

«YDServerFlags ���¾ÊG�Ê®Âkñ0W2�

Section "ServerFlags"
Option "DontZap" "true"

EndSection

�D�=�®�¾ÊGO=$k«YDñ0W2�

• "DontZap" " <boolean >" — <boolean >G¨%�5true6Gñ��XFree86��§�k÷:
D�Ê2da�C[Ctrl]- [Alt]- [Backspace]��G³Xk�Ê0W2�

• "DontZoom" " <boolean >" — <boolean >G¨%�5true6Gñ��[Ctrl]- [Alt]- [Keypad-
Plus]��G³XA�[Ctrl]- [Alt]- [Keypad-Minus]��k³X08� #^Gª����pk�U!
dÿ{k�Ê0W2�

7.3.1.3. ServerLayout

ServerLayout ���¾ÊH�XFree86��§�Da<?j·.e?�dó´/w´XG�§{�kç
X�h4W2�T�@[,G���¾ÊH1=Gw´�§{�A2=Gó´�§{�(��³� Aµ}
�)kÃ#2d»^%�cW2�

êGÈ@H�Ç�ACServerLayout ���¾Êkñ0?�W2�

Section "ServerLayout"
Identifier "Default Layout"
Screen 0 "Screen0" 0 0
InputDevice "Mouse0" "CorePointer"
InputDevice "Keyboard0" "CoreKeyboard"

EndSection

«YDServerLayout ���¾Ê@Í}AD³X.ed�Ê�Á�kñ0W2�

• Identifier —,GServerLayout ���¾ÊXG½ôGçÏkÃ#0W2�

• Screen — XFree86��§�@³X.edScreen ���¾ÊGçÏkÃ#0W2��WGScreen
�®�¾Ê%5l2d,A%@&W2�

«YDÇ�ACScreen �Ê�Á�GÈkñ0W2�
Screen 0 "Screen0" 0 0

,GÈGScreen �Ê�Á�(0)H�T�G¹¢���¤�����d�Hª���� ê
Ghead%Screen ���¾ÊGÃ#08 #kú9½"Screen0" @³X2d,Akñ0?�W2�

ª���� %�WG¯� kè<?�dñ��9G��A9GScreen ���¾Êú9½kè=[
�1=GScreen �Ê�Á�%»^DCcW2�

"Screen0" GåG��H��õGEê�D³�XAYG¥MOÇ@2(�¬�Â�H0 0)�
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• InputDevice — XFree86��§�A(X2dInputDevice ���¾ÊGçÏkÃ#0W2�

´C(A[2=GInputDevice �Ê�Á�%»^@2�1=H��¬�Â�Gµ}�X@�[�1=
H�¬�Â�G��³� X@2��®�¾ÊGCorePointer ACoreKeyboard H,eb%0^
Cµ}�A��³� @�d,Akñ0W2�

• Option " <option-name >" —,G���¾ÊG����À¨À¸���kÃ#2d�®�¾Ê
G�Ê�Á�@2�,,DÁ��.e?�d�Ê�Á�HServerFlags ���¾ÊDÁ��.e?
�d[Gkê�&0W2�

,G<option-name >H�XF86ConfigGman±��G,G���¾ÊDÁ��0?�d4ËC
�®�¾Ê@óe�!W2�

�WGServerLayout ���¾Êk{o2d,A%woW2�0$0���§�H��µÊ À{Ê
GÛWA0?bXGServerLayout ���¾Ê%Ã#.e?�dñ�««H�T�DÌñ.ed�k
¾X-XW2�

7.3.1.4. Files

Files ���¾ÊH�¬�Ê�¨�Ga�D�XFree86��§�QGl^C��ª�XG¨�k #
0W2�

«YGÈ@�Ç�ACFiles ���¾Êkñ0W2�

Section "Files"
RgbPath "/usr/X11R6/lib/X11/rgb"
FontPath "unix/:7100"

EndSection

«YDÍ}ADFiles ���¾Ê@³X.ed�Ê�Á�kñ0W2�

• RgbPath — RGB�À����°��Gñ�kÃ#0W2�,G���°��HXFree86GÓ?G
�À�çk#x0�6ek¸#GRGB̈ A^�.4W2�

• FontPath — XFree86��§�%�xfs ¬�Ê���§�$b¬�Ê�k1cw2ºD�02d»
^G�dñ�kÃ#0W2�

�¬�Â�@H�FontPath Hunix/:7100 @2�,eH�XFree86��§�DM0?�´�
�7100D�dIPC(inter-process communication)XGUNIX ¸{Ê����k³X0?¬�Ê�
õ`k1µ2da�DÃñ0W2�

XFree86]¬�Ê�GáfD=�?H��7.4k�Í0?(9.��

• ModulePath —�®�¾ÊG¨À¸���@2�,eHXFree86��§�¹�¼�ÂkJ52db
UG�zÃ��ÁkÃ#0W2�

7.3.1.5. Module

Module H�XFree86��§�%Ä� 2dD#G/usr/X11R6/lib/modules/ �zÃ��Á×G¹
�¼�ÂkÃ#0W2�¹�¼�ÂHXFree86��§�D�`GX�kF!W2�

«YGÈ@Ç�ACModule ���¾Êkñ0W2�

Section "Module"
Load "dbe"
Load "extmod"
Load "fbdevhw"
Load "glx"
Load "record"
Load "freetype"
Load "type1"
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Load "dri"
EndSection

7.3.1.6. InputDevice

ÁInputDevice ���¾ÊHXFree86��§�DM0?1=Gó´�§{�k #0W2����·
HÇ�Ã°Â@�T�@[2=GInputDevice ���¾Ê(��³� Aµ}�)kè:W2�

«YGÈH�µ}�XGÇ�ACInputDevice ���¾Êkñ0W2�

Section "InputDevice"
Identifier "Mouse0"
Driver "mouse"
Option "Protocol" "IMPS/2"
Option "Device" "/dev/input/mice"
Option "Emulate3Buttons" "no"
EndSection

Í}DInputDevice ���¾Ê@³X.ed�Ê�Á�H«YGa�DCcW2�

• Identifier — InputDevice ���¾ÊG½ôGçÏkÃ#0W2�,eH»?G�Ê�Á�@
2�

• Driver — �§{�XDXFree86%Ä� 2d»^G�d�§{� À{§�GçÏkÃ#0W
2�

• Option —6G�§{�D1+2d»^C�®�¾ÊkÃ#0W2�

µ}�DH�«YG�®�¾Ê%�cW2�

• Protocol — IMPS/2 CB�µ}�@³X2d®Ä��ÂkÃ#0W2�

• Device —���§{�Gñ�kÃ#0W2�

• Emulate3Buttons — 2=Gµ}�³�Êk¦éD>08éD3³�Êµ}�Ga�D¥{.4
d$B�$Ã#0W2�

,G���¾ÊG4ËC�®�¾ÊGÁ��D=�?H�XF86ConfigGman±��k�Í0?(9
.��

�¬�Â�@H�InputDevice ���¾ÊDH�½���%�`G�®�¾Êk #@&da�D2
d�¸Ê�%�cW2�

7.3.1.7. Monitor ���������¾¾¾ÊÊÊ

ÁMonitor ���¾ÊH����·Da<?³X.ed¹¢��G�{®k1= #0W2�1=
GMonitor ���¾ÊHT��»^@2%�µ�ÊDa<?³X.edÁ¹¢��G�`�G #[
4cµW2�

¹¢��G #@TÐGjlH�{Ê���ÂG®Ä��ÁDXk #2d$�¿HX    ###������ÂÂÂ
k³X2d,A@2�,GX    ###������ÂÂÂG³XD12dáfHRed Hat Linuxó��{ GÁD�
d���z��ª���6G;G>LGX�A��Ô@#¾XY.��

êGÈH�¹¢��XGÇ�ACMonitor ���¾Êkñ0?�W2�

Section "Monitor"
Identifier "Monitor0"
VendorName "Monitor Vendor"
ModelName "DDC Probed Monitor - ViewSonic G773-2"
DisplaySize 320 240
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HorizSync 30.0 - 70.0
VertRefresh 50.0 - 180.0
EndSection

LLL���

/etc/X11/XF86Config GMonitor ���¾Ê×@¨k3¥@A_2d,ADHÈ¶%»^@2�ãC�C¨
H¹¢��k8¤08c��808c2da�n%�cW2�¹¢��Gµ¢¼yÂ�@£ÓCÿ{XG¨À
¸��Í~kÉú0?Y.��

«YDMonitor ���¾Ê@Í}AD³X.ed�Ê�Á�kñ0W2�

• Identifier — Monitor ���¾ÊXG½ôDçÏkÃ#0W2�,eH»?G�Ê�Á�@
2�

• VendorName —¹¢��G°Ê��kÃ#2d�®�¾ÊG¨À¸��@2�

• ModelName —¹¢��G¹�ÂçkÃ#2d�®�¾ÊG¨À¸��@2�

• DisplaySize —¹¢��GÌñõ�k¶Á¸���@Ã#2d�®�¾ÊG¨À¸��@2�

• HorizSync — ¹¢��@°�nG�dH,¦UG�WG�kkHz�@Ã#0W2�,G¨
HXFree86��§�%�¹¢��XGç-XG��d�HÃ#^GModeline �Ê�Á�G4Ën
kn#2dGD��:W2�

• VertRefresh — ¹¢��@�´��.e?�dE÷¦UG�WG�kkHz�@Ã#0W2�
,ebG¨H�XFree86��§�%�¹¢��XGç-XG��d�HÃ#^GModeline �Ê�
Á�G4Ënkn#2dGD��:W2�

• Modeline — ¸#GH,¦UG�WAE÷¦UG�Wk�#08��d��p@G¹¢��X
G�`Gª��¹� kÃ#2d¨À¸��@2�Modeline �Ê�Á�D12dáf
HXF86Config Gman±��@·~Y.��

• Option " <option-name >" —���¾ÊQG����À¨À¸��kÃ#2d�®�¾ÊG�
Ê�Á�@2�<option-name >H�XF86ConfigGman±��×G,G���¾ÊXDÁ��
0?�d4ËC�®�¾Ê@óe�!W2�

7.3.1.8. Device

ÁDevice ���¾ÊH����·êGª���� 1=k #0W2�1=GDevice ���¾Ê%T
��@2%�µ�ÊêD{Ê���Â.e?�dÁª���� GºD�`�G #[4cµW2�

ª���� k #2dTÐGjlH�{Ê���Â®Ä��ÁDXk #2d$�¿HX    ###������
ÂÂÂk³X2d,A@2�,GX    ###������ÂÂÂG³XD=�?GáfHRed Hat Linuxó��{  GÁ
G���z��ª���6G;G>LGX�GÔk·~Y.��

êGÈH�ª���� XGÇ�ACDevice ���¾Êkñ0?�W2�

Section "Device"
Identifier "Videocard0"
Driver "mga"
VendorName "Videocard vendor"
BoardName "Matrox Millennium G200"
VideoRam 8192

Option "dpms"
EndSection

«YDDevice ���¾Ê@Í}AD³X.ed�Ê�Á�kñ0W2�
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• Identifier —,GDevice ���¾ÊXG½ôGçÏkÃ#0W2�,eH»?G�Ê�Á�@
2�

• Driver — ª���� k³X2d8ZDXFree86��§�%Ä� 2d»^G�d À{§�k
Ã#0W2�hwdata ¨����@{Ê���Â0?�d/usr/X11R6/lib/X11/Cards GÁD 
À{§�GÁ��%�cW2�

• VendorName —ª���� G°Ê��kÃ#2d�®�¾ÊG¨À¸��@2�

• BoardName —ª���� GçÏkÃ#2d�®�¾ÊG¨À¸��@2�

• VideoRam — ª���� ê@�X@&dRAMGM±k�Ä§{�@Ã#2d�®�¾ÊG¨À
¸��@2�,G #HXFree86��§�%ª��RAMGM±krw@&C$<8éDGX»^
@2�

• BusID —ª���� §�G±kÃ#2d�®�¾ÊG¨À¸��@2�,G�®�¾ÊH��
��·D�WG�� %�déDGX»^ACcW2�

• Screen — Device ���¾Ê% #2dª���� êG¹¢���¤���¿H¯� kÃ#
2d�®�¾ÊG�Ê�Á�@2�,G�®�¾ÊH�W¯� kè=ª���� 9*D��:
W2�

�WG¹¢��%¦ÍGª���� G¼Cd¯� D�0.e?�dñ��9�GDevice ��
�¾Ê%»^ACc�Á���¾ÊH¼CdScreen ¨kè=»^%�cW2�

Screen �Ê�Á�G¨H�qW@�d»^%�cW2�ª���� êGT�G¯� H�¨0k
è:W2�Á�`G¯� H�`GpD¨k1=3=`¦0?�&W2�

• Option " <option-name >" —,G���¾ÊG����À¨À¸��kÃ#2d�®�¾ÊG
�Ê�Á�@2�<option-name >HXF86ConfigGman±��G,G���¾ÊXDÁ��0
?�d4ËC�®�¾Ê@óe�!W2�

Í}AC�®�¾ÊG1=H"dpms" @�,eH¹¢��GService StarÏ\´c#X�kf¥0W
2�

7.3.1.9. Screen

ÁScreen ���¾ÊH�1=Gª���� (¿Hª���� ¯� )k�Device ���¾Ê
AMonitor ���¾Êk6e7e�Í2d,ADac�1=G¹¢��D^�0W2�1=
GScreen HT��@2%�µ�ÊêD�dª���� A¹¢��G6e7eGçX�h4GºD�
�`Gìo[4cµW2�

«YGÈH�Ç�ACScreen ���¾Êkñ0?�W2�

Section "Screen"
Identifier "Screen0"
Device "Videocard0"
Monitor "Monitor0"
DefaultDepth 16
SubSection "Display"
Depth 24
Modes "1280x1024" "1280x960" "1152x864" "1024x768" "800x600" "640x480"
EndSubSection
SubSection "Display"
Depth 16
Modes "1152x864" "1024x768" "800x600" "640x480"
EndSubSection
EndSection

«YDÍ}AD³X.edScreen ���¾ÊG�Ê�Á�kñ0W2�
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• Identifier — ,GScreen ���¾ÊG½ôGçÏkÃ#0W2�,eH»?G�Ê�Á�@
2�

• Device — Device ���¾ÊG½ôGçÏkÃ#0W2�,eH»?G�Ê�Á�@2�

• Monitor — Monitor ���¾ÊG½ôGçÏkÃ#0W2�,eH»?G�Ê�Á�@2�

• DefaultDepth — �¬�Â�G
G�.kª��@Ã#0W2�êdGÈ@H16@�c�WªG

k,¶2d�¬�Â�@2�W8T��1=GÃ#%»3»^@2%��WGDefaultDepth �
Ê�Á�[a.eW2�

• SubSection "Display" — ¸#G
G�.@�X@&d��Á�Ê¹� kÃ#
0W2�Screen ���¾ÊH�WGDisplay ����¾Êk³X@&W2%�»
3�DefaultDepth �Ê�Á�@Ã#0?�d
G�.GºG1=GDisplay ����¾Ê%»
^@2�

• Option " <option-name >" —,G���¾ÊG����À¨À¸��kÃ#2d�®�¾ÊG
�Ê�Á�@2�<option-name >HXF86ConfigGman±��GÁD�d,G���¾ÊXÁ
��×G4ËC�®�¾Ê@óe�!W2�

7.3.1.10. DRI

�®�¾ÊGDRI ���¾ÊH�DRI (Direct Rendering Infrastructure)XG¨À¸��kÃ#0W
2�DRIH�TöGª��¦� }~yDçX-We?�d3D�¬�}~yy®Á���¾Êk�X
a�D2d{Ê��¬~{�@2�.bDH�DRIHª����  À{§�Dac�´��.e?
�d�c�¦� }~yy��ÀÃ��¾ÊkC:0?2DG¨¬��µÊ�[Ïê.4d,A%wo
W2�

Module ���¾Ê@DRI%4ËD�<?�dñ�««H,G���¾ÊHÞÖ.eW2�

«YGÈH�Ç�ACDRI���¾Êkñ0W2�

Section "DRI"
Group 0
Mode 0666

EndSection

¼ C d ª � � � �   H �DRIk ¼ C d j l @ ³ X 0 W 2 G @ � T �
D/usr/X11R6/lib/X11/doc/README.DRI ¬x{Âk�Í2dW@H�,G���¾ÊG¨k>
è0C�@Y.��

7.4. ¬¬¬���ÊÊÊ���
Red Hat LinuxH2=Gjlk³X0?XFree86YG¬�Ê�A�z�®Ã{k"�0W2�ac�0
�Fontconfig¬�Ê�����·%¬�Ê�"�kac#�D0�anti-aliasingCBG�pC�z�
®Ã{X�k,¶0W2�Qt 3¿HGTK+ 2�À¬z�Â��Â���k³X2da�D®Ä�À·
.e?�dy®Á���¾ÊXDH,G���·%ô¥AD�X.eW2�

°�nGºDRed Hat LinuxDH��yX ¬�Ê�����·A�Ied�Á�¡ÂG¬�Ê��
���·%7We?�W2�,G���·H15�G×¶kè:�xfs(X Font Server)k°��D0?ì
o.e?�W2�

,G���¾Ê@H�êdG£jG���·k³X0?XGºG¬�Ê�G #lk£é0?�&W
2�
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7.4.1. Fontconfig

Fontconfig¬�Ê�����·k³X2dA�y®Á���¾Ê%���·êG¬�Ê�D
÷�y���@&da�DCc�Xft ¿H;GÃÊ�ÁÊ�Xìk³<?�pCanti-aliasing@
GFontconfig¬�Ê�kÐ�@&W2��À¬z�Ây®Á���¾ÊHFontconfigA»DXft À
{ÀÁk³X0?����k�õDÐ(,A%woW2�

éU%oeI�Fontconfig/Xft¬�Ê����·%�yX ¬�Ê����·Góe�!DCd@0`
��

lll^̂̂

Fontconfig ¬�Ê�����·H��WGA,fOpenOffice.org AAbiword @H�X�0W4l�,
G2=Gy®Á���¾ÊH½ôG¬�Ê�ÃÊ�ÁÊ�rxk³X0?�W2�

FontconfigH�/etc/fonts/fonts.conf  #¬x{Âk»42d,ADÈ¶0?Y.��,e
H/etc/X11/XftConfig $bÃU08[G@2�FontconfigG #¬x{ÂH3¥@A_0C�@
Y.��

©©©ÊÊÊ���

�0�¬�Ê����·QG½¥Gº�GTK+ 1.2y®Á���¾ÊH�¬¬¬���ÊÊÊ���   ###G�{yÄ�(¨¤Âê
$b¸̧̧{{{ÊÊÊ¸̧̧¢¢¢¼¼¼���³³³���ÊÊÊ =>���000   ### => ¬¬¬���ÊÊÊ���Aód)@G>èDH�Ö.eW4l�,ebGy®Á
���¾ÊDH�«YG�k¬x{Â~/.gtkrc.mine D�`2d,A@¬�Ê�% #@&W2�

style "user-font" {

fontset = " <font-specification >"

}

widget_class "*" style "user-font"

<font-specification >H-adobe-helvetica-medium-r-normal--*-120-*-*-*-*-*-* Ga�
CX�ACX y®Á���¾Ê@³X.ed��{Â@G¬�Ê�Ã#Dóe�!W2��y¬�Ê�G��Á
��H�xlsfonts �µÊ G��@1µ2d$�¿Hxfontsel kM�ùD³X0?{o@&W2�

7.4.1.1. Fontconfig QQQGGG¬¬¬���ÊÊÊ���GGG���`̀̀

�0�¬�Ê�kFontconfig����·D�`2d,AH#�é�C®Ä��@2�

1.� � � · Ó K D ¬ � Ê � k � ` 2 d D H � 6 G � 0 � ¬ � Ê �
k/usr/share/fonts/local/ �zÃ��ÁD�«�0W2�

¬�Ê�k�0G½���XD�`2dDH�6G�0�¬�Ê�k½���G²�·�zÃ�
�Á×G.fonts/ �zÃ��ÁD�«�0W2�

2. fc-cache �µÊ k³X0?�«YGÈDñ2a�D¬�Ê�õ`G�º��¼kè�0W
2�
4fc-cache <path-to-font-directory >

,G�µÊ @H�<path-to-font-directory >H6G�0�¬�Ê�kF�0?�d
�zÃ��Á(/usr/share/fonts/local/ $�~/.fonts/ )@óe�!W2�
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©©©ÊÊÊ���

�0½���H�¬�Ê�k�À¬z��AD{Ê���Â2d8ZDNautilusGfonts:/// k�~0?�0
�¬�Ê�k6,Q À��2d,A%woW2�

lll^̂̂

¬�Ê�ç%ÃÞ½.gz @Q<?�dñ��6eH�s0?�c��w2dW@³X@&W4l�,ek��2
dDH�gunzip �µÊ k³X2d$�¿H¬x{Âk�Â�Á��0?�¬�Ê�kNautilus ×G�d
�zÃ��ÁD À��0W2�

7.4.2. ���yyyX ¬¬¬���ÊÊÊ������������···

°�nGºDRed Hat LinuxH0@[�yX ¬�Ê�����·k,¶0?�W2�,eH�X ¬�
Ê���§�(xfs )k³X0?¬�Ê�kX �À{yÊ�y®Á���¾ÊD,¶0W2�

XFree86��§�H�/etc/X11/XF86Config  #¬x{ÂGFiles ���¾ÊYGFontPath �
Ê�Á�@Ã#0?�d¬�Ê���§�k�0W2�FontPath �Ê�Á�Gáfõ`D10?
H�7.3.1.4k·~Y.��

XFree86��§�H�Ã#G´��ê@xfs ��§�D�00�¬�Ê�õ`k1µ0W2�,G�:
@�X%����@&da�Dxfs ��ª�H��Á@C*eICcW4l�¸#GÀÊÃ°ÂXG 
#��ª�Gõ`HRed Hat Linux���µ{��{ ×G��ª�DM2dy���Gj·A��Ô
k·~Y.��

7.4.2.1. xfs    ###

/etc/rc.d/init.d/xfs ��Á®�Hxfs ��§�k¦º0W2�/etc/X11/fs/config ¬x{
ÂGÁ@HW8G�®�¾Ê% #@&W2�

êDÍ}AC�®�¾ÊGÍ~kñ0W2�

• alternate-servers — ¬�Ê���§�%�X@&C�ñ�D�³XD#GbUXG¬�Ê�
��§�GÍ~kÃ#0W2�Á��×GÁ��§�H�Êµ@ý�d»^%�cW2�

• catalogue —³X2d¬�Ê�¨�G��GÁ��kÃ#0W2�Á��×@1=G¬�Ê�¨�
AêG¬�Ê�¨�G/D�Êµ%5l2d»^%�cW2�

¬�Ê�¨�G÷¶D%åØ:unscaled k³X0?�6G¨�×GÞ/�G¬�Ê�kT�DÄ�
 .4W2�6G¶ÓKG¨�kÃ#60?;G/�ä&G¬�Ê�[Ä� .eda�D0W
2�

• client-limit — 6G¬�Ê���§�%õtk|d�À{yÊ�GTdWkÃ#0W2��
¬�Â�H10@2�

• clone-self — client-limit %D:-We8é�¬�Ê���§�D6eô+G�0�§�
�¾Êk�Ä�Ê@&dTD0W2��¬�Â�@H�,G�®�¾ÊHon@2�

• default-point-size —,G¨kÃ#0C�¬�Ê�XD�¬�Â�G¬�Ê�kÃ#0W2�
,G�®�¾ÊG¨H��´{Ê�@ #0?�cW2��¬�Â�G120H�12́ {Ê�G¬�
Ê�D	�0W2�

• default-resolutions — XFree86��§�Dac�´��.e?�d��pGÁ��kÃ#0
W2�Á��×GÁ��pH�Êµ@ý�d»^%�cW2�
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• deferglyphs — glyphs(¬�Ê�kaÖADÌñ2dºD³X.ed�À¬z���)k´#.4
d$B�$Ã#0W2�,GX�kÞËD2dDHnonek³X0�Ó?G¬�Ê�XD,GX�k
4ËD2dDHall k³X0�W8,GX�k16ª��¬�Ê�XDGX4ËD2dDH16k³X
0W2�

• error-file — xfs G�À�%d�.e8ñ�G¨�A¬x{ÂçkÃ#0W2�

• no-listen — xfs %¸#G®Ä��ÂkÁ��Ê0C�a�D�Ê0W2��¬�Â�@H,G
�®�¾ÊHtcp D #.e?#c���¼Á�zG�A@xfs %TCṔ ��kÁ��Ê2d,Ak
ÊZ?�W2�[0xfs k¤��Æ��ê@¬�Ê���ª�A0?³X2dñ�H,G�H|£
2d»^%�cW2�

• port — no-listen %5l0C��¿H6e%�¸Ê�y}�0?�dñ��xfs %Á��Ê2d
´��A0?TCṔ ��kÃ#0W2�

• use-syslog —���·�À�Ä�k³X2d$B�$kÃ#0W2�

7.4.2.2. xfs QQQGGG¬¬¬���ÊÊÊ���GGG���`̀̀

�yX ¬�Ê�����·(xfs )D¬�Ê�k�`2dDH�êG���®De�W2�

1.2 @ D 5 l 0 ? � C � ñ � H � Â � � @ ê G � µ Ê   k ³ X 0
?/usr/share/fonts/local/ A���zÃ��Ák{o0W2�
mkdir /usr/share/fonts/local/

/usr/share/fonts/local/ �zÃ��ÁG{o%»^Cñ��êG�µÊ kÂ��@ó´
0?�zÃ��Ákxfs G¨�D�`0W2�
chkfontpath --add /usr/share/fonts/local/

2.�0�¬�Ê�¬x{Âk/usr/share/fonts/local/ �zÃ��ÁD�«�0W2�

3.Â��A0?êG�µÊ k`�0?�¬�Ê�õ`kè�0W2�
ttmkfdir -d /usr/share/fonts/local/ -o /usr/share/fonts/local/fonts.scale

4.Â��A0?êG�µÊ k³X0?xfs ¬�Ê���§�kSf¥0W2�
service xfs reload

7.5. ÀÀÀÊÊÊÃÃÃ°°°ÂÂÂAAAXFree86
£BGñ��Red Hat LinuxG�¬�Â�{Ê���ÂH�ÀÊÃ°Â5A0?©bed�À¬z�Â
Ä�{Ê�Â@f¥2da�Dµ�Êk #0W2�0$0�ÀÊÃ°Â3A�Ied�����GX
G�W½���¹� @f¥0?6,$bX G���¾Êk¦º2d,A[a�@2�

ÀÊÃ°ÂD12dáfH�1.4@·~Y.��

,G���¾ÊH�XFree86%BGa�DÀÊÃ°Â3AÀÊÃ°Â5@����2d$k£é0?�
&W2�

7.5.1. ÀÀÀÊÊÊÃÃÃ°°°ÂÂÂ3

ÀÊÃ°Â3D�dé�X G���¾Êk¦º2dTÐGjlH�Ä�{Ê0?startx Aó´2d,
A@2�startx �µÊ Hxinit �µÊ QG¬ÄÊ��Ê @�c�XFree86��§�kf¥0?
6ekX �À{yÊ�y®Á���¾ÊAEW2�½���H2@D���·DÀÊÃ°Â3@Ä�{
Ê0?�dº�startx H�z�®Ã{µ¤��ºkf¥08c�½���kúß08c0W4l�
�z�®Ã{µ¤��ºD12dáfH�7.5.2@#¾XY.��

startx �µÊ %��.edé�6eH�½���G²�·�zÃ��Á×G.xinitrc ¬x{Âk
r�0?�����®�ÂA�60?;GX �À{yÊ�y®Á���¾Êk��2da�D#x0
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W2�.xinitrc ¬x{Â%C�ñ�����·�¬�Â�G/etc/X11/xinit/xinitrc ¬x{Â
kbhcD³X0W2�

� ¬ � Â � Gxinitrc � � Á ® � H � 6 G ¶ ½ � � � G ² � · � z Ã � � Á ×
@.Xresources �.Xmodmap� � L.Xkbmap] � . b D/etc/X11/ � z Ã � � Á ×
GXresources �Xmodmap��LXkbmapk7Y½���#xG¬x{Â]�¬�Â�G���·
¬x{Âk�0W2�5l0?�eI�XmodmapAXkbmapH�xmodmap½��zÁ�zD³X.e
?���³� k #0W2�Xresources ¬x{Â%�y®Á���¾ÊQG¸#G½��� #
¨kßc�?dºD¾X-WeW2�

,ebG�®�¾ÊG #G�AH�xinitrc ��Á®�%/etc/X11/xinit/xinitrc.d/ �zÃ
��ÁD±$e?�dÓ?G��Á®�k��0W2�,G�zÃ��ÁGl^C��Á®�G1=H
�¬�Â��½G #CBGìok2dxinput @2�

êDxinitrc ��Á®�H�½���G²�·�zÃ��Á×G.Xclients k��0a�A0?�
6e%C�ñ�DH/etc/X11/xinit/Xclients QÏ$�W2�Xclients G�AH������
®�Âk�W8H�DI§G}zÊ }µ¤��ºkf¥2d8Z@2�½���G²�·�z
Ã��Á×G.Xclients ��Á®�H.Xclients-default ¬x{ÂD�d½���Ã#G�
����®�Âkf¥0W2�½���G²�·�zÃ��Á×D.Xclients %C*eI�Ç
�G/etc/X11/init/Xclients ��Á®�%[�1=G�����®�Âk¦º2dÙXk0W
2�GNOMEkT�DÙ0�êDKDE�60?twmA0&W2�

ÀÊÃ°Â3@GX GÄ�y}�k08¶@H�½���H����¹� G½������¾ÊD

cW2�

7.5.2. ÀÀÀÊÊÊÃÃÃ°°°ÂÂÂ5

���·%ÀÊÃ°Â5@f¥2dé��z�®Ã{µ¤��ºA�Ied¸5CX �À{yÊ�y®
Á���¾Ê%f¥0W2�½���H������®�Â�¿H}zÊ }µ¤��º%f¥2d
ÏD��z�®Ã{µ¤��ºk³X0?úß2d»^%�cW2�

���·êD{Ê���Â.e?�d�����®�ÂDa<?H38ÅG�z�®Ã{µ¤��º%
½���úßD�X@&W2�

• gdm — Red Hat LinuxXG�¬�Â�G�z�®Ã{µ¤��º@�dgdmDa<?�½���H
�½GÉo��º���}Ê�Sf¥��L���·QGÄ�{Ê�%woW2�

• kdm — KDEG�z�®Ã{µ¤��ºDac½���H�º���}Ê�Sf¥��L���·
QGÄ�{Ê%@&W2�

• xdm —¤ôDI§AC�z�®Ã{µ¤��º@,eDac�½���%���·DÄ�{Ê@&
da�DCcW2�

ÀÊÃ°Â5 @��2dé�prefdm ��Á®�H/etc/sysconfig/desktop ¬x{Âk�Í
2d,ADac�ÔXG�z�®Ã{µ¤��ºk[#0W2�,G¬x{ÂD�X@&d�®
�¾ÊGÁ��Dä�?H�/usr/share/doc/initscripts- <version-number > /syscon-
fig.txt ¬x{Â(<version-number >DHinitscripts ¨����G§��¾Ê��%ócW
2�)k�Í0?Y.��

6e7eG�z�®Ã{µ¤��ºH/etc/X11/xdm/Xsetup_0 k�Í0?�Ä�{Ê�õk��
�0W2�½���%���·DÄ�{Ê2dA�/etc/X11/xdm/GiveConsole ��Á®�%
��.e��Ê��ÂG�4�k½���Dßc�?W2�6G¶�/etc/X11/xdm/Xsession
��Á®�%��.e?��ôHÀÊÃ°Â3 $bX k����2déDxinitrc ��Á®�D
ac�È.ed<(G���%~o.eW2�,eDH���·A½���Á���G #��
L/etc/X11/xinit/xinitrc.d/ �zÃ��ÁG��Á®�G��%7WeW2�

½���H�gdm¿HkdmG�z�®Ã{µ¤��ºk³<?úßk2dé�Sessioņ ¢¼�$
b(¨¤ÂêG¸̧̧{{{ÊÊÊ¸̧̧¢¢¢¼¼¼���³³³���ÊÊÊ =>���000   ### => More Preferences=> ���������¾¾¾ÊÊÊA-l@
y���@&W2�)Éo0?³X2d�����®�ÂkÃ#2d,A%@&W2��z�®Ã
{µ¤��º×@�����®�Â%Ã#.eC�ñ��/etc/X11/xdm/Xsession ��Á®�
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%½���G²�·�zÃ��ÁD�d.xsession ¬x{ÂA.Xclients ¬x{Âk�~��0
?�B:bG�����®�ÂkÄ� 2d$n#0W2�T¶G3¥A0?ÀÊÃ°Â3 A¦T
D�/etc/X11/xinit/Xclients ¬x{Âk³X0?1=G�����®�Â�W8H}zÊ }µ
¤��º%Éo.eW2�

� ¬ � Â � G � z � ® Ã { ):0 * @X� � � ¾ Ê k Q   0 � Ä � y } � 2 d A &
H�/etc/X11/xdm/TakeConsole ��Á®�%��0��Ê��ÂG�4skÂ��½���DS
pßc�?W2�½���%Ä�{Ê08¶���k0*?�8�Á�¡ÂG�z�®Ã{½���
H��0��z�®Ã{µ¤��ºkyo0W2�,eDac�XFree86��§�%Sf¥0��c
Ä�{Ê}zÊ }kÌñ0?Sp®Ä��ÓKkf¥0W2�

½���%ÀÊÃ°Â5$bX GÄ�y}�k2dA��z�®Ã{µ¤��ºD
cW2�

�z�®Ã{µ¤��º%½���úßk��jlD$l0?H/usr/share/doc/gdm-<version-
number >/README (,G<version-number >DH{Ê���Â.e?�dgdm̈ ����G
§��¾Ê��%ócW2)AxdmGman±��k�Í0?Y.��

7.6. 666GGG;;;GGGÁÁÁ���������
XFree86��§��,G��§�D�0.e?�d�À{yÊ��.W/WC�����®�ÂA
}zÊ }µ¤��ºD=�?H;D[<±Gõ`%�cW2�

7.6.1. {{{ÊÊÊ���������ÂÂÂ...eee???���ddd   ���¼¼¼¸̧̧ÊÊÊ���

• /usr/X11R6/lib/X11/doc/README — XFree86y�����ºD=�?�W8�c½���A
0?XFree86®Ä�~��D12d6G;Gõ`Gó3jlD=�?#�D£é0?�W2�

• /usr/X11R6/lib/X11/doc/RELNOTES — �pC©úkè=½���kMâA0?#
c�XFree86@³Xa�CT�X�D=�?£é0?�W2�

• man XF86Config — XFree86 #¬x{ÂD12dõ`%ó<?�W2�¬x{Â×G.W/W
C���¾ÊGì%G¶Ì[ÿl0?�W2�

• man XFree86 — 2R?GXFree86õ`D12dI§ACman±��@�c�Ä��ÂA¤��
Æ��GX��§��0GÄ�k£é0�»��Â>Wkrß0��µÊ À{Ê�®�¾ÊkÍ
~Ìñ0�4ËC"�XG�Ê�Ä�Â��GçX�h4kñ0W2�

• man Xserver — X �z�®Ã{��§�k£é0?�W2�

7.6.2. ���DDD���===Web���{{{���

• http://www.xfree86.org —XFree86® Ä � ~ � � G ² � · ± � � �X Window
SystemGXFree86��®Ê���§��¾Êk×�0W2�»?¦� }~ykj·0�GUI�Â
k,¶2d8ZD�XFree86HRed Hat LinuxD§Ê Â.e?�W2�

• http://dri.sourceforge.net — DRI)Direct Rendering Infrastructure*®Ä�~��G²�·±�
��DRIHXFree86G�y¦� }~y3Dy��ÀÃ��¾Ê�Ê´�¤Ê�@2�

• http://www.redhat.com/mirrors/LDP/HOWTO/XFree86-HOWTO — XFree86Gµ¢¼yÂ{Ê�
��ÂA���· #D=�?áy0?�dHOWTO �¼¸Ê��

• http://www.gnome.org/ — GNOME®Ä�~��G²�·±���

• http://www.kde.org/ — KDE�����®�ÂG²�·±���

• http://nexp.cs.pdx.edu/fontconfig/ — XFree86XGFontconfig¬�Ê�����·G²�·±�
�@2�
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7.6.3. ���üüü������

• The Concise Guide to XFree86 for LinuxAron HsiaoÓ/Que�— Linux���·D#*dXFree86G
�±Ã��¾ÊD=�?�eGÖWk×�0W2�

• The New XFree86Bill BallÓ/Prima Publishing�— XFree86GÓK�A�GNOME]KDECBG
Í}AC�����®�ÂAXFree86AG1+D=�?á0(£é0W2�

• Beginning GTK+ and GNOME)Peter WrightÓ/Wrox Press, Inc.� *—® Ä � À µ
DGNOMEy�����ºk×�0�GTK+@¦º2djlkñ0W2�

• GTK+/GNOME Application DevelopmentHavoc PenningtonÓ/New Riders Publishing�—
GTK+®Ä�À¶Ê�GÆ�D=�?�pC�£k0?�W2��Ê®Â�� A³Xa�
CAPIGÓK�DlWk±�?�W2�

• KDE 2.0 Development)David Sweet�Matthias EttrichÓ/ Sams Publishing�*—¦`k��2d
���Avâ�DM0?�KDEXD{o.e8QTy®Á���¾ÊD»^C<WG�Â�{ À
{ÊG³XlD=�?£é0W2�
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Red Hat Linux@H��Ü�.W/WC¤��Æ����ª�kãX2d,A%@&W2�,G�
��¾Ê@H�¤��Æ��{Ê��¬~{�k #2djlA»D�NFS�Apache HTTP��
§��Sendmail�Fetchmail�Procmail�BIND�LDAPGa�Cl^C¤��Æ����ª�D=�
?Gáfõ`k,¶0?�W2�
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Red Hat Linuxk³X082R?G¤��Æ����H� #08�¬�}~y{Ê��¬~{�A
���·D�0.e8��AC¤��Æ���§{�/@�heW2�

Á8¤��Æ��{Ê��¬~{�XG #¬x{ÂA{Ê��¬~{�ky��z/¤y��z
D2d��Á®�H/etc/sysconfig/network-scripts �zÃ��ÁD�cW2�{Ê��¬~
{�¬x{ÂGW±A8ÅH���·-AD¼CcW2%�38ÅG���ÁG¬x{Â%,G�zÃ
��ÁD5l0W2�

• {Ê��¬~{� #¬x{Â

• {Ê��¬~{�j·��Á®�

• ¤��Æ��X�¬x{Â

,ebGÁ���ÁG¬x{ÂH�Red Hat LinuxG�@�¦@X�0Á8¤��Æ���§{�k¥
{.4W2�

,GÔ@H,ebG¬x{Â/@G1+A6ebG³XjlD=�?£é0?�&W2�

8.1. ¤¤¤������ÆÆÆ������   ###¬¬¬xxx{{{ÂÂÂ
{Ê��¬~{�G #¬x{ÂD=�?��2dÏD�©3¤��Æ�� #@³X.ed0^C
 #¬x{Âk��9D�*?�&W2�¤��Æ������G #G×@G,ebG¬x{ÂG
�ßk��2dA�Red Hat Linux���·k���µ{�2déD�D�:W2�

0^C¤��Æ�� #¬x{ÂH�êGa�DCcW2�

• /etc/hosts — ,G¬x{ÂG0C�AH�;Gjl@H�[@&C�²��çk�[2d,
A@2�W8DNS��§GC�³cøG¤��Æ��êG²��çG�[D[³X@&W2��
Ê«¼��%`ó0?�d¤��Æ��G8ÅD1+C(�,G¬x{ÂHÂ�®§���§{
�GIPy Ã�(127.0.0.1 )kÃ#2d�klocalhost.localdomain A0?7Y»^%�cW
2�áfHhostsGman±��k·~Y.��

• /etc/resolv.conf —,G¬x{ÂH�DNS��§Ar� ¸{ÊGIPy Ã�kÃ#0W2�
;G #%C��c,G¬x{ÂH¤��Æ���UZ��Á®�9*@ìo.eW2�,G¬x
{ÂD12dáfHresolv.conf Gman±��k·~Y.��

• /etc/sysconfig/network — 2R?G¤��Æ��{Ê��¬~{�XGÂ��zÊ�A²
��Gõ`kÃ#0W2�,G¬x{ÂA6e%>*ä*d�zÃ��zD12dáfõ`
H�4.1.23@·~Y.��

• /etc/sysconfig/network-scripts/ifcfg- <interface-name > — Red Hat Linux���
·êG6e7eG¤��Æ��{Ê��¬~{�GºD�6eDM=2d6e7eG{Ê��¬~
{� #��Á®�%�cW2�,ebGÁ¬x{ÂH�6G¤��Æ��{Ê��¬~{�¸
#Gõ`k,¶0W2�,G�{®G¬x{ÂA6e%>*ä*d�zÃ��zD12dõ`
H�8.2k�Í0?Y.��

XXX���

/etc/sysconfig/networking/ �zÃ��ÁH¤¤¤������ÆÆÆ������"""���������ÂÂÂ (redhat-config-network )@
³X.e?#c�6G×MH3¥@A_.edR&@H�cW4l�¤¤¤������ÆÆÆ������"""���������ÂÂÂk³X08¤�
�Æ��{Ê��¬~{� #GáfD=�?HRed Hat Linux ���µ{��{ GÁD:i.e?�
d¤��Æ�� #GÔk·~Y.��
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8.2. {{{ÊÊÊ������¬¬¬~~~{{{���   ###¬¬¬xxx{{{ÂÂÂ
{Ê��¬~{� #¬x{ÂH���G¤��Æ���§{�XG�¬�}~y{Ê��¬~{�
kj·0W2����·H��2dé�,ebG¬x{Âk³X0?BG{Ê��¬~{�k�
:ê+d$��L6ebkBGa�Dìo2d$k[#0W2�,ebG¬x{ÂH�ô�ifcfg-
<name> Açä*be�<name>G��DH #¬x{Â%j·2d�§{�GçÏ%ócW
2�

8.2.1. {{{������¤¤¤������{{{ÊÊÊ������¬¬¬~~~{{{���

T[Í}AC{Ê��¬~{�¬x{ÂG1=Hifcfg-eth0 @�,eH���·×GT�G{��
¤��¤��Æ��{Ê��¬~����  2Ch:NICkj·0W2����·×D�WGNIC%�d
ñ�H��WGifcfg-eth <X>¬x{Â(<X>H¸#G{Ê��¬~{�DM2d½ôG��) kX
¶0W2�Á�§{�DH½ôG #¬x{Â%�dG@�"��H6e7eG{Ê��¬~{�X
�k9�Dj·@&W2�

«YD�#IPy Ã�k³X2difcfg-eth0 ¬x{ÂG�Ê®Âkñ0W2�

DEVICE=eth0
BOOTPROTO=none
ONBOOT=yes
NETWORK=10.0.1.0
NETMASK=255.255.255.0
IPADDR=10.0.1.27
USERCTL=no

{Ê��¬~{� #¬x{Â@^�.ed¨HT$G¨Da<?>hd,A%�cW2�8A!
I�DHCPk�X2d{Ê��¬~{�Gifcfg-eth0 ¬x{ÂH�IPõ`%DHCP��§�ac¶
¢.ed8Z�êGa�D´0¼C<?�W2�

DEVICE=eth0
BOOTPROTO=dhcp
ONBOOT=yes

¤¤¤������ÆÆÆ������"""���������ÂÂÂ(redhat-config-network )k³X2dAÁ8¤��Æ��{Ê��¬~
{�G>è%#�D��@&W2�(,G��ÂG³XlD12dáfHRed Hat Linux���µ{�
�{ GÁG¤��Æ�� #GÔk·~Y.��

}0�÷¶G¤��Æ��{Ê��¬~{�G #¬x{ÂH3¥@A_2d,A[woW2�

{��¤��{Ê��¬~{�G #¬x{Â×G #a�C¨À¸��kÍ~@«YDñ0W2�

• BOOTPROTO=<protocol >,,,@<protocol >HêG�3e$@2�

• none —f¥é®Ä��Âk³X0?H�*W4l�

• bootp — BOOTP®Ä��Âk³X0C*eI�*W4l�

• dhcp — DHCP®Ä��Âk³X0C*eI�*W4l�

• BROADCAST=<address >, ,,@<address >HÄ� �º��y Ã�@2�,G�zÃ�
�zH�(CcW08�

• DEVICE=<name>,,,@<name>H����§{�GçÏ@2(��ç@�d¥Aßc�?PPP�
§{�k£()�
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• DNS{1,2} =<address >,,,@<address >H¤�·��§y Ã�@�[0PEERDNS�zÃ�
�z%yesD���.e?�dñ�H�/etc/resolv.conf D.±.eW2�

• IPADDR=<address >,,,@<address >HIPy Ã�@2�

• NETMASK=<mask>,,,@<mask>H¤��µ��¨@2�

• NETWORK=<address >,,,@<address >H¤��Æ��y Ã�@2�,G�zÃ��zH
�(C<?�W2�

• ONBOOT=<answer >,,,@<answer >H«YG�3e$@2�

• yes —,G�§{�Hf¥éD4ËD2d»^%�cW2�

• no —,G�§{�Hf¥éD4ËD0?H�*W4l�

• PEERDNS=<answer >,,,@<answer >H«YG�3e$@2�

• yes — DNS�zÃ��z%���0?�dñ�H�/etc/resolv.conf k>è0W
2�DCHPk³X2dñ��yes%�¬�Â�@2�

• no — /etc/resolv.conf k>è0W4l�

• SRCADDR=<address >,,,@<address >H��¨���XGÃ#.e8���IPy Ã�@
2�

• USERCTL=<answer >,,,@<answer >H«YG�3e$@2�

• yes — root@C�½���H�,G�§{�kj·@&W2�

• no — root@C�½���H�,G�§{�kj·@&W4l�

8.2.2. ���{{{»»»ÂÂÂyyy���®®®{{{ÊÊÊ������¬¬¬~~~{{{���

�{»Ây�®�0k�0?{Ê��¤��D�02dñ��{Ê��¬~{�G #¬x{Â%»
^@2�

PPP{Ê��¬~{�¬x{ÂHêG4ù�ifcfg-ppp <X> k³X0?çÏ%ä�?�W
2�(<X>H¸#G{Ê��¬~{�DM2d½ôG��@2�)

PPP{Ê��¬~{� #¬x{ÂH�wvdial $�¤¤¤������ÆÆÆ������"""���������ÂÂÂ$�¿HKppp%�{»
Ây�®y�}Ê�G{oD³X.e8éD�ô¥AD{o.eW2�Red Hat Linuxó��{ D
H�,ebGGUI°��G�{»Ây�®�0��ÂG³XlD12d§×%7We?�W2�,G
¬x{Â[3¥@{oAA_%@&W2�

«YDÇ�ACifcfg-ppp0 ¬x{Âkñ0W2�

DEVICE=ppp0
NAME=test
WVDIALSECT=test
MODEMPORT=/dev/modem
LINESPEED=115200
PAPNAME=test
USERCTL=true
ONBOOT=no
PERSIST=no
DEFROUTE=yes
PEERDNS=yes
DEMAND=no
IDLETIMEOUT=600
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SLIP(Serial Line Internet Protocol)H[�1=G�{yÂy�®{Ê��¬~{�@2%�Í}DH³
X.eC(C<?�W2�SLIP¬x{ÂG{Ê��¬~{� #¬x{ÂçDH�ifcfg-sl0 CB
%�cW2�

W9£é.e?�C�;G�®�¾ÊGÁ@�,ebG¬x{Â@³X@&d[Gk«YDñ0W
2�

• DEFROUTE=<answer >,,,@<answer >H«YG�3e$@2�

• yes —,G{Ê��¬~{�k�¬�Â�Â��A0? #0W2�

• no —,G{Ê��¬~{�k�¬�Â�Â��A0? #0W4l�

• DEMAND=<answer >,,,@<answer >H«YG�3e$@2�

• yes —,G{Ê��¬~{�Dac��0kÙXbe8A&DpppdH6G�0k¦º0W2�

• no —,G{Ê��¬~{�G�0H3¥@É�2d»^%�cW2�

• IDLETIMEOUT=<value >,,,@<value >H{Ê��¬~{�%ô��¢2dW@ã¥�Ê0?
�dÒW@2�

• INITSTRING= <string >,,,@<string >H¹�·�§{�Df.edinit%åØ@2�,G�
®�¾ÊH0DSLIP{Ê��¬~{�A(X.eW2�

• LINESPEED=<value >, ,,@<value >H�§{�G³�Ã��@2�1cµdÇ�¨D
H57600 , 38400 , 19200 , 9600 %�cW2�

• MODEMPORT=<device >,,,@<device >H,G{Ê��¬~{�G�0kÉ�2d8ZD³X
2d�ÁyÂ�§{�GçÏ@2�

• MTU=<value >, ,,@<value >H,G{Ê��¬~{�GMTU)Maximum Transfer Unit* 
#¨@2�MTUH¯���õ`k£�8�1¬Ã�·%U�@&d���GTd§{�WkÌ0W
2��{yÂy�®Gñ��MTUG¨k576D #2dA��u2d¨���%�c��0G�
Â�®��%´0�Ð.eW2�

• NAME=<name>,,,@<name>HÍåG�{yÂy�®�0 #DF!be?�d�{�ÂG�
¦�Íç@2�

• PAPNAME=<name>, ,,@<name>HÁ¹�����·D�0@&da�D2d8ZD�he
dPAP)Password Authentication Protocol*Ã�éDF!bed½���ç@2�

• PEERDNS=<answer >,,,@<answer >HêG�3e$DCcW2�

• yes — �0%É�08A&DÁ¹�����·Da<?,¶.edDNS��§�k³X2d
8ZD�,G{Ê��¬~{�H���·G/etc/resolv.conf ¬x{Â�Ê�Ák>è0W
2�

• no — /etc/resolv.conf ¬x{ÂH>è.eW4l�

• PERSIST=<answer >,,,@<answer >HêG�3e$DCcW2�

• yes —,G{Ê��¬~{�H�8A!¹�·%¦Ê�y�®08¶D�Ê.e?[�ôDy�
�zGWWD2d»^%�cW2�

• no —,G{Ê��¬~{�HôDy��zGWWD0?H�*W4l�

• REMIP=<address >,,,@<address >HÁ¹�����·GIPy Ã�@2�,eH��ô�
Ã#0C�@#&W2�
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• WVDIALSECT=<name>, ,,@<name>H/etc/wvdial.conf G�{yÀ #A,G{Ê��
¬~{�k1åä*W2��{yÀ #DH��{yÂ2d\����{Ê��¬~{�Gl^õ
`CB%7We?�W2�

8.2.3. ;;;GGG{{{ÊÊÊ������¬¬¬~~~{{{���

,ebG�®�¾Êk³X2d;GÍ}AC{Ê��¬~{� #DHêG��%7WeW2�

• ifcfg-lo —Ä��ÂGÂ�®§��{Ê��¬~{�Ha(���@³X.ed9*@C(�¦
1���·kÃ#0÷2IPy Ã�k»^A2d.W/WCy®Á���¾Ê@[³X.eW2�
Â�®§���§{�D��.e8���H2)D²��G¤��Æ��÷D
.eW2�

LLL���

[0?Â�®§��{Ê��¬~{�G��Á®�@�d/etc/sysconfig/network-scripts/ifcfg-
lo H3¥@A_0C�@Y.��A_2dA���·GvôC¥{%�.eda�n%�cW2�

• ifcfg-irlan0 —�«¿{Ê��¬~{�Da<?�À�®��®A®ÁÊ�CB�§{�/Gõ
`k�«¿ÁÊ�ê@�2,A%@&W2�,eH��ô«y��«y�0@a�A��á««H
{��¤��A¦1a�Cjl@¥{0W2�

• ifcfg-plip0 —PLIP (Parallel Line Interface Protocol)�0[�,e%¨ÀÃÂ´��k³X2
d,A««H£lB¦TCjl@¥{0W2�

• ifcfg-tr0 — ���ÊÁÊ��´Ä��H«Ï1LAN (Local Area Networks)ê@Í}A@H�
cW4l�{��¤��Ga<?1c¯.e?�W2�

8.2.4. ���{{{ÁÁÁyyy���¬¬¬xxx{{{ÂÂÂAAA���ÄÄÄ���ÊÊÊ¬¬¬xxx{{{ÂÂÂ

³XàpG´C�28ÅG{Ê��¬~{� #¬x{Â%/etc/sysconfig/network-scripts
�zÃ��ÁD�c�6ebH�{Áy�¬x{ÂA�Ä�Ê¬x{Â@2�

�{Áy�{Ê��¬~{� #¬x{ÂDHifcfg- <if-name >: <alias-value >G�ù
GçÏk³X2d,A@��{Áy�%{Ê��¬~{�kÃ2a�DCcW2�8A!
I�ifcfg-eth0:0 ¬x{ÂCbI�DEVICE=eth0:0 A�AIPy Ã�10.0.0.2kÃ#2da�D
 #@&�ifcfg-eth0 GDHCPacIPõ`k>*1da�D2@D #.e?�d{��¤��{
Ê��¬~{�G�{Áy�A0?X�0W2�6GA&�eth0 �§{�H¥AIPy Ã�D§{Ê
 .eW2%�6G���·ê@H�#IPy Ã�10.0.0.2k�0?�=[�Í@&W2�

�Ä�Ê{Ê��¬~{� #¬x{ÂDHifcfg- <if-name > - <clone-name >Gèç�SD
e�W2��{Áy�¬x{ÂHT5G{Ê��¬~{� #¬x{Âk�Í2d9Gjl@2%�
�Ä�Ê¬x{ÂH{Ê��¬~{�kÃ#2djD�`�®�¾ÊGÃ#D³X0W2�8A!
I�eth0 A��Ç�GDHCP{��¤��{Ê��¬~{�Gñ�H�êGa�C[GDCcW2�

DEVICE=eth0
ONBOOT=yes
BOOTPROTO=dhcp

 #.e?�C�ñ��USERCTLHnoD���.eW2G@�½���H,G{Ê��¬~{�
ky�®/�}Ê2d,AH@&W4l�,Gÿ{k½���%@&da�D2dDH�ifcfg-
eth0 kifcfg-eth0-user D�«�0?�Ä�Êk{o0�«YG�k�`0W2�

USERCTL=yes

ifup eth0-user �µÊ k³X0?½���%eth0 {Ê��¬~{�ky�®2dÛ±k�1d
A�ifcfg-eth0 Aifcfg-eth0-user $bG #�®�¾Ê%Í�D³X.eW2�,eH¤ôD
I§ACÈ@2%�,GjlH.W/WC�®�¾ÊA{Ê��¬~{�@³X@&W2�
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{Ê��¬~{� #G�{Áy�¬x{ÂA�Ä�Ê¬x{Âk{o2dT[#�CjlH�À
¬z�ÂC¤¤¤������ÆÆÆ������"""���������ÂÂÂk³X2d,A@2�,G��ÂG³XD12dõ`HRed Hat
Linux���µ{��{ GÁG¤��Æ�� #GÔk·~Y.��

8.3. {{{ÊÊÊ������¬¬¬~~~{{{���jjj···������ÁÁÁ®®®���
{Ê��¬~{�j·��Á®�H�{Ê��¬~{��0Gy��zZA¤y��zZkj·
0W2�#[C{Ê��¬~{�j·��Á®�A0?H/sbin/ifdown A/sbin/ifup G2=%�
c�/etc/sysconfig/network-scripts �zÃ��ÁD�d.W/WC8ÅGj·��Á®�k
��Â0W2�

ifdown Aifup G{Ê��¬~{�H�/sbin/ �zÃ��ÁD�d��Á®�QG�Ê³Á��ÁÊ
�@2�B:b$G��Á®�%�Lw.edA�êGa�C�Ã#.edR&{Ê��¬~{�G
¨k^�0W2�

ifup eth0
Determining IP information for eth0... done.

6 G é W @ �/etc/rc.d/init.d/functions ¬ x { Â A/etc/sysconfig/network-
scripts/network-functions ¬x{ÂH<YC���k��2dGD³X.eW2�áfD=�
?H�8.4k·~Y.��

{Ê��¬~{�%1=Ã#^X@�d,AA�^�k��ÁG½���%6G{Ê��¬~{�Gj
·k2da%�d,AkÉú08¶�v0��{®G��Á®�%�Lw.e?�{Ê��¬~{
�ky�®/�}Ê0W2�«YDÍ}AC{Ê��¬~{�j·��Á®�kñ0W2�

• ifup-aliases — �WGIPy Ã�%1=G{Ê��¬~{�D1åä*be?�dA&�{Ê
��¬~{� #¬x{Â$bIP�{Áy�k #0W2�

• ifdown-cipcb Aifup-cipcb — CIPE)Crypto IP Encapsulation*�0Gy�®/�}ÊD³X
0W2�

• ifdown-ipv6 Aifup-ipv6 — . W / W C { Ê � � ¬ ~ { �   # ¬ x { Â
A/etc/sysconfig/network G�Â>Wk³X2dIPv61åGX��Lw0k7XW2�

• ifup-ipx — IPX{Ê��¬~{�Gy�®D³X0W2�

• ifup-plip — PLIP{Ê��¬~{�Gy�®D³X0W2�

• ifup-plusb —¤��Æ���0XUSB{Ê��¬~{�Gy�®D³X0W2�

• ifdown-post Aifup-post —�d¸#G{Ê��¬~{�ky�®/�}Ê08¶D��2d�
µÊ k7XW2�

• ifdown-ppp Aifup-ppp — PPP{Ê��¬~{�ky�®/�}Ê2d8ZD³X0W2�

• ifup-routes — �§{�G�AÂ��k�6G{Ê��¬~{�%y�®2dA&D�`0W
2�

• ifdown-sit Aifup-sit — IPv4�0×D�dIPv6�Ê¤ÂGy�®/�}ÊD1å08X��L
w0k7XW2�

• ifdown-sl Aifup-sl — SLIP{Ê��¬~{�Gy�®/�}ÊD³X0W2�

LLL���

/etc/sysconfig/network-scripts/ �zÃ��ÁG��Á®�k|£]>è2dA�Á8G{Ê��¬~
{��0G#$0C¥{]�6G�Ê�G�ÙACd,ADÈ¶0?(9.��C�xèCê ½���GX�
¤��Æ��{Ê��¬~{�1åG��Á®�k>è2R&@2�
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2R?G¤��Æ����Á®�k¦éDÿ{2dT[#�CjlH�¤��Æ����ª
�(/etc/rc.d/init.d/network )êG/sbin/service �µÊ k³X2d,A@2�«YG�
µÊ GÈGa�D0W2�

/sbin/service network <action >

,GÈ@H�<action >@Hstart $, stop $, restart G�3e$k³X0W2�

 #08�§{�A�ly��zDC<?�d¤��Æ��{Ê��¬~{�GÍ~kÌñ2dD
H�êG�µÊ k³X0W2�

/sbin/service/network status

8.4. ¤¤¤������ÆÆÆ������XXX���¬¬¬xxx{{{ÂÂÂ
Red Hat LinuxH�.W/WCjl@³X.edl^CX�k7Y�WG¬x{Âk³X0?�{Ê
��¬~{�ky�®/�}Ê0W2�Á{Ê��¬~{�j·¬x{ÂD¦1X�k9�D7Zdb
hcD�,ebGX�H³�]2�a�D�Â�®Z0?W¬x{ÂDWAZ�»^CA&D³!d
a�D0W2�

/etc/sysconfig/network-scripts/network-functions ¬x{ÂDH<(G{Ê��¬~{
�j·��Á®�DE�@T[Í}D³X.edIPv4X�%7We?�W2�,ebGX�DH{Ê
��¬~{�G�����G>ZD12dõ`k^�08®Ä�À·G���²��çG #���
�}~{�§{�Gr���d¸#�§{�Gy�®/�}ÊGÉú��¬�Â�Â��G�`CB%
�cW2�

IPv6{Ê��¬~{�D»^CX�HIPv4{Ê��¬~{�G[GAH¼CcW2G@�,Gõ`
kJè2d8ZDnetwork-functions-ipv6 ¬x{Â%¸9D5l0W2�IPv6�´��H�6G
®Ä��ÂDa<?��2d8ZD��¤Â@4ËDC<?�C*eI�*W4l�IPv6�´��G
4ÞkíRdX�%network-functions ¬x{ÂD�cW2�.bD��AIPv6Â��G{o/|
£��Ê¤ÂG{o/|£�{Ê��¬~{�QGIPv6y Ã�G�`/|£��d{Ê��¬~{�ê
@IPv6y Ã�G5lk���2dX�[,G¬x{ÂD�cW2�

8.5. 666GGG;;;GGGÁÁÁ���������
«YGÁ���DH�¤��Æ��{Ê��¬~{�D12dõ`%7We?#c�«YGa�Cñ
�@ó3@&W2�

8.5.1. {{{ÊÊÊ���������ÂÂÂ...eee???���ddd   ���¼¼¼¸̧̧ÊÊÊ���

• /usr/share/doc/initscripts- <version >/sysconfig.txt — ,GÔ@�§�.e?�
C�IPv6�®�¾Êk7Y�¤��Æ�� #¬x{ÂXD�Xa�C�®�¾ÊQG���{
 �

• /usr/share/doc/iproute- <version >/ip-cref.ps — ,GPostscript™¬x{ÂDH�
Â��zÊ���ÂGÿ{];Gÿ{D³X@&dip �µÊ D=�?GxèCõ`%7We?
�W2�,G¬x{ÂkÌñ2dDH�ghostview¿H�kghostviewy®Á���¾Êk³X0?
Y.��
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NFS (Network File System)k�X2dA�²��H�dÁ¹�����·G¨��z�¾Êkµ}Ê
�0�6ebG¨��z�¾Ê%Ä��Â¬x{Â���·@�d$Ga�D³X@&W2�,eD
ac����·"��H¤��Æ��êGÁ:DÁ���k ±0?�akè=½���%6,D
�d¬x{ÂD�=@[y���2d,A%@&W2�

2=G§��¾ÊGNFS%�l³X.e?�W2�NFS§��¾Ê2(NFSv2)H�,,W�/Dh8
d��%�c�Á8�±Ã��zÊ����·Da<?Ü(�´��.e?�W2�NFS§��¾
Ê3(NFSv3)DHX�%.bD�`.e?#c�a>¬x{Â���{�]�À�`�X�GÏê%7
We?�W2�Red Hat LinuxH�NFSv2ANFSv3G£jk�´��0�NFSv3k�´��0?�d
��§�A�02dA&H�¬�Â�@NFSv3k³X0W2�

,GÔ@H�NFS§��¾Ê2k0D1c��W2%�×�2d°�G<(H§��¾Ê3D[CX.
eW2�,,@H�I§ACNFSG°�AQ*õ`9*ñ0W2��À{yÊ�µ�ÊA��§�
µ�Êê@GNFSG #A¥{D12dá0�£éD=�?H�Red Hat Linux���µ{��{ 
GNFS (¤��Æ��¬x{Â���·)GÔk�Í0?(9.��

9.1. jjjlll���
LinuxH��¤ÂÃ°ÂG�´��Aôéq¤0?�d��¹Ê®Ä��GçX�h4k³X0
?NFS¬x{Â»4X�k,¶0W2�0$0�Linux��¤ÂGNFS�´��%X�2da�D4
ËDC<?�C*eI�*W4l�NFSHRPC)Remote Procedure Call*k³X0?�À{yÊ��
��§�/@^�kÂ��zÊ�0W2�=Wc�portmap ��ª�%4Ë@�NFS��k��8Z
DCvCÀÊÃ°Â@y��z@C*eICbC�A��,Ak¶Ì0W2�«YG.W/WC®
Ä��%portmap A»D¥{0?�T©GNFS�0%ak�*�À�C0D��.ed,AkÉ�
D0W2�

• rpc.mountd — NFS�À{yÊ�$bµ}Ê�^�k>*1c��l���´��.e?�d
¬x{Â���·A�²2d$B�$k�~��2dq¤ÁG®Ä���

• rpc.nfsd — ½���Ã°Â��GNFS��ª�k��08®Ä���Linux��¤ÂAÍ�D¥
{0?�NFS�À{yÊ�%³X2d��§��Ã� G�`CB�NFS�À{yÊ�G¥A^�
D=!W2�

• rpc.lockd — TöG��¤Â@Hã^G��¹Ê�NFS¬x{ÂÄ��H�l@H��¤ÂD
a<?�he?�W2��¬�Â�@H,GX�%7We?�C�£��¤Âk�X2d½���
Ï*Dnfs-utils ¨����D7We?�W2�

• rpc.statd — NSM)Network Status Monitor* RPC®Ä��Âk��0W2�NFS��§�%
vôD�Ê0C�@Sf¥.e8A&DÁ���©k0W2�

• rpc.rquotad —½���ßc�?±kÁ¹��½���D,¶2dRPC��§��

,ebG®Ä�À·G2R?%NFS��ª�D»^Ch*@H�cW4l�4ËD0C*eICbC
���ª�H�rpc.mountd �rpc.nfsd �portmap 9*@2�;G��¹ÊH�`GX�k,¶0
W2%���§��Â%6ebk^�2dñ�DGX³X2R&[G@2�

NFS§��¾Ê2HUDP)User Datagram Protocol*k³X0?��À{yÊ�A��§�G/
@stateless¤��Æ���0k,¶0W2�NFS§��¾Ê3HUDP¿HIPê@¥{2dTCPk³X0
W2��À{yÊ�%»4³Á¼�·Dy���2d,Aka.e8¶DNFS��§�H�À{y
Ê�D����k��2dº�stateless UDP�0H¤��Æ���À¬z��kT³�De!W2�
,G�����=Wc��§�#DÅ�.edwW¨H�À{yÊ�$b��§�QGRPĈ �A»
Df.eW2�NFS��§�H�À{yÊ�D�ÖkF!d,AC(Sf¥@&�����H6GW
W¯cW2�
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NFSH��À{yÊ����·%Á¹��¬x{Â���·kµ}Ê�0a�A2déDGX�úß
k��0W2�y���kj�2dºD�NFS��§�H©3TCPÀ�¨�k³X0W2�TCPÀ�
¨�H�/etc/hosts.allow ¬x{ÂA/etc/hosts.deny ¬x{Âk¾X-X��d¸#G�À
{yÊ�%NFS��§�QGy���ka.ed$¨�.ed$k[#0W2�TCPÀ�¨�Gy
���j·G #D12dõ`He15Ô@Éú0?Y.��

TCPÀ�¨�Da<?�À{yÊ�%y���kúa.e8¶H�NFS��§�%6G #¬x{
Â/etc/exports k�Í0?�,G�À{yÊ�%���´��G¬x{Â���·kµ}Ê�w
od$B�$k[#0W2�úa%w8¶H�BlC¬x{Â]�zÃ��ÁGÿ{[RPC(Remote
Procedure Call)k³X0?��§�D�d,A%@&W2�

LLL���

NFSµ}Ê�s�H½���@HC(��À{yÊ�D�#0?a0?�W2����´��.e8¬x{
Â���·H�Á¹�����·êGBG½���$b@[y���%a�@2�

/etc/exports k #2déDH����´��08¬x{Â���·G¾X-X/�&-Xs�GaDHc
�DÈ¶0?Y.��

9.1.1. NFSAAAportmap

NFSH�RPC(remote procedure calls)D®50C%bX�0W2�portmap ��ª�HRPĈ �kv
0���ª�Dµ�«Ê�2dGD»^ACcW2�RPC®Ä��H����08,Akportmap D
M0�©0�¹¢��0?�d´����A��ª�2dD#GRPC®Ä�À·kÌ0W2��À{
yÊ����·H�6G¶�¸#GRPC®Ä�À·��kè=��§�êGportmap Dåtk1cW
2�60?�portmap H��AG��ª�A��k2dºD��À{yÊ�kv0�´����DÁ
�{Ã��0W2�

RPC°��G��ª�HÀ�2d�À{yÊ�^�A2R?G�0k2dportmap D®50?�dG
@�portmap H,ebG��ª�%¦º.edÏD�Xa�DC<?�C*eI�*W4l�\b$
G�:@portmap ��ª�%ã¶D�Ê08A&H�portmap A�f¥08A&Dq¤0?�82R
?G��ª�kSf¥0?(9.��

portmap � � ª � HTCPÀ � ¨ � G ² � � y � � � ¬ x { Â(/etc/hosts.allow �
L/etc/hosts.deny )A»D³X2d,A%wo?�BGÁ¹�����·%��§�ê
GRPC°��G��ª�k³X2dak[=$j·0W2�áfHe15Ôk·~Y.
��portmap GºGy���j·Â�ÂHÓ?GRPC°��G��ª�D�Ö0W2�¿H�
¸#Gy���j·Â�Â%ÁNFS RPC��¹Êk�Ö2da�DÃ#2d,A[a�@
2�rpc.mountd Arpc.statd Gman±��DH�,ebGÂ�ÂGºGvÉCì%D12dõ`%
7We?�W2�

9.1.1.1. portmap @@@NFSGGG���ÀÀÀÂÂÂ���¼¼¼������zzzÊÊÊ���

portmap H�RPC��ª�A6ebG/G��@³X.ed´����Gíqk,¶0W2G@��
ÀÂ�¼��zÊ�k2déW@portmap k³X0?�lGRPC��ª�G�����kÌñ2d
8ZD�D�:W2�rpcinfo �µÊ H�ÁRPC°��G��ª�k´�����RPC®Ä�À·
���§��¾Ê��LIP®Ä��Â�{®(TCP¿HUDP)A»DÌñ0W2�

CvCNFS RPC°��G��ª�%portmap D4ËDC<?�d$kÉ$ZdDH�rpcinfo -p k
³X0W2�

program vers proto port
100000 2 tcp 111 portmapper
100000 2 udp 111 portmapper
100024 1 udp 1024 status
100024 1 tcp 1024 status
100011 1 udp 819 rquotad
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100011 2 udp 819 rquotad
100005 1 udp 1027 mountd
100005 1 tcp 1106 mountd
100005 2 udp 1027 mountd
100005 2 tcp 1106 mountd
100005 3 udp 1027 mountd
100005 3 tcp 1106 mountd
100003 2 udp 2049 nfs
100003 3 udp 2049 nfs
100021 1 udp 1028 nlockmgr
100021 3 udp 1028 nlockmgr
100021 4 udp 1028 nlockmgr

-p �®�¾ÊH�Ã#.e8²��G´��µ�¨�k|=*w0W2�¸#G²��%Í~Ìñ.
e?�C*eIÄ��Â²��k�¬�Â�A0W2�T$G�®�¾ÊHrpcinfo Gman±��D
di.e?�W2�

êdGw´$b�.W/WCNFS��ª�%q¤0?�d,A%h$cW2�NFSG1=%vôD
f¥0?�C*eI�portmap H6G��ª�G�À{yÊ�$bGRPĈ �kv0�´��D
µ�«Ê�@&C(CcW2�<(Gñ��rootA0?NFSkSf¥2d)/sbin/service nfs
restart *A�,ebG��ª�Hportmap Dv0(g�.e�q¤0ºZW2�

9.2. NFS������§§§���   ###¬¬¬xxx{{{ÂÂÂ
NFSk³X0?¬x{ÂA�zÃ��Ák»42d���·k{o2d,AH#�@2�NFSD
acÁ¹��½���D���´��.ed2R?G¬x{Â���·A�,ebG¬x{Â�
��·D1åä*be?�dy���sH�/etc/exports ¬x{ÂD�cW2�,G¬x{Â
Hexportfs �µÊ Da<?¾Xw.e�rpc.mountd Arpc.nfsd D�a²��%¬x{Â�
��·GÁ¹��µ}Ê�k2d8ZD»^Cõ`k,¶0W2�

exportfs �µÊ k³X2eI�root½���H.W/WCNFS��ª�kSf¥0C(?[�zÃ
��ÁkÉo0?���´��/yÊ���´��@&W2�exportfs DC�C�®�¾Ê%f.e
dA����´��Mâ¬x{Â���·%/var/lib/nfs/xtab D�&-WeW2�¬x{Â��
�·DM2dy���sk[#2dA&Drpc.mountd Hxtab ¬x{Âk�Í2dG@����´�
�¬x{Â���·GÍ~DM2d>èH89:D4ËDCcW2�

exportfs k³X2dA&H�êGa�CÁ8G�®�¾Ê%�X@&W2�

• -r — /etc/exports DÍ~Ìñ.e?�d2R?G�zÃ��ÁH�/etc/lib/nfs/xtab D
�0����´��Í~k{o2d,ADa<?���´��.eW2�,G�®�¾Ê
H/etc/exports DC.e8>èk³<?á�ê,G���´��Í~kè�0W2�

• -a — exportfs Df.edT$G�®�¾ÊDI>�?�2R?G�zÃ��ÁH���´�
�/yÊ���´��.eW2�

• -o options —,G³XDac½���H/etc/exports DÍ~Ìñ.e?�C��zÃ
��Ák���´��MâA0?Ã#@&W2�,ebG�`G¬x{Â���·»4
H�/etc/exports GÁDÃ#0?�d[GA¦1a�D�&-WC*eI�*W4l�,G�®
�¾ÊH����´��¬x{Â���·k����´��Mâ¬x{Â���·GÍ~D	0A
D�`2dÏD���2d�A@³X.eW2�

• -i — /etc/exports kÞÖ0W2��µÊ À{Ê$bw.ed�®�¾ÊGX%���´��
¬x{Â���·G#xD³X.eW2�

• -u — �zÃ��ÁkÁ¹��½���%µ}Ê�0C�a�DyÊ���´��0W2��µÊ
 exportfs -ua H�.W/WCNFS��¹Ê%q¤0?�d/�NFS¬x{Â»4ká�ê��
±Ê 0W2�NFS»4kD0@&da�D2dDH�exportfs -r kó´0W2�
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• -v — îò¥{�exportfs �µÊ k��2dé����´��/yÊ���´��2d¬x{Â
���·H�acá0�×MÌñk0W2�

exportfs �µÊ D�®�¾Ê%f.eC�A&H��l���´��.e?�d¬x{Â���·
GÍ~%Ìñ.eW2�

/etc/exports QG>è×M[�service nfs reload �µÊ k³<?NFS��ª�kÁÄ�
 2d,A@¾X-WeW2�,eDa<?�/etc/exports ¬x{ÂkS���´��2d/
[NFS��¹ÊHq¤00*W2�

9.2.1. /etc/exports

/etc/exports ¬x{ÂHBG¬x{Â���·%Á¹��²��D���´��.ed$kj·0
?��®�¾ÊkÃ#0W2�
E�HÞÖ.e��¸Ê�H5#6µ��k³X0?{o@&�ò
��H§���À��¼(\ )k³X0?À�®@&W2�Á���´��¬x{Â���·H�6e7
e½ôG�êDC*eI�*W4l�����´��¬x{Â���·G¶fD±$e8a²��
GÍ~H�
E%å@ý�be?�C*eI�*W4l�²��6e7eG�®�¾ÊH²��ú9
½G÷¶D�d$<,( )×D.±0�²��ú9½AT�G$<,( )G/D
E%�<?H�*W4
l�

6GT[��C�ù@/etc/exports %»^A2dGH����´��Mâ�zÃ��ÁA�6G
�zÃ��ÁG³Xka.e?�d²��9*@2�

/some/directory bob.example.com
/another/exported/directory 192.168.0.3

/sbin/service nfs reload � µ Ê   k ³ X 0 ?/etc/exports k S � � �
´ � � 0 8 ¶ �bob.example.com ² � � H/some/directory k µ } Ê � @
&�192.168.0.3 H/another/exported/directory kµ}Ê�@&W2�,GÈ@H�®�¾
ÊkÃ#0?�C�G@�êGa�C�¬�Â�GNFS®Á¬xÃÊ�%4ËDCcW2�

• ro — ¾X1cX�,G¬x{Â���·kµ}Ê�0?�d²��H¬x{Â���·k>è
@&C(CcW2�²��%¬x{Â���·G>èk@&da�D2dDH�rw)¾X�&*k
Ã#0C*eI�*W4l�

• async —��§�HC�An¢08A&D���k�z��D�&-Y,A%@&W2�²��%
���k¾X1cXA0?y���0?�eI,eHl^@H�cW4l%�²��%¾X�&
¬x{Â���·D>èk`!?�dA&D��§�%�À��¼08ñ�����HÈ�2da
�n%�cW2�sync �®�¾ÊkÃ#2d,ADa<?��À{yÊ�G�&-X^�%�jD
	 2dW@H2R?G¬x{Â�&-Xk�z��D�¶��0C*eI�*W4l�,eH�
¨¬��µÊ�k�Y.4da�n%�cW2�

• wdelay —9G�&-X^�%`y2d#6e%�dA&�NFS��§�H�z��QG�&-X
k´b4W2�,G^i�9�G�&-X�µÊ Da<?�z��Dy���2d�W%�c�
�&-X��§�¯� %´C(Cd,A@¨¬��µÊ�%Ïê0W2�no_wdelay H,GX�
k�¬D0W2%��X@&dGH�sync �®�¾Êk³X0?�dñ�9*@2�

• root_squash — nobodyG½���IDkF!d,ADac�Á¹���00?�droot½���
$brootGs�k1cê+W2�,eHá�ê�Á¹��root½���G�´kT�GÄ��Â
½���W@5>0Y+6?�Á¹��root½���%Ä��Â���·Groot½���@�d
$Ga�D�d��GkêÊ0W2�Íj�no_root_squash �®�¾ÊHrootG>0Y+k�
¬D0W2�rootk7Z?2R?GÁ¹��½���k>0Y+dDH�all_squash �®�¾
Êk³X0W2�½���IDA�Â�®IDkÃ#0?�d¸#²��$bGÁ¹��½���A
Í�D³X2dDH�anonuid �®�¾ÊAanongid �®�¾Êk6e7e³X0W2�,Gñ
��Á¹��NFS½���GºD¸9C½���y�}Ê�k{o0?� )anonuid= <uid-
value >,anongid= <gid-value >*G»4AÃ#k2d,A%@&W2�<uid-value >H
½���ID��@�<gid-value >H�Â�®ID��@2�
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,ebG�¬�Â�Dê�&2dDH�6ek���®�¾ÊkÃ#0C*eI�*W4l�8A!
I�rwkÃ#0C*eI�6G���´��%»4.edGH¾X1cX9*DCcW2�2R
?G���´��¬x{Â���·G��G�¬�Â�HéñADê�&0C*eI�*W4l�
W8�T$G�®�¾ÊH�¬�Â�¨%C�A,f@H³X@&W2�,eDH���Á�G
�~��kÞËD2d�´�£Ó@C�´��$bGy���a��L£Ó@C�¬x{ÂÄ��
Ga(¸#G�UNFS�À{yÊ���DH»^)CB%7WeW2�³XàpG´C�,ebG�®
�¾ÊD=�?GáfH�exports man±��k�Í0?(9.��

²��çkÃ#2dA&DH�êGa�Cjlk³X0W2�

• single host—�d1=G²��k	ÓK� ¸{Êç/²��ç/IPy Ã�@Ã#0?�W2�

• wildcards— *%åA?%åk³X0?�¸#G%åØDÍ²2d	ÓK� ¸{ÊçG�Â�®Z
D³X.eW2�}0�DNSG�Û&r�%�'08ñ���ÒX�2da�nG�dIPy Ã�
HÆ{Â �� @H³X0C�@Y.��

0$0�Æ{Â �� HÂ�G«�Ò@�dG@�	ÓK� ¸{ÊçD³X2
dA&HÈ¶0?(9.��8A!I�Æ{Â �� A0?*.example.com k³
X2dA�sales.example.comH���´��¬x{Â���·Dy���@&W2
%�bob.sales.example.comH@&W4l�,G£jD�².4�.bDsam.corp.example.comD
[�².4dDH�*.example.com *.*.example.com kÃ#2d»^%�cW2�

• IP networks— accø%d&�¤��Æ��×@HIPy Ã�k�D²��k�².4d,
A%@&W2�8A!I�192.168.0.0/28 H�192.168.0.0$b192.168.0.15W@GT�G16�
GIPy Ã�H���´��¬x{Â���·Dy���@&W2%�192.168.0.16«êG[GH
@&W4l�

• netgroups— @<group-name >A0?{o.e8NIS¤���Â�®çk³X@&W2�,eH�
á�ê�,G���´��¬x{Â���·Gy���j·GYDNIS��§�k±(,ADC
cW2�6,@H�/etc/exports D�Ö.43D½���kNIS�Â�®D�`08c�NIS�
Â�®$b|£08c@&W2�

LLL���

/etc/exports ¬x{Âk¬��µ��2djlH¤ôD�Ò@�¸D
E%åG³XD=�?l^@2��
��´��¬x{Â���·k²��$b�0�²��¦¹k
E%å@�2,Ak�eC�@(9.��89
0��¸Ê��@³X2dñ�k£&�¬x{Â×D,e««G
E%å%C�a�D0?(9.��

8A!I�êG2�H¦1×M@H�cW4l�

/home bob.example.com(rw)
/home bob.example.com (rw)

e1�@H�bob.example.com G½���9*%/home�zÃ��ÁD¾X�&y���%@&W2�e2�
@H�bob.example.com G½���H6G�zÃ��Ák¾X1cX)�¬�Â�*GX@µ}Ê�@&
d9*@2%�;G½���H¾X�&@µ}Ê�@&?0W�W2�

9.3. NFS���ÀÀÀ{{{yyyÊÊÊ���   ###¬¬¬xxx{{{ÂÂÂ
��§�Da<?�Xa�DC<?�dNFS»4H�2R?<TCjlk³X0?µ}Ê�@&W
2�»4H�mount�µÊ k³X0?3¥@µ}Ê�woW2%�,Gjl@H���·%Sf¥
2dpDroot½���%mount�µÊ kó´2d,ADCcW2�f¥éD�ô¥ADNFS»4%
µ}Ê�.ed #H/etc/fstab GKv�¿Hautofs ��ª�G³Xk7Y28Å%�cW2�
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9.3.1. /etc/fstab

/etc/fstab ¬x{ÂDC�D¬��µ��08�k.±2dA����´��¬x{Â���
·k3¥@µ}Ê�2dGA¦1Ëi%µbeW2�/etc/fstab ¬x{ÂH���·Gf¥é
D/etc/rc.d/init.d/netfs ��Á®�Da<?¾X1beW2�6,DÃ#0?�dNFS»4H
Be[µ}Ê�.eW2�

NFS���´��kµ}Ê�2d/etc/fstab �H�êGa�C[GDCcW2�

<server >: </path/of/dir > </local/mnt/point > nfs <options > 0 0

<server-host >H�¬x{Â���·k���´��2d��§�G²��ç�IPy Ã��	Ó
K� ¸{ÊçG�3e$@2�

</path/of/directory >H���´���zÃ��ÁQG¨�(Cì)@2�

</local/mount/point >H���´���zÃ��Ákµ}Ê�2dÄ��Â¬x{Â���·ê
Gñ�kÃ#0W2�,Gµ}Ê�´{Ê�H�/etc/fstab %¾X-WedÏD5l2d»^%�
cW2�6�0C�Aµ}Ê�H@&W4l�

nfs �®�¾ÊHµ}Ê�.ed¬x{Â���·G�{®kÃ#0W2�

<options >G��DH�¬x{Â���·Gµ}Ê�2djlkÃ#0W2�È!I��®�¾Ê
G��%rw,suid kñ2ñ�����´��¬x{Â���·H¾X�&@µ}Ê�.e���§�
Da<? #.e8½���IDA�Â�®ID%³X.eW2�,,@H�$<,( )k³X0C�,A
DÈ¶0?Y.��µ}Ê��®�¾ÊD=�?GáfH��9.3.3k�Í0?(9.��

9.3.2. autofs

/etc/fstab k³X2dê@GæWG1=H�6Gµ}Ê�.e8¬x{Â���·kBeTB³X0
?�d$D1+C(�6Gµ}Ê�k�#GúSDJè2d8ZD���·%XDÁ���k,¶
0C*eICbC�,A@2�,eH1=]2=Gµ}Ê�@HgDCcW4l%�1pD<WG��
�·QGµ}Ê�kJè2dA&H����·ÓKG¨¬��µÊ�%�Y0W2�/etc/fstab D
bhdjlH��¤Â°��Gautomount ½��zÁ�zk³X2d,A@2�,ek³X2d
A�NFS¬x{Â���·Gµ}Ê�/yÊµ}Ê�%ô¥AD�he�Á���k¢�@&W2�

/etc/rc.d/init.d �zÃ��ÁD�dautofs ��Á®�k³X0?�/etc/auto.master 0 
#¬x{ÂDacautomount kj·0W2�automount H�µÊ �@Ã#@&W2%�3@2
R?kó´2dac[�¬x{ÂG���Dµ}Ê�´{Ê��²��ç����´���zÃ
��Á��®�¾ÊkÃ#2dj%E�@2�Ã#GÀÊÃ°Â@f¥��Ê2d��ª�A0
?autofs k��2d,A@�.W/WC¬x{ÂGµ}Ê� #kô¥AD��@&W2�

autofs  #¬x{ÂH)½1+D.Ø.e?�W2�0 #¬x{Â)/etc/auto.master *H�
�d¸#Gµ�®�{®DÁÊ�.e?�d���·êGµ}Ê�´{Ê�k�Í0W2�µ�®�
{®H�6GT$G #¬x{Â�®Ä�À·�NISµ�®�Í}A@C�µ}Ê�jlCBG�ùk
AcW2�auto.master ¬x{ÂDH�êGa�DAo.e8µ}Ê�´{Ê�G6e7ek�Í2
d�%7We?�W2�

<mount-point > <map-type >

,G�G<mount-point >^æHÄ��Â¬x{Â���·êGµ}Ê�2dñ�kñ0?�W
2�<map-type >H�µ}Ê�.edµ}Ê�´{Ê�GjlD1å0?�W2�NFS���´��
Gô¥µ}Ê�GT[Í}AC3¥H�1=G¬x{Âk¸#Gµ}Ê�´{Ê�XGµ�®�{®A
0?³X2d,A@2�µ�®¬x{ÂH�ô�auto. <mount-point >A��çÏ%ä*be�
,G<mount-point > AHauto.master GÁ@Ã#.e?�dµ}Ê�´{Ê�@�«YGa�C
�%7We?�W2�

<directory > <mount-options > <host >: <exported-file-system >
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<directory >H����´��¬x{Â���·kµ}Ê�2dµ}Ê�´{Ê�×G�zÃ��
Á@2�Ç�Gmount�µÊ ATU¦1@�¬x{Â���·k���´��2d²��A���
´��MâG¬x{Â���·H�<host >: <exported-filesystem >���¾ÊD5l2d
»^%�cW2����´��¬x{Â���·kµ}Ê�2dA&D³X2d¸#G�®�¾Êk
Ã#2dDH�<mount-options > ���¾ÊD�Êµ@ý�<?.±0W2�autofs k³X2
dNFSµ}Ê�Gñ�H�<mount-options >���¾ÊD-fstype=nfs k.±2d»^%�cW
2�

autofs  #¬x{ÂH<WG�{®G�§{�]¬x{Â���·G.W/WCµ}Ê�D³
X@&W2%�NFSµ}Ê�k{o2djD¸D��:W2�8A!I�Í�Gç�H½���
G/home/ �zÃ��ÁkNFS»4DacÁ:G��§�DÅ�0?�W2�êD�Æ������¾
ÊG6e7e@auto.master ¬x{Âk #0?�NFSDac/home/ �zÃ��Ákµ}Ê�2
djlGáfk7Yauto.home ¬x{Âk´{Ê�.4?�W2�,eDac�½���H�×�
¤��Æ��GB,@Ä�{Ê0?[ /home/ �zÃ��ÁG�0���A #¬x{ÂDy���
@&W2�,Gñ�Gauto.master ¬x{ÂH�êGa�C[GDCcW2�

/home /etc/auto.home

,G^i�/etc/auto.home ¬x{ÂDa<? #.edÄ��Â���·D/home/ µ}Ê�´{
Ê�%���y�®.eW2�,G¬x{ÂG×MH�#6b(êGa�C[G@2�

* -fstype=nfs,soft,intr,rsize=8192,wsize=8192,nosuid server.example.com:/home

,G�G×M@H�½���%y���kÙXd�Ä��ÂG/home/ �zÃ��ÁYG2R?
G�zÃ��Á)y��Á��%åDac*H�6G���´��/home/ ¬x{Â���·×
Gserver.example.com���·ê@NFSµ}Ê�%�hed,Akñ0?�W2�,Gµ}Ê��®
�¾ÊH�NFS%µ}Ê�2d/home/ �zÃ��Á6e7e%���zÊ�G¸#G_Wck³X2
d,AkÃ#0?�W2�µ}Ê�,,@³X.e?�dGÈ[7Z?��®�¾ÊGáfD=�?
H��9.3.3k�Í0?Y.��

9.3.3. »»»���GGGNFSµµµ}}}ÊÊÊ������®®®���¾¾¾ÊÊÊ

NFSDac¬x{Â���·kÁ¹��²��Dµ}Ê�2d««D�<8<TC�®�¾Êkµ
}Ê�éDÃ#0?³�]2(2d,A%@&W2�,ebG�®�¾ÊH�3¥Gmount�µÊ
 �/etc/fstab  #¨�autofs �6G;Gµ}Ê�jlCBk(X@&W2�

«YG�®�¾ÊH�NFSµ}Ê�DT[³he?�d[G@2�

• hard ¿Hsoft — ���´��¬x{Â���·k��ª�2d²��%³Xã�DC<8ñ�
D�NFS�0C:G¬x{Âk³X2d®Ä�À·%�Ê0?���§�%�ÊÀ{Ê�Y2dG
kQ=$B�$)hard *��d�H�À�k`�2d$B�$)soft *kÃ#0W2�

hard kÃ#08ñ�H�intr �®�¾ÊkÍ�DÃ#0?�C��c�NFS��%S¦2dGk
Q=®Ä��kQ 2d,AH@&W4l�

soft kÃ#08ñ�H��`Gtimeo= <value > �®�¾Êk #@&W2�,,
@�<value >H�À�%`�.edW@GC~ÒWkÃ#0W2�

• intr — ,ek³X2dA���§�%�}Ê08$�j¥!8A&DNFŜ �kßc-W4d,
A%@&W2�

• nolock — £NFS��§�D�02dA&D»^DCdñ�%�cW2�Ä��k^�2dD
H�lock �®�¾Êk³X0W2�

• noexec —µ}Ê�.e8¬x{Â���·ê@§{¡ÁG��ka0W4l�,e%��=G
H�NFSC:@³X0?�d���·êD°�nGC�§{¡Ák7YLinux««G¬x{Â��
�·kµ}Ê�0?�dñ�@2�

• nosuid — set-user-identifier/set-group-identifierª��k4ËD2d,Aka0W4l�
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• rsize=8192 �Lwsize=8192 — 1pDX�2d���GÄ���{�)§{��*G #
¨kd&(2d,A@�NFS��G¾Xw0)rsize *��&-X)wsize *k�«� y�®0
W2�,ebG¨k>è2dA&HÈ¶0?(9.��Ä���{�kd&(2dA�Í�G
£Linux��¤ÂA¤��Æ���� %vôDX�0C�#6e%�cW2�

• nfsvers=2 �Lnfsvers=3 —³X2dNFS®Ä��ÂG§��¾ÊkÃ#0W2�

mount man±��DH�X@&d�®�¾Ê%.bDW<(�c�ÁDH¤NFS¬x{Â���·k
µ}Ê�2dA&D³X2d�®�¾ÊCB%�cW2�

9.4. NFSGGG������¼¼¼ÁÁÁ���zzz
NFSH�<WGT©G²��%�d¬x{Â���·ÓKk##YF�~jù@»42d,AD#�
?�W(X�0W2�NFSµ}Ê�k�0?¬x{ÂDy���2d<(G½���H�³X0?�
d¬x{Â���·%ô�G���·DÄ��Â@HC�,AD[%ä$C�$[0eW4l�0$
0�6G³�]2.A»D.W/WC��¼Á�zg%×l0?�W2�

�d��§�êGNFS¬x{Â���·k���´��08c�6ebk�À{yÊ�Dµ}Ê�0
8c2dA&H�«YGWD=�?ü�2d»^%�cW2�6ek��2eI�NFS��¼Á�z
Á��kT³�De!���§�G���GJ¿k�Ð@&W2�

9.4.1. ²²²������yyy���������

NFS%"�2dGH�µ}Ê�^�2d²��k°��D08���´��¬x{Âkµ}Ê�@&
d0@�¬x{Â���·k�jD�X2d½���@H�cW4l�²��H���´��¬x{
Â���·kµ}Ê�2ds�kéñADF!be?�C*eI�*W4l�¬x{ÂA�zÃ��
ÁGy���s««Gy���j·H�½���DH@&W4l����!dA�¬x{Â���
·%NFSk�0?���´��.edA�NFS��§�D�0.e?�dBGÁ¹��²��GBG
½���@[»4���Dy���@&W2�,G×l2dÁ��kj�2dDH�"��%¾X1
cXGy���9*ka2d$��d�H�½���kÍ}AC½���idA�Â�®idD5>0
Y+6W2�890�,G�[lH�§oG�A@�dNFS»4G³XkêÊ2d,AD[Cc!W
2�

.bD�NFS¬x{Â���·k���´��0?�d���·%³X2dDNS��§�Gj·sk
�ó�%1µ2dA��d¸#G²��ç]	ÓK� ¸{ÊçD1åä*be?�d���·HÞ
aµ�ÊQA´{Ê�.eda�n%�cW2�,,@�NFSµ}Ê�G�`��¼Á�zkX¶
2dºG½���ç¿H¨�Æ� õ`%Ã�.e?�W4lG@�,GÞaµ�Ê%NFS»4k
µ}Ê�2da�Da.e8���·6G[GDCcW2�W8��d²��%NFS»4kµ}Ê
�@&da�D2d8ZDNIS¤���Â�®k³X0?�dñ�H�¦TGÁ��%NIS��§�G
�D[�?HWcW2�/etc/exports DIPy Ã�k³X2d,ADa<?�,G8Gy���
kac1æD2d,AH@&W2�

Æ{Â �� H�NFS»4G���´��ka0?�dA&Dä!ZD³X2R&@2�Æ{Â
 �� %4ËC�°H¶A08«êG���·D~2da�n%�cW2�

NFSG£ÓC³XD12dáfHRed Hat Linux��¼Á�z�{ GÁG��§���¼Á�zG
Ôk�Í0?Y.��

9.4.2. ¬¬¬xxx{{{ÂÂÂyyy���������sss

NFS¬x{Â���·HÁ¹��²��Da<?¾X�&¹� @�<8lµ}Ê�.edA�
Á»4¬x{Â%è=*ÍGJ¿H6Gs�9*@2�[D¦1useridG¨kè=20G½���
%�¦1NFS¬x{Â���·kµ}Ê�08ñ���bH°�D	3G���k>è2d,
A%@&W2�.bDH�À{yÊ����·@rootA0?Ä�{Ê2d0H�@[su - �µÊ
 k³X0?�NFS»4k�0?¸#G¬x{ÂDy���@&d½���DCd,A%woW



eee9ÔÔÔNFS)))Network File System*** 115

2�NFSAuseridGÜÂD12dáfH�Red Hat Linux���·y ¶¢��Ã��¾Ê®Ã¶yG
ÁGy�}Ê�A�Â�®G"�k�Í0?Y.��

NFSDac¬x{Â���·k���´��2dA&G�¬�Â�¥{H�root squashingk³X2d
,A@2�,G^i�Ä��Âµ�ÊGroot½���A0?NFS»4k�X2d0G½���IDH�
��§�Gnobodyy�}Ê�¨D #.eW2�root squashingH�Ê0?H�*W4l�

NFS»4k¾X1cX@���´��2dñ��all_squash �®�¾ÊG³Xkr�0?Y.
��,eH����´��¬x{Â���·Dy���2d2R?G½���Dnobody½���G
½���IDk1µ.4W2�

9.5. 666GGG;;;GGGÁÁÁ���������
NFS��§�k"�2d,AH1=Gâ°@2�,GÔ@×�0?�C�<(G�®�¾Ê%NFS¬x
{Â���·G���´��]µ}Ê�XDX¶.e?�W2�áfD=�?H�«YGÁ���k
�Í0?(9.��

9.5.1. {{{ÊÊÊ���������ÂÂÂ...eee???���ddd   ���¼¼¼¸̧̧ÊÊÊ���

• /usr/share/doc/nfs-utils- <version-number >/ — <version-number >G��D
HNFS̈ ����G§��¾Ê��kóeW2�,G�zÃ��ÁDH�NFSkLinuxD{Ê�
��Â2djlk£é0?#c�.W/WCNFS #È]�¬x{ÂU�G¨¬��µÊ�DF!
d�ÖCB[di0?�W2�

• man mount — NFS��§�ANFS�À{yÊ�G£jG #Xµ}Ê��®�¾ÊD=�?��
AD�£0?�W2�

• man fstab — ���·f¥éD¬x{Â���·kµ}Ê�2d8ZD³X2
d/etc/fstab ¬x{ÂG�ùD=�?áfD£é0?�W2�

• man nfs — NFS�4G¬x{Â���·���´��Aµ}Ê��®�¾ÊD=�?áfD£é
0?�W2�

• man exports — NFS¬x{Â���·k���´��2dA&D�/etc/exports ¬x{ÂD
³X2dÍ}AC�®�¾Êkñ0?�W2�

9.5.2. 111ååå������

• Managing NFS and NIS)Hal Stern�Mike Eisler�Ricardo Labiaga» Ó �O’Reilly &
Associates�*—�X@&d.W/WCNFS���´��Aµ}Ê��®�¾ÊD=�?G,e8
Á¬xÃÊ��{ DC<?�W2�

• NFS Illustrated)Brent CallaghanÓ�Addison-Wesley Publishing Company�*— NFSAT$G
¤��Æ��¬x{Â���·k�Î0�NFS��G°çX=�?áfDñ0?�W2�
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Apache HTTP ������§§§���

Apache HTTP��§�H�Apache Software Foundation(http://www.apache.org)Da<?¦`.e
8Äe@�«X~ÙG³?2d��®Ê���GWeb��§�@2�Red Hat LinuxDH�Apache
HTTP��§�§��¾Ê2A.bD6GX�kÄZ2da�D J.e?�dW<(G��§�¹
�¼�Â%7We?�W2�

Apache HTTP��§�D{Ê���Â.e?�d�¬�Â�G #H�£BGúÌ@>è43D�X
@&dH3@2�,GÔ@H����· #k»^A2d�¿H��Apache HTTP��§�1.3$b
 #¬x{Âk>�2d»^G�d½���kÄ&2dºD�<(GApache HTTP��§� #¬x
{ÂD=�?6G°^k£é0?�W2�

LLL���

�À¬z�ÂCHTTP    ###������ÂÂÂ(redhat-config-httpd )k³X0?�dñ��HTTP    ###������ÂÂÂH,G
¬x{Âk³X2dpDSyo0W2G@�Apache HTTP ��§�G #¬x{ÂH3¥@A_0C�@(
9.��

HTTP    ###������ÂÂÂD12dáfõ`HRed Hat Linux ���µ{��{ GÁGApache HTTP ��§�G
 #GÔ@·~Y.��

10.1. Apache HTTP ������§§§���2.0
Apache HTTP��§�§��¾Ê2A6G§��¾Ê1.3(§��¾Ê1.3HRed Hat Linux 7.3A6e
«Ï@³X)DHl^CF¼%4cW2�,G���¾ÊH�Apache HTTP��§�2.0GX�k�(
=$krß0?�l^C>èWG°^k£é0W2�§��¾Ê1.3G #¬x{Âk2.04ùD½�2
djlG§×H�10.2@·~Y.��

10.1.1. Apache HTTP ������§§§���2.0GGGXXX���

Apache HTTP��§�2.0G�oDac�<(GX�%�X@&W2�«YD6G0C[Gkñ0W
2�

• �0�Apache API— ¹�¼�ÂHacÄ´C�0�API(Application Programming Interfaces)G
���kãX0W2�

lll^̂̂

Apache HTTP ��§�1.3 XDìo.e8¹�¼�ÂH��0�APID½¥0C��cX�@&W4l�
¸#G¹�¼�Â%½¥.e8$B�$ãéCñ�H�y�®�Ã� 2dÏD¦`�DÉú0?Y.��

• ¬zÂ�ÁÊ�—¹�¼�ÂH�Ê�Ê�¬zÂ�A0?X�@&W2�¬zÂ�ÁÊ�G{XG
°jDä�?GáfH�10.2.4@Éú@&W2�

• IPv6�´��—êebGIPy Ã�4ù%�´��.eW2�

• #\Z.e8�zÃ��z—<(G;w0]2��zÃ��z%&£.e�;G�zÃ��z
[#\Z.e?�W2�¸#G�zÃ��zD=�?Gõ`H�10.5@·~Y.��

• �W�½G�À�M=— SSI(Server Side Include) �¼¸Ê�k³X2dé����µ{�08
�À�M=±��%�W�½@¶¢.eW2�
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• �W®Ä��Â�´��—�WG®Ä��Â%�´��.eW2�

ac�âAC>èÁ��HêG�{�@�ÊÀ{Êr�%@&W2�http://httpd.apache.org/docs-
2.0/.

10.1.2. Apache HTTP ������§§§���2.0GGG¨̈̈������������>>>èèè

Red Hat Linux 8.0$b¦º0?�Apache HTTP��§�¨����HçÏ%>è.e?�W2�.
bD6G1åG¨����D[çÏ>è�³X�Ê�¿H;G¨����AG�(CB%�cW2�

«YD¨����>èGÁ��kñ0W2�

• apache �apache-devel �apache-manual HçÏ>èDCchttpd �httpd-devel �httpd-
manual A6e7e>hcW08�

• mod_dav¨����Hhttpd ¨����D�F.e?�W2�

• mod_put ¨����Amod_roaming ¨����H�6GX�%mod_dav@,¶.edX�G�
���@�dº�|£.eW08�(mod_davHhttpd D�F.e?�W2�)

• mod_auth_any Amod_bandwidth ¨����H|£.eW08�

• mod_ssl ¨����XG§��¾Ê��H�0�httpd ¨����A¦UZ.e?�W2�
,eHApache HTTP��§�2.0XGmod_ssl ¨����H�Apache HTTP��§�1.3X
Gmod_ssl ¨����ac[��(mod_sslG)§��¾Ê��kè=A��,ADCcW2�

10.1.3. Apache HTTP ������§§§���2.0GGG¬¬¬xxx{{{ÂÂÂ���������···GGG>>>èèè

Apache HTTP��§�2.0Qy�®�Ã� k2dA�¬x{Â���·GÃ{y}�D«YGa�
C>è%f,cW2�

• �0� #�zÃ��Á/etc/httpd/conf.d/ %�`.eW08� — ,G�0��zÃ��Á
H�mod_ssl �mod_perl �php�G�9G¨����¹�¼�ÂXG #¬x{ÂkJ52d
ºD³X.eW2���§�H,Gñ�$b #¬x{ÂkÄ� 2da�D�Apache HTTP
��§�G #¬x{Â@�d/etc/httpd/conf/httpd.conf D�d�zÃ��zInclude
conf.d/*.conf Da<?Ãñ.eW2�

lll^̂̂

T5G #k½�2déDH�,G�%ýó.e?�d,A%l^DCcW2�

• abAlogresolve ®Ä�À·H½¥0W08� — ,ebG½��zÁ�z®Ä�À·
H�/usr/sbin/ �zÃ��Á$b/usr/bin/ Q½¥.eW08�,eDac�,ebG§{¡Á
G¥M¨�kè=��Á®�HX�0W4l�

• dbmmanage�µÊ Hóe�!beW08�— dbmmanage�µÊ H�htdbmDacóe�!b
e?�W2�áfH�10.2.4.4@·~Y.��

• logrotate G #¬x{ÂHçÏ%>è.e?�W2� — logrotate  #¬x{Â
H/etc/logrotate.d/apache $b/etc/logrotate.d/httpd QAçÏ%>è.eW08�

êG���¾Ê@H�Apache HTTP��§�1.3 #$b2.04ùQG½�G°jk#�D£é0?�
W2�
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10.2. Apache HTTP ������§§§���1.3 GGG   ###¬¬¬xxx{{{ÂÂÂGGG½½½���
Apache HTTP��§�%2@D{Ê���Â.e?�8Red Hat Linux 7.3¿H6e«ÏG§��¾
Ê$by�®�Ã� 2dñ���0�Apache HTTP��§�2.0¨����GÇ� #¬x{
ÂH/etc/httpd/conf/httpd.conf.rpmnew A0?{Ê���Â.e?#c��Á�¡ÂG§�
�¾Ê1.3 httpd.conf H6GWW¯<?�W2����,eH½���÷¶GJ�@��0� #
¬x{Âk³X0?��� #k6eD½�.4d$�¿H�T5G¬x{Âk°��A0?³X0
?�»^C�kA_2d$k[#2d,ADCcW2�890�¬x{ÂGOb$G��@H;G�
�ac[<(>è.e?#c�Ó}AD£jk;58y®Ä��%C�@0`��§��¾Ê1.3A
§��¾Ê2.0GÇ�G #¬x{ÂH£jA[�3=G���¾ÊDne?�W2�,G�{ G�
AHBGa�C���%TC@�d$k,§2d,AD�cW2�

/etc/httpd/conf/httpd.conf %��¬�Â�Red Hat Linux§��¾ÊG>è.e8§��¾Ê
@�c��Á�¡ÂG�«�%ó3@&dñ�H�«YGÈGa�Ddiff �µÊ k��2dG%T
[#�@0`��

diff -u httpd.conf.orig httpd.conf | less

,G�µÊ H���.e8>èk2R?M�w0W2�[0��Á�¡Â¬x{ÂG�«�%C�
ñ�H�rpm2cpio Acpio �µÊ k³X0?6ekRPM¨����$b1cw2,A[woW2�
«YGa�D0W2�

rpm2cpio apache- <version-number >.i386.rpm | cpio -i --make

êdG�µÊ @H�<version-number >k�apache ¨����XG§��¾Ê��@óe�
!W2�

T¶D�Apache HTTP��§�% #�À�k�~��2dºG���¹� kè<?�d,AkË
!?�dAE�@2�,eDy���2dDH�êGa�C�µÊ kó´0W2�

apachectl configtest

10.2.1. ���ÄÄÄ���§§§ÂÂÂ���ÂÂÂGGG   ###

 #¬x{ÂG�Ä�§Â�ÂG���¾ÊDH���@&d¦é^�GW±]Á8¬x{ÂGñ�
CBApache HTTP��§�GÓKACþ�D�Ö2d�zÃ��z%7We?�W2�,G��
�¾ÊH�;G��D�R?d±G>è%�cW2G@Apache HTTP��§�2.0 #¬x{ÂG,
G���¾Êk°��A0?�60?�� #k,,D½�2d,A%G®.eW2�

10.2.1.1. §§§{{{ÊÊÊ   222ddd{{{ÊÊÊ������¬¬¬~~~{{{���AAA´́́������GGGÉÉÉooo

BindAddress APort G�zÃ��zH[�5l0W4l�6ebGX�H�l�acgå
CListen �zÃ��zDac,¶.eW2�

Port 80 %�1.3§��¾ÊG #¬x{Â@���.e?�8ñ��2.0 #¬x{Â@H6
ekListen 80 D>è0W2�Port D80««G¨%���0?�<8ñ���6G´����
kServerName �zÃ��zG×MDä`0W2�

ÈA0?�«YDApache HTTP��§�1.3�zÃ��zG�Ê®Âkñ0W2�

Port 123
ServerName www.example.com

,G #kApache HTTP��§�2.0D½�2dDH�êGìok³X0W2�

Listen 123
ServerName www.example.com: 123
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,GzgD=�?Gõ`H�«YGApache Software FoundationG�{�D�d �¼¸Ê�@#¾
XY.��

• http://httpd.apache.org/docs-2.0/mod/mpm_common.html#listen

• http://httpd.apache.org/docs-2.0/mod/core.html#servername

10.2.1.2. ������§§§���®®®���ÂÂÂ���{{{���GGGccc###

Apache HTTP��§�2.0@H�^�k>�0�6ek��2dºD½®Ä��k�d�÷
H�MPM(Multi-Processing Modules)A�Ied¹�¼�ÂG�Â�®QA��.e?�W0
8�;G¹�¼�ÂAH¼Cc�MPM�Â�®$bH¹�¼�Â1=9*%Apache HTTP��
§�Da<?Ä� .eW2�§��¾Ê2.0DH3=GMPM ¹�¼�Â%¦:.e?�W
2�prefork �worker ��Lperchild @2�

�Á�¡ÂGApache HTTP��§�1.3 G¥{H�prefork MPMGÁD½¥.e�Red Hat
Linuxê@H��lprefork MPM9*%�X@&W2�}0�;GMPM[¶ñ��X@&da�D
Cd@0`��

prefork MPMHApache HTTP��§�1.3A¦1�zÃ��zk>*ä*W2G@�«YG�z
Ã��zH÷�½�%woW2�

• StartServers

• MinSpareServers

• MaxSpareServers

• MaxClients

• MaxRequestsPerChild

,GzgD12dõ`HApache Software FoundationG�{�@êG �¼¸Ê�@#¾XY.��

• http://httpd.apache.org/docs-2.0/mpm.html

10.2.1.3. DSO (Dynamic Shared Object) GGG���´́́������

,,@H<(G>è%»^@2�60?§��¾Ê2.0D�h4d8ZDApache HTTP��§�1.3G
 #¬x{ÂkKv(>èk§��¾Ê2.0 #D½�2d,AAH9)0a�A0?�d½���D
H�Ç�GRed Hat Linux Apache HTTP��§�2.0 #¬x{Â$b,G���¾Êk�«�2d
,A%G®.eW2�

Ç�GApache HTTP��§�2.0 #$b���¾Êk�«�08(C�0H«YGWkÈ¶0?Y
.��

• AddModule AClearModuleList G�zÃ��zH[�5l0W4l�,ebG�zÃ��z
H¹�¼�Â%v0���@4ËDCd,AkÉß2GD³X.e?�W08�Apache HTTP
��§�2.0 APIDac�¹�¼�ÂH6G��kÃ#2d,A%woW2G@�«ÏG�zÃ�
�zG»^n%C(CcW08�

• LoadModule �G��H[�1+�cW4l�

• <(G¹�¼�ÂDM0��`�|£�çÏ>è�����(CB%��.e?�W2�

• ô+GRPM(mod_ssl �php�mod_perl �6G;)D¨����.e?�d¹�¼�Â
XLoadModule G�H[�»^�cW4l�6ebH�l�/etc/httpd/conf.d/ �zÃ��Á
×Gµ�2d¬x{ÂGÁD5l0W2�

• Á8HAVE_XXXG#xH[�#xä*.eW4l�
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lll^̂̂

�Á�¡Â¬x{ÂkA_0?�dñ��httpd.conf DH«YG�zÃ��z%7Wed,A%TdGl^
W@�d,ADÈ¶0?Y.��

Include conf.d/*.conf

,G�zÃ��z%Zô2dA�6eô+GRPM×D¨����0?�d2R?G¹�¼�
Â(mod_perl �php�mod_ssl CB)%X�0C(CcW2�

10.2.1.4. ;;;GGG���ÄÄÄ���§§§ÂÂÂ���ÂÂÂGGG>>>èèè

«YG�zÃ��zHApache HTTP��§�2.0 #$b|£.eW08�

• ServerType — Apache HTTP��§�HServerType standalone A0?GX��@&W2G
@�,G�zÃ��zHã^�ACcW2�

• AccessConfig �LResourceConfig — ,ebG�zÃ��zH�Include �zÃ��z
GX�G¶À�@�dº�|£.eW08�[0�AccessConfig AResourceConfig G�zÃ
��z%���.e?�dñ�H�6ebkInclude �zÃ��z@óe�!?(9.��

¬x{Â%����zÃ��zDacñ.e?�d��@É�D¾X-Weda�D2dD
H�Include �zÃ��z%httpd.conf GÁ©D±0?�?�.bDResourceConfig D
	�2d[GA�6G¶DAccessConfig D	�2d[G%Qä.e?�d»^%�c
W2��¬�Â�G¨k³X0?�dñ��6ebkéÉDconf/srm.conf ¬x{Â
Aconf/access.conf ¬x{ÂAÃ#0?7ZW2�

10.2.2. ¸̧̧{{{ÊÊÊ������§§§���GGG   ###

 #¬x{ÂG¸{Ê��§� #���¾ÊH¸{Ê��§�k���0�<VirtualHost >G
�Ê�¡@#x08[ú²��@��.eC�Ó?G^�D=�0W2�,,@G¨
H<VirtualHost >G�Ê�¡D#x.ed�¬�Â�k,¶2d[G@2�

,G���¾ÊG�zÃ��zH�Apache HTTP��§�1.3A2.0G§��¾Ê/@´00$>è
.e?�W4l�¸{Ê��§�G #%d�D���µ{�.e?�dñ��T5G #kApache
HTTP��§�2.0D��a�DA_08T�%#�@�da�n%�cW2�M����µ{�0$
0?�C�½���H6ebG>èk�¬�Â�G2.0 #Q½¥2R&@2�

10.2.2.1. UserDir µµµ���«««ÊÊÊ���

UserDir � z Ã � � z  H �http://example.com/~bob/ C B GURLk 4 Ë D 0
?�/home/bob/public_html CBG½���bob G²�·�zÃ��Á×G��zÃ��ÁQ
µ�®2d8ZD³X.eW2�,GX�G
{XA0?�ó�D���·êD�d½���çG5
lkn#k.4?0W�,A%�cW2�,G�:G8Z�Apache HTTP��§�2.0G�¬�Â�
 #@H�,G�zÃ��z%ÞËDC<?�W2�

UserDir µ�«Ê�k4ËD2dDH�httpd.conf $b«YGúSG�zÃ��zk>è0W
2�

UserDir disable

êGa�D>!W2�

UserDir public_html
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,GzgD=�?Gõ`H�Apache Software FoundationG�{�×D�dêG �¼¸Ê�k�ü
D0?Y.��http://httpd.apache.org/docs-2.0/mod/mod_userdir.html#userdir.

10.2.2.2. ÄÄÄ���ÊÊÊ���

«YGÄ�Ê�G�zÃ��zH|£.e?�W2�

• AgentLog

• RefererLog

• RefererIgnore

0$0����~Ê�Ä�A�ÍÄ�HW9�CustomLog�zÃ��zALogFormat �zÃ�
�z@�X@&W2�

,GzgD=�?Gõ`HApache Software FoundationG�{�@�êG �¼¸Ê�k#¾XY.
��

• http://httpd.apache.org/docs-2.0/mod/mod_log_config.html#customlog

• http://httpd.apache.org/docs-2.0/mod/mod_log_config.html#logformat

10.2.2.3. ���zzzÃÃÃ������ÁÁÁGGG���ÛÛÛ

ÞXDC<8FancyIndexing �zÃ��zH�2@D|£.e?�W2�¦1X�
kIndexOptions �zÃ��z×GFancyIndexing option@�XwoW2�

IndexOptions �zÃ��zQG�0�VersionSort �®�¾ÊH�§��¾Ê��k7l@�
d¬x{ÂkacôÒD�Å2da�DCcW2�È!I�httpd-2.0.6.tar H�zÃ��Á�Û
G±��@httpd-2.0.36.tar GÏDoW2�

ReadmeNameAHeaderNameG�¬�Â�G�zÃ��zHREADMEAHEADER$bREADME.html
AHEADER.htmlQ>è.e?�W2�

,GzgD=�?Gõ`HApache Software FoundationG�{�@êG �¼¸Ê�$bó30?(
9.��

• http://httpd.apache.org/docs-2.0/mod/mod_autoindex.html#indexoptions

• http://httpd.apache.org/docs-2.0/mod/mod_autoindex.html#readmename

• http://httpd.apache.org/docs-2.0/mod/mod_autoindex.html#headername

10.2.2.4. ���ÊÊÊ���ÊÊÊ���ÃÃÃÉÉÉ

CacheNegotiatedDocs �zÃ��zH��4@ÛWDon ¿Hoff k³�a�DCcW0
8�CacheNegotiatedDocs GT5G{Ê��Ê�HCacheNegotiatedDocs on @óe�!d»
^%�cW2�

,GzgD12dõ`HApache Software FoundationG�{�@«YG �¼¸Ê�$bó30?Y
.��

• http://httpd.apache.org/docs-2.0/mod/mod_negotiation.html#cachenegotiateddocs
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10.2.2.5. ���ÀÀÀ���   ���¼¼¼¸̧̧ÊÊÊ���

ErrorDocument �zÃ��z@hard-codeḑ ����k³X2dDH�¸����HApache
HTTP��§�1.3@^�.e?�82lÛXókÏDä*dG@HC(�Ï¶G2lÛXó["]@°We
C*eICcW4l�

ErrorDocument G #kApache HTTP��§�2.0D½�2dDH«YGì!k³X0W2�

ErrorDocument 404 "The document was not found "

êdGErrorDocument �z���zDä�?od2lÛXóDÈ¶0?Y.��

,GzgD12dõ`D=�?HApache Software FoundationG�{�@êG �¼¸Ê�$bó3
2d,A%woW2�

• http://httpd.apache.org/docs-2.0/mod/core.html#errordocument

10.2.3. [[[úúú²²²������   ###

<VirtualHost >�Ê�¡G×MG2R?H��10.2.2Dñ0?�da�D¸{Ê��§�A¦TC
jl@½�2R&@2�

lll^̂̂

SSL/TLS[ú²�� #H�¸{Ê��§� #¬x{Â$b/etc/httpd/conf.d/ssl.conf Q½¥.e
8,ADÈ¶0?Y.��

,GzgD=�?Gõ`HRed Hat Linux���µ{��{ ×GApache HTTP��¼y��§�G
 #A��Ô��L«YG�{�D�d�ÊÀ{Ê �¼¸Ê�@·~Y.��

• http://httpd.apache.org/docs-2.0/vhosts/

10.2.4. ¹¹¹���¼¼¼���ÂÂÂAAAApache HTTP ������§§§���2.0

Apache HTTP��§�2.0@H�¹�¼�Â���·H¹�¼�Â%Í�Då^.eda�D�¿H
�0��ÒÌ��jl@^�.eda�D>è.eW08�CGI (Common Gateway Interface)��Á
®�H�ÈA0?���§�ì%��ä&HTML �¼¸Ê�kyo@&�,eHmod_include @
®Ä��.eW2�,eDac�¸#G�Ak~o2d8ZG¹�¼�ÂkçX�h4djlD�d
Ca�n%w?oW2�

,GX�G°çXH�Á^�%vÉD1=G¦Ê À¹�¼�ÂDac��ª�.e?�0¿H6e«
êG¬zÂ�¹�¼�Â%0(a�DC<?�W2�

Apache HTTP��§�1.3GÈA0?�PHP��Á®�H2R?�6GPHP¹�¼�ÂDa<?��
.e?�W2�Apache HTTP��§�2.0@H�6Ga�C¶¢H�y¹�¼�ÂDa<?��.e
W2�—,eH�#¬x{Âk��ª�0W2�—6G¶�PHP¹�¼�ÂDa<?¬zÂ�.eW
2�

�ÒDH�,G³Xl�LApache HTTP��§�2.0G2R?G;G�X�D=�?H�,Gµ¢¼
yÂG���°k�!d[G@2�89�PATH_INFO�zÃ��z%�¬zÂ�A0?��.e
?�d�¹�¼�ÂDac��.ed �¼¸Ê�@³X.edñ�H�>èH�M.eW2�,e
H�6e7e§oG¨�çG¶D¨�õ`k7l@�d8Z@2��U¥§@^�k��2d�y¹
�¼�ÂH��¬�Â�@PATH_INFOk��@&3�6Gõ`kè=^�DM0404 Not Found �
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À�k�cC0W2�bUA0?AcceptPathInfo �zÃ��zk³X0?��y¹�¼�Â
%PATH_INFOG^�k>*ä*da�DÄj0W2�

«YD�,G�zÃ��zGÈkñ0W2�

AcceptPathInfo on

,GzgG�`õ`H�Apache Software FoundationG�{�G«YG �¼¸Ê�×@·~DCe
W2�

• http://httpd.apache.org/docs-2.0/mod/core.html#acceptpathinfo

• http://httpd.apache.org/docs-2.0/handler.html

• http://httpd.apache.org/docs-2.0/filter.html

10.2.4.1. mod_ssl ¹¹¹���¼¼¼���ÂÂÂ

mod_ssl G #Hhttpd.conf $b/etc/httpd/conf.d/ssl.conf ¬x{ÂQ½¥.eW08�
,G¬x{ÂkÄ� 2d8Z�60?mod_ssl %X�2dºDH��10.2.1.3@Ìñ.e?�da
�D�Include conf.d/*.conf ����¸Ê�%httpd.conf D7Wed»^%�cW2�

SSL[ú²��GServerName HéÉD6G´����kÃ#2d»^%�cW2�

È!I�êGApache HTTP��§�1.3�zÃ��zGÈGa�DCcW2�

<VirtualHost _default_:443 >

# General setup for the virtual host
ServerName ssl.example.name
...

</VirtualHost >

,G #kApache HTTP��§�2.0D½�2dDH�êGìok³X0W2�

<VirtualHost _default_:443 >

# General setup for the virtual host
ServerName ssl.host.name :443
...

</VirtualHost >

,GzgD=�?Gõ`H�Apache Software FoundationG�{�D�d«YG �¼¸Ê�@#¾
XY.��

• http://httpd.apache.org/docs-2.0/mod/mod_ssl.html

• http://httpd.apache.org/docs-2.0/vhosts/

10.2.4.2. mod_proxy ¹¹¹���¼¼¼���ÂÂÂ

®Ä���y���j·����¸Ê�H�0�G #@H�<Directory proxy: >@HC
(�<Proxy >Ä��×D�cW2�

��mod_proxy G�º�Ê�X�H�êG3=G¹�¼�ÂD�ß.eW08�

• mod_cache

• mod_disk_cache

• mod_file_cache
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,ebG¹�¼�ÂH�Ó}ADmod_proxy ¹�¼�ÂG��§��¾ÊA¦1�¿Hâ8a�C
�zÃ��zk³X0W2�

,GzgD12d�`õ`H�Apache Software FoundationG�{�GÁD�d«YG �¼¸Ê�
@#¾X(9.��

• http://httpd.apache.org/docs-2.0/mod/mod_proxy.html

10.2.4.3. mod_include ¹¹¹���¼¼¼���ÂÂÂ

mod_include ¹�¼�ÂH�0�GÁÁ��@¬zÂ�A0?��.e?#c�,G8Z�¼Cdj
l@4ËDCcW2�¬zÂ�D12dõ`H�10.2.4@Éú0?Y.��

È!I�Apache HTTP��§�1.3�zÃ��zG�Ê®ÂH«YGa�DCcW2�

AddType text/html .shtml
AddHandler server-parsed .shtml

,G #kApache HTTP��§�2.0D½�2dDH�êGìok³X0W2�

AddType text/html .shtml
AddOutputFilter INCLUDES .shtml

«ÏA¦TD�Options +Includes �zÃ��zH�,G�4@[<Directory >�Ê�¡��
d�H.htaccess ¬x{ÂDa<?»^A.e?�d,ADÈ¶0?Y.��

,GzgD12d�`õ`H�Apache Software FoundationG�{�D�d«YG �¼¸Ê�×@
¾Y,A%woW2�

• http://httpd.apache.org/docs-2.0/mod/mod_include.html

10.2.4.4. mod_auth_dbm¹¹¹���¼¼¼���ÂÂÂAAAmod_auth_db ¹¹¹���¼¼¼���ÂÂÂ

Apache HTTP��§�1.3 H�Berkeley DatabasesADBM���°��k6e7e³X0
8mod_auth_db Amod_auth_dbmA��2=Gúß¹�¼�Âk�´��0?�W08�,ebG¹
�¼�ÂH0�Apache HTTP��§�2.0@H�mod_auth_dbmA0?1=G¹�¼�ÂD^
�.e?�W2�,eHW8G¼Cd���°��4ùDy���@&W2�mod_auth_db $
b ½ � 2 d D H �AuthDBUserFile AAuthDBGroupFile kmod_auth_dbmG ¦ 8 @ �
dAuthDBMUserFile AAuthDBMGroupFile @óe�!d,A@� #¬x{Âkí¢2d»^%
�cW2�W8�AuthDBMType DB�zÃ��zkä*`!?³XÁG���°��¬x{ÂG�
{®kÌñ2d»^%�cW2�

êGÈ@H�Apache HTTP��§�1.3XGmod_auth_db  #G�Ê®Âkñ0?�W2�

<Location /private/>
AuthType Basic
AuthName "My Private Files"
AuthDBUserFile /var/www/authdb
require valid-user

</Location>

,G #kApache HTTP��§�G§��¾Ê2.0D½�2dDH�êGìok³X0W2�

<Location /private/>
AuthType Basic
AuthName "My Private Files"
AuthDBMUserFile /var/www/authdb
AuthDBMType DB
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require valid-user
</Location>

AuthDBMUserFile �zÃ��zH.htaccess ¬x{Â@[³X2d,A%@&d,ADÈ¶0?
Y.��

½���çA¨�Æ� ���°��G��D³X.eddbmmanage Perl��Á®�H�Apache
HTTP ��§�2.0×@H�htdbmDóeUh<?�W2�htdbm®Ä�À·H¦TGX�kè
:�mod_auth_dbmGTD�Á8G���°��4ùkþ�2d,A%woW2�-T�®�¾Ê
H�µÊ À{Êê@³X2d¬��µ��kÃ#2d,A%woW2�

Ì10-1H�dbmmanagek³X0?DBM-format���°��$bhtdbm¬��µ��Q½�2djl
kñ0?�W2�

ÿÿÿ{{{ dbmmanage ���µµµÊÊÊ   (1.3) MMM===222dddhtdbm ���µµµÊÊÊ   (2.0)

���°��D½���k�
`( #08¨�Æ� ³X)

dbmmanage authdb add
username password

htdbm -b -TDB authdb
username password

���°��D½���k�
`(¨�Æ� k^�)

dbmmanage authdb
adduser username

htdbm -TDB authdb
username

���°��$b½���k|
£

dbmmanage authdb delete
username

htdbm -x -TDB authdb
username

���°��D½���kÁ�
�2d

dbmmanage authdb view htdbm -l -TDB authdb

¨�Æ� kÉú dbmmanage authdb check
username

htdbm -v -TDB authdb
username

ÌÌÌ10-1.dbmmanage$$$bbbhtdbmQQQGGG½½½���

-m�®�¾ÊA-s �®�¾ÊHdbmmanageAhtdbmG£j@X�0�¦��¼¨�Æ� XGMD5
¿HSHA1yÂ�Á�·G³Xk6e7e4ËD0W2�

htdbm@�cG���°��k{o2dñ�H�-c �®�¾Êk³X0C*eICcW4l�

,GzgD=�?G�`õ`H�Apache Software FoundationG�{�D�d«YG �¼¸Ê�@
·~Y.��

• http://httpd.apache.org/docs-2.0/mod/mod_auth_dbm.html

10.2.4.5. mod_perl ¹¹¹���¼¼¼���ÂÂÂ

mod_perl G #H�httpd.conf $b/etc/httpd/conf.d/perl.conf ¬x{ÂQ½¥.eW
08�,G¬x{ÂkÄ� 2dDH�60?mod_perl %X�2da�D2dDH�Include
conf.d/*.conf ����¸Ê�%�10.2.1.3Dñ0?�da�Dhttpd.conf ×D7Wed»^%�
cW2�

httpd.conf ×@GApache:: G5lH�ModPerl:: Dóe�!C*eICcW4l�.bD�¦Ê
 À%g�.edjlH>è.eW08�

«YDApache HTTP��§�1.3mod_perl  #G�Ê®Âkñ0W2�

<Directory /var/www/perl >

SetHandler perl-script
PerlHandler Apache::Registry
Options +ExecCGI

</Directory >
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,eHApache HTTP��§�2.0XGmod_perl A¦�G[G@2�

<Directory /var/www/perl >

SetHandler perl-script
PerlModule ModPerl::Registry
PerlHandler ModPerl::Registry::handler
Options +ExecCGI

</Directory >

mod_perl 1.xXG£BG¹�¼�ÂH�KvC0@mod_perl 2.xAÍ�DX�2dH3@2�XS
¹�¼�ÂHÁ�Ê¨{Â%»^@�´��MakefileGKv%»^DCd$[©eW4l�

10.2.4.6. mod_python ¹¹¹���¼¼¼���ÂÂÂ

mod_python G #Hhttpd.conf $b/etc/httpd/conf.d/python.conf ¬x{ÂQ½¥0
W08�,G¬x{ÂkÄ� 2dºD�W8mod_python %X�2dºDH�Include
conf.d/*.conf ����¸Ê�%�10.2.1.3Dñ0?�da�D�httpd.conf D7Wed»^%�
cW2�

10.2.4.7. PHP

PHPG #¬x{ÂH�httpd.conf $b/etc/httpd/conf.d/php.conf Q½¥.eW08�,
G¬x{ÂkÄ� 2d8ZDH��10.2.1.3Dñ0?�da�D�Include conf.d/*.conf �
���¸Ê�%httpd.conf GÁDC*eICcW4l�

PHPH�¬zÂ�A0?��.e?�W2�6G8Z�¼Cdjl@4ËD2d»^%�cW2�
¬zÂ�D12dõ`H�10.2.4@·~Y.��

Apache HTTP��§�1.3@H�PHPH«YG�zÃ��zk³X0?��.e?�W08�

AddType application/x-httpd-php .php
AddType application/x-httpd-php-source .phps

Apache HTTP��§�2.0@H�6GbhcDêGa�C�zÃ��zk³X0W2�

<Files *.php >

SetOutputFilter PHP
SetInputFilter PHP

</Files >

PHP 4.2.0A6e½�G§��¾Ê@H��Ä�§Â���®@�X@&8#x^>WG�¬�Â
����H>è.e?�W2��9Gó´A��§�G>WH�¬�Â�@H�[��Ä�§Â
���®GÁD÷�.±H.eW4l�,G>è%���Á®��ÛG�ÙDCd$[©eW4
l�register_globals G #@/etc/php.ini ¬x{Â×kOnD0?«ÏG¥{D
0?Y.
��

,GzgD12d�`õ`H�«YGURL@�Ä�§Â���®G>èD=�?�Í0?Y.��

• http://www.php.net/release_4_1_0.php
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10.3. {{{ÊÊÊ���������ÂÂÂGGG¶¶¶
httpd ¨����k{Ê���Â08¶H�httpd-manual ¨����k{Ê���Â0?WebÀ
}�khttp://localhost/manual/D´{Ê�2d$�¿Hhttp://httpd.apache.org/docs-2.0/G�{�D�
dApache �¼¸Ê�k�~2d,A@�Apache HTTP��§� �¼¸Ê�k³X@&da�D
CcW2�

Apache HTTP��§�G �¼¸Ê�DH�Ó?G #�®�¾ÊG��Á��A�âAC£é%F
�.e?�W2�Epê�,GÔ@HApache HTTP��§�2.0@³X.ed #�zÃ��zG
#�C£ékX¶0?�W2�

Red Hat LinuxDF�.e?�dApache HTTP��§�G§��¾ÊH�mod_ssl ¨����
Aopenssl ¨����@,¶.e?�dÄ´CSSL¦�Zlk³X0?��¼yWeb��§�k
���y�®2d�´kè<?�W2� #¬x{Âk|?�dé�6e%��¼yWeb��§�
A�6�@C�Web��§�k£j7l@�d,AD[%ä(@0`����¼yWeb��§�H[
ú²��A0?�¥{2d,ADCc�/etc/httpd/conf.d/ssl.conf ¬x{ÂGÁD #.e
?�W2�[ú²��D12dáfH��10.8@·~Y.����¼y��§�G[ú²��G #
D12dõ`H��10.8.1@·~DCeW2�Apache HTTP��¼y��§�G #D12dõ`
HRed Hat Linux���µ{��{ D�dApache HTTP��¼y��§�G #GÔ@·~DCe
W2�

ÈÈÈ¶¶¶

Red Hat, Inc. H�FrontPageGÃÞxk¦:0?�W4l�,eH�Microsoft™�GÀ{�Ê�%��� 
¨��zQG,GÃÞxG¦:kíÊ0?�d$b@2�FrontPageGÃÞxAApache HTTP ��§�D1
2dõ`H��ÊÀ{Ê@«YGURL@|d,A%woW2�http://www.rtr.com/fpsupport/

10.4. httpd GGG¦¦¦ºººAAA���ÊÊÊ

httpd RPM@/etc/rc.d/init.d/httpd ��Á®�k{Ê���Â@&W2�60?�6e
%/sbin/service �µÊ k³X0?�y���woda�DCcW2�

��§�k¦º2dDH�Â��@êGa�Dó´0W2�

/sbin/service httpd start

��§�k�Ê2dDH�Â��@êGa�Dó´0W2�

/sbin/service httpd stop

restart �®�¾ÊH�Apache HTTP��§�k�Ê0?�S¦º2d3�G�s4@2�

��§�kS¦º2dDH�Â��@êGa�Dó´0W2�

/sbin/service httpd restart

ÈÈÈ¶¶¶

Apache HTTP ��§�k��¼y��§�A0?��0?�dñ��start ]restart �®�¾Êk³X2
déH��§�¨�Æ� kó´2d»^%�cW2�
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0$0�httpd.conf ¬x{ÂkA_08¶H���§�k6GpD�ÊA¦ºk2d»^%C(�
6GbhcDreload G�®�¾Êk³X0W2�

��§�G #¬x{ÂkÁÄ� 2dDH�Â��@êGa�Dó´0W2�

/sbin/service httpd reload

ÈÈÈ¶¶¶

Apache HTTP ��§�k��¼y��§�A0?��0?�dñ��reload �®�¾Êk³X2déDH
��§�¨�Æ� H^�.eW4l�

�¬�Â�@H�httpd ��ª�H�f¥éDô¥ADH¦º.eW4l�f¥éDhttpd ��ª
�%¦º.eda�D #2dDH�/sbin/chkconfig ]/sbin/ntsysvCBGinitscript½��zÁ
�zk³X2d$��d�H�������ªªª���   ###������ÂÂÂ®Ä�À·k³X0W2�,ebG��ÂD12
dõ`HRed Hat Linux���µ{��{ GÁG ��ª�DM2dy���Gj·GÔ@#¾XY
.��

ÈÈÈ¶¶¶

Apache HTTP ��§�k��¼y��§�A0?��0?�dé�¸#�{®G��§��G¬x{Â%�
dñ�««H�µ�Ê%f¥08¶D¨�Æ� %^�.eW2�

Apache HTTP ��¼y��§�D #D12dõ`H�Red Hat Linux ���µ{��{ GApache
HTTP ��¼y��§�G #GÔ@·~Y.��

10.5. httpd.conf GGG   ###���zzzÃÃÃ������zzz

Apache HTTP � � § � G   # ¬ x { Â H �/etc/httpd/conf/httpd.conf @
2�httpd.conf ¬x{ÂDHc�C�¸Ê�%�c�£BôÒD��wod×M@2��¬�Â�
G #@£BGúSDM=0W2�}0�;Gl^C #�®�¾ÊDà¸l@#(,A[d�@
2�

LLL���

Apache HTTP ��§�2.0GÁÁ��@�<(G #�®�¾Ê%>è.eW08�§��¾Ê1.3G #
¬x{Â$b2.04ùQ½�2dñ�H��10.2k�Í0?Y.��

10.5.1. ÍÍÍ}}}AAACCC   ###GGG©©©ÊÊÊ���

Apache HTTP��§�k #0?�dñ��/etc/httpd/conf/httpd.conf kA_0?6e$
b�ÁÄ� 2d$�¿HS¦º2d$�¿H�10.4@ñ0?�da�Dhttpd G®Ä��k�Ê0
?¦º0÷0W2�

httpd.conf kA_2dÏD�T�D�Á�¡Â¬x{ÂG�«�k{o0W2�§��y�®k{
o0?#(A� #¬x{ÂkA_0?�déD¶�k0?[#�D��@&W2�
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¶�%�c�Web��§�%vôD¥{0C�ñ��©3httpd.conf GÁ@TöGA_08ñ�k
|?6e%¶��{®@C�$B�$Éú0W2�

êD�Web��§�G�À�Ä��/var/log/httpd/error_log k|W2��À�Ä�H½���
GC�êe@H�#�D�*@&C�$[©eW4l�}0�C��DH�À�Ä�GT¶G�Ê�
Á�%�\%f,<8$D=�?�D�=õ`k,¶0?(edH3@2�

êH�httpd.conf GÁD7We?�d<(G�zÃ��zG��£éGÁ��@2�,ebG£
éH�Ó?kÌ�2d[G@H�cW4l�,GáfD=�?H�êG�{�@HTML4ù@,¶.
e?�dApacheG �¼¸Ê�k·~Y.��URL: http://httpd.apache.org/docs-2.0/.

W8�mod_ssl �zÃ��zD=�?H�êG�{�@HTML4ù@,¶.e?�d �¼¸Ê�
k·~Y.��URL: http://httpd.apache.org/docs-2.0/mod/mod_ssl.html.

10.5.2. ServerRoot

ServerRoot H�web�{�G×Mk7l@�d��®Ã°ÂG�zÃ��Á@2��¬�Â�
@�ServerRoot H��¼y��§�X[¤��¼y��§�X[£jA["/etc/httpd" Q #.
e?�W2�

10.5.3. ScoreBoardFile

ScoreBoardFile H�×�G��§�®Ä��õ`kJ50?�6Gõ`H)��§�®Ä��A½
®Ä��G/@³X.eW2�Red Hat LinuxHScoreBoardFile kJ52d8ZD»4¸¹Ák³
X0?#c�¬�Â�G/etc/httpd/logs/apache_runtime_status H�D¬��Â§��(D
¨)A0?³X.ed9*@2�

10.5.4. PidFile

PidFile H���§�%6G®Ä��ID (PID)kd�2d¬x{ÂGçÏkñ0W2��¬�Â�@
H�PIDH/var/run/httpd.pid ×DÁ��.e?�W2�

10.5.5. Timeout

Timeout H���ÁD��A>�kQ=é/Gò.Ò�@ñ0W2�¸DTimeout H�GET̂ �k
>�2dGD��§�%Q=ò.�POST¿HPUT̂ �@TCP̈ ���k>�2dW@GQ=ò.�
W8�ACK%TCP̈ ���Dp=2dW@Gò.CBkñ0W2��¬�Â�@HTimeout H300Ò
D���0?�c�TAlBGúÌDHC�@2�

10.5.6. KeepAlive

KeepAlive H���§�%�01=DM0?�WG^�ka2d$B�$���0�10G�À{y
Ê�%��§�Á���k~pD³X2d,Ak�Ê0W2�

�¬�Â�@�Keepalive Hoff D���0?�cW2�6e%onD���0?�dñ�D���
§�%;�0?(dA���§�H2I](TdWG½®Ä��k�.0W2�,GúS@H�
��§�H�ÓD´(CcW2�[0Keepalive k4ËD0?#(ñ�HKeepAliveTimeout k
5�6(KeepAliveTimeout �zÃ��zGáfD=�?H��10.5.8k�Í0?Y.��)D��
�0��§�êG/var/log/httpd/error_log Ä�¬x{Âk¹¢�0?#(A®�@0`��,
GÄ�H��§�%½®Ä��%Þ(CdéD`�0?&W2�
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10.5.7. MaxKeepAliveRequests

,G�zÃ��zH��#�01=DM0?a.ed^�GTdWk���0W
2 �Apache ProjectH � � � § � G ¨¬ � � µÊ � % Ï ê 2d � �   # k G ® 0 W
2�MaxKeepAliveRequests H��¬�Â�@100D���0?�cW2%�,e@TAlBGú
ÌDHC�CH3@2�

10.5.8. KeepAliveTimeout

KeepAliveTimeout H^�%M=.e8¶��0k11dW@G��§�%Q=é/kÒW@
 #0W2���§�%^�k>�2dA�Timeout �zÃ��z%bhcDCX.eW
2�KeepAliveTimeout H�¬�Â�@15ÒD #.e?�W2�

10.5.9. MinSpareServers ���LLLMaxSpareServers

Apache HTTP��§�H��À¬z��k°��D0?C�CWG�±y��§�®Ä��k
"�2d,ADac�¥ADúú.edÄ� k>*óeW2���§�H^�Q:G��§�
GWk�~��0�[0MaxSpareServers «êD�dñ�HO=$k�Â0?�[06GW
%MaxSpareServers ac[´C�ñ�H�O=${o0W2�

�¬�Â�GMinSpareServers ¨H5@��¬�Â�GMaxSpareServers ¨H20@2�,ebG
�¬�Â� #H�úÌD�h4?C�D2d»^%�cW2�MinSpareServers k�Wcd&C
WåD0C�TD[kä*d»^%�cW2�d&(0~'dA��À¬z��%M�úSGé@[
��§�êDd&C®Ä���Ê�øvk$*?0W�W2�

10.5.10. StartServers

StartServers ���y�®GéW@�{o.ed��§�®Ä��GWk #0W2�Web��
§�H��À¬z��Ä� k°��D0?��§�®Ä��k¥AD�Â08c�{o08c0W
2G@�,G¨À¸��k>è2d»^%�cW2�Web��§�H�¦ºéW@8=G��§�®Ä
��kº¥2da�D���0?�cW2�

10.5.11. MaxClients

MaxClients H�¦éD¥{@&d��§�®Ä��G�JW�¿H¦éD�0@&d�À{yÊ�
G�JWG�pk #0W2�,G�zÃ��zG0C�:H��2dApache HTTP��§�%�
±Ã��zÊ����·k�À��¼.4da�nk£*d8Z@2��0���§�DA<?H�
,G¨H�ZD #2R&@2���§�G�¬�Â�H150@2�,G¨%MaxClients XG #
@256k�!C�a�D2d,A%G®.eW2�

10.5.12. MaxRequestsPerChild

MaxRequestsPerChild H�Á½��§�®Ä��%Èð2dÏDM=2d^�GTdW�Jk #
0W2�MaxRequestsPerChild k #2d0C�:H�ò(¯52d®Ä��Dac=¨.e8¸
¹ÁÁ��k£*d8Z@2���§�XG�¬�Â�MaxRequestsPerChild H1000DC<?�
W2�

10.5.13. Listen

Listen �µÊ H�Web��§�%^�Go�k>*ä*d´��kú90W2��¬�Â�
@Apache HTTP��§�H�¤��¼yCWeb��k´��80@�60?(��¼y��§�k#x
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2d/etc/httpd/conf.d/ssl.conf ×G) ��¼yCWeb��k´��443@Á��Ê(�Ö)0W
2�

Apache HTTP��§�%1024«YG´��@Á��Ê2da�D #.e?�dñ�H�Â��
½���%¦º2d,ADCcW2�1024�L6e«êG´��@H�ôG½���%httpd k¦º
2d,A%woW2�

Listen �zÃ��zH���§�%>�2d�0GºG¸#GIPy Ã�[Ã#2d,A%wo
W2�

10.5.14. Include

Include k³X2dAÀÊ�{·éD;G #k7YTD2d,A%@&W2�

,ebG #¬x{ÂG¨�HServerRoot DM0?¥M¨�@[	M¨�@[³X@&W2�

lll^̂̂

mod_ssl �mod_perl �phpCBG�9D¨����.e8¹�¼�Âk³X2d��§�D
H�httpd.conf ×GSection 1: Global Environment GÁDêGa�C�zÃ��z%C*eICc
W4l�

Include conf.d/*.conf

10.5.15. LoadModule

LoadModule H�DSO(Dynamic Shared Object)kÄ� 2dºD³X.eW2�LoadModule G³
�jk7Z8Apache HTTP��§�GDSO�´��D12dõ`H�10.7@�Í@&W2�¹
�¼�ÂGÄ� ��HApache HTTP��§�2.0GÁ@Hl^@H�cW4l�Apache HTTP
��§�2.0GDSO�´��D10?H�10.2.1.3k·~Y.��

10.5.16. ExtendedStatus

ExtendedStatus �zÃ��zH�server-status ¦Ê À%��Â.edéW@�Apache%
I§(off )¿Háf(on)GB:bG��§������õ`kyo2dG$kj·0W2�server-
status ¦Ê ÀHLocation ��k³X0?��Â.eW2�server-status G��ÂD12dá
fH�10.5.63D7We?�W2�

10.5.17. IfDefine

<IfDefine >�L�</IfDefine >G��H�<IfDefine >��×D�d���%5true6@�e
I�CX.ed #�zÃ��zk°XW2����%5false6@�eI��zÃ��zHÞÖ
.eW2�

<IfDefine >��×G���H�¨À¸��ç(È!IHAVE_PERL)@2�¨À¸��%#x.e?
�dA6eH���§�G�����µÊ QGÛWA0?,¶.e?�dA��¶Ì@�c���
�H5true6@2�,Gñ��Web��§�%����2dA���H5true6@�IfDefine ��×
D7Wed�zÃ��z%CX.eW2�

�¬�Â�@�<IfDefine HAVE_SSL >��H��¼y��§�XG[ú²����k°XW
2�<IfDefine HAVE_SSL >��H�ssl_module XDLoadModule ��AAddModule ��[°
XW2�
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10.5.18. User

User�zÃ��zH���§�®Ä��G½���çk���0?BG¬x{ÂD6G��§�%
y���ka.ed$k[#0W2�,G½���Dy���@&C�¬x{ÂH�Apache HTTP
��§�D�00?�d�À{yÊ�D[y���woW4l�

�¬�Â�@�UserH�apache D���.e?�W2�

ÈÈÈ¶¶¶

��¼Á�zG�A@Apache HTTP ��§�H�Â��½���A0?G��k¨�0W2�

10.5.19. Group

,eH�Apache HTTP��§�®Ä��G�Â�®çkÃ#0W2�

�¬�Â�@H�GroupHapache D���.e?�W2�

10.5.20. ServerAdmin

ServerAdmin �zÃ��zkWeb��§�"��G\½¸�Ây Ã�D���0W2�,G\
½¸�Ây Ã�%��§�%yo2dWeb±��G�À�¸����×DÌñ.eW2G@�½�
��H\½¸�Âk��§�"��D�d,ADacgG`�k2d,A%woW2�

�¬�Â�@H�ServerAdmin Hroot@localhost D���.e?�W2�

ServerAdmin k���2dÍ}ACjlH�6ekwebmaster@example.com D���2d,
A@2�60?webmaster k�/etc/aliases GWeb��§�G�÷�D�{Áy� #
0�/usr/bin/newaliases k��0W2�

10.5.21. ServerName

��§�XDServerName k³X0?²��çA´����(Listen �zÃ��zAÍ²2d,
A)k #0W2�ServerName Hµ�ÊG�jG²��çDÍ²2d»^H�cW4l�È!
I�Web��§�%www.example.com @�dé���§�G²��çH�jfoo.example.com @
�d,A%a�@2�ServerName DÃ#0?�d¨H����·Dac�[@&d4Ë
CDNS(Domain Name Service)@C*eICcW4l�,eH¦3D{c�+d,AHwoW4l�

«YD�ServerName �zÃ��zG�Ê®Âkñ0W2�

ServerName www.example.com:80

ServerName kÃ#2déH�É�DIPy Ã�A��§�çGM%/etc/hosts ¬x{Â×D7W
eda�D0?Y.��

10.5.22. UseCanonicalName

,G�zÃ��zHonD���.e?�dé�Apache HTTP��§�%�ServerName APort G
£ � z Ã � � z  @ Ã # . e 8 ¨ k ³ X 0 ? ô + k � Í 2 d a � D   # 0 W
2�UseCanonicalName %off D���.e?�dñ����§�H�ô+k�Í2dé�^�0?
�d�À{yÊ�@³X.e8¨k6GbhcD³�W2�

UseCanonicalName H��¬�Â�@off D���.e?�W2�
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10.5.23. DocumentRoot

DocumentRoot H�^�DM=0?��ª�.ed£BGHTML¬x{Âk7l@�
d�zÃ��Á@2���¼yA¤��¼yG£jGGWeb��§�XG�¬�Â
�DocumentRoot H/var/www/html �zÃ��Á@2�È!I���§�HêGa�C �¼¸Ê
�G^�k>�2d$[©eW4l�

http://example.com/foo.html

,Gñ����§�H�¬�Â��zÃ��Á×@«YG¬x{Âkr�0W2�

/var/www/html/foo.html

DocumentRoot %��¼yA¤��¼yG£�{®GWeb��§�@»4.eC�a�D2dºD
H�DocumentRoot k>è0W2��10.8k�Í0?Y.��

10.5.24. Directory

<Directory /path/to/directory >���L</Directory >��H�containerA�Ied�
k{o0�¸#G�zÃ��Á]��zÃ��ÁDGXCX.ed,ADC<?�d #�zÃ�
�zG�Â�®k°Y8ZD³X.eW2��zÃ��ÁDCX.ed�zÃ��zH�3e
[<Directory >��×@³X.eW2�

�¬�Â�@H�Options (�10.5.25k�Í)AAllowOverride (�10.5.26k�Í)G�zÃ��z
k³X0?�¤ôD�#AC¨À¸��%Â���zÃ��ÁDCX.eW2�,G #@H�ac
ak»^A2d���·êG�zÃ��ÁH�,ebG #%éÉDF!bed»^%�cW2�

�¬�Â�G #@H�[�1=GDirectory �Ê�¡%DocumentRoot XD #.e�,eH�z
Ã��Á�Á�DacW]$C¨À¸��kßc�?W2G@�Apache HTTP��§�H6,D5l
2d¬x{ÂDy���2d,A%woW2�

Directory �Ê�¡H�ScriptAlias �zÃ��zDÃ#0?�d�zÃ��ÁG«�D�d�
��§��{ y®Á���¾ÊGºG�`Gcgi-bin �zÃ��Ák #2dGD[³X@&W
2�(ScriptAlias �zÃ��zD=�?GáfH�10.5.44@·~Y.��

,ek~o2dDH�Directory �Ê�¡HExecCGI�®�¾Êk6G�zÃ��ÁXD���2d
»^%�cW2�

È!I�CGI��Á®�%/home/my_cgi_directory D.±0?�dñ��êGDirectory �Ê
�¡khttpd.conf ¬x{ÂD�`0?Y.��

<Directory /home/my_cgi_directory >
Options +ExecCGI

</Directory >

êD�AddHandler �zÃ��zk�yÊ�¸Ê�0?.cgi ÃÞäG¬x{ÂkCGI��Á®�A
0?ú92d»^%�cW2�AddHandler G #D=�?G§×H�10.5.59@·~Y.��

,e%X�2d8ZDH�CGI��Á®�A6G��Á®�QG¨�ÓKXGs�H0755D���.
eC*eICcW4l�

10.5.25. Options

Options �zÃ��zH�¸#G�zÃ��Á@BG��§�X�%�X@&d$kj·0W2�
È!I�Â���zÃ��ÁDÃ#0?�d�#¨À¸��G�@Options H�FollowSymLinks D
GX���.eW2���§�HÂ���zÃ��Á×G�Ê³Á��ÁÊ�D�e2da%�d
««HBGX�[4ËDCcW4l�
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�¬�Â�@H�DocumentRoot �zÃ��Á×@Options HIndexes AFollowSymLinks k7Y
a�D���.e?�W2�Indexes H�DirectoryIndex (È!I�index.html )%Ã#.e?
�C�ñ����§�D1=G�zÃ��ÁXD�zÃ��ÁÁ��kyo2dak0W2�60
?FollowSymLinks H��§�D6G�zÃ��Á×@�Ê³Á��ÁÊ�D�e2da�ak0
W2�

ÈÈÈ¶¶¶

¸{Ê��§� #���¾Ê$bGOptions ����¸Ê�HÁVirtualHost �Ê�¡D�9Dp�2d»
^%�cW2�VirtualHost �Ê�¡D12dáfH�10.5.69@·~Y.��

10.5.26. AllowOverride

AllowOverride �zÃ��zH�.htaccess ¬x{Â×G¬�@Options %ê�&.ed$B�
$k���0W2��¬�Â�@H�Â���zÃ��Á[�DocumentRoot [.htaccess Gê�&
ka0C�a�D���.e?�W2�

10.5.27. Order

Order �zÃ��zH�allow AdenyG�zÃ��z%Í^k.ed��kj·0W
2�DocumentRoot �zÃ��ÁXDH���§�HDeny�zÃ��zGÏDAllow �zÃ��Á
kÍ^2da�D #.e?�W2�

10.5.28. Allow

Allow H�BG^��%µ�2d�zÃ��ÁQy���@&d$kÃ#0W2�^��DH�all �
 ¸{Êç�IPy Ã����IPy Ã��¤��Æ��/¤��µ��GM�6G;CB%�cW
2�DocumentRoot �zÃ��ÁHall $bG^�kAllow 2da�D #.e?#c�,eHÓ?
%y���kè=,Ak¶Ì0W2�

10.5.29. Deny

DenyH��%y���k¨�.ed$kÃ#2d,A««HAllow A¦TDX�0W
2�DocumentRoot H��¬�Â�@H��G^�D[Deny0C�a�D #.e?�W2�

10.5.30. UserDir

UserDir H�Á½���G²�·�zÃ��Á×G��zÃ��ÁGçÏ@2�,,DWeb��
§�@��ª�.ed�0GHTML¬x{Âk.±0W2�,G�zÃ��zH��¬�Â�
@disable D���.e?�W2�

��zÃ��ÁGçÏH��¬�Â�G #@public_html D���.e?�W2�È!I���
§�HêGa�C^�k>�2d$[©eW4l�

http:// example.com /~ username /foo.html

��§�HêG¬x{Âk|ä*a�A0W2�

/home/username/public_html/foo.html
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êdGÈ@H�/home/username/ H½���G²�·�zÃ��Á@2�(½���G²�·�zÃ
��ÁQG�¬�Â�¨�H�#@HC�,ADÈ¶0?Y.�)�

½���G²�·�zÃ��ÁQGs�%v0( #.e?�d,AkÉú0?Y.��½�
��G²�·�zÃ��ÁH0711Q���2d»^%�cW2�¾X(r)A��(x)Gª��%½�
��Gpublic_html �zÃ��Á(0755[a�@2)D���2d»^%�cW2�½���
Gpublic_html �zÃ��Á@��ª�.ed¬x{ÂHT�@[0644D���2d»^%�c
W2�

10.5.31. DirectoryIndex

DirectoryIndex H���§�Dac��ª�.ed�¬�Â�±��@�½���%�zÃ��Á
çG¶fD��À��¼(/)kÃ#0?�zÃ��ÁG{Ê����k^�08éG��ª�@2�

½���%�±��http://example /this_directory /, k^�2dA�5l2dñ�
HDirectoryIndex ±��%�6�@C*eI���§�yoG�zÃ��ÁÁ��%,¶.eW
2�DirectoryIndex XG�¬�Â�Hindex.html Aindex.html.var G�{®µ�®@2�
��§�H6ebG¬x{ÂG�3e$k�0�T�D|ä$<8�kÌñ0W2�¬x{Âk|ä
*d,A%woC�ñ�H�Options Indexes %6G�zÃ��ÁD���.e?�d8Z��z
Ã��ÁÁ��GX�%�Ê.e?�C*eI���§�HHTML4ù@6G�zÃ��Á×G�
�zÃ��ÁA¬x{ÂGÁ��kyo0?Ìñ0W2�

10.5.32. AccessFileName

AccessFileName H�Á�zÃ��Á×Gy���j·XD��§�%³X2R&¬x{ÂGçÏk
ñ0W2��¬�Â�@H.htaccess AC<?�W2�

AccessFileName �zÃ��zG÷¶D�Files ��G���%.ht @ºWdÓ?G¬x{ÂGy
���j·kCX0W2�,ebG�zÃ��zH���¼Á�zG�A@.htaccess ¬x{Â(¿
H�.ht @ºWd;G¬x{Â)QG�$CdWeby���[¨�0W2�

10.5.33. CacheNegotiatedDocs

�¬�Â�@H�Web��§�H®Ä����§�DM0?�×MkI�D0?ÃÉ08 �¼¸Ê
�H�3e[�º��¼0C�a�DÈ%k=*W2�(,ebG×MH�^��$bGó´Dacé
/C~A»D>Z2d[G@2)�CacheNegotiatedDocs %�onD���0?�dñ��6GX�
kÞËD0?®Ä����§�D �¼¸Ê��º��¼ka0W2�

10.5.34. TypesConfig

TypesConfig H��¬�Â�GMIME�{®Gµ�«Ê�GÁ��(¬x{ÂçÃÞ½$b�Ê
�Ê��{®Q)k #2d¬x{ÂGçÏkÃ#0W2��¬�Â�GTypesConfig ¬x{Â
H/etc/mime.types @2�/etc/mime.types kA_2dbhcD�MIME�{®µ�«Ê�k�
`2djlHAddType�zÃ��zk³X2d,A@2�

AddTypeD=�?GáfH�10.5.58@·~Y.��

10.5.35. DefaultType

DefaultType HWeb��§�GºD�¬�Â�G�Ê�Ê��{®k���0?MIME�{®%[#
@&C� �¼¸Ê�XD³X0W2��¬�Â�@H�text/plain @2�
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10.5.36. IfModule

<IfModule >��A</IfModule >��H¸#G¹�¼�Â%Ä� .e8éDGXº¥.ed÷
bäG�Ê�¡k{o0W2�IfModule ×D7We?�d�zÃ��zH�1=¿H2=G÷b@
®Ä��.eW2�¦ºXG<IfModule >��D7Wed¹�¼�Â%Ä� .edA�zÃ��z
H®Ä��.eW2��d�H���ó[!]%¹�¼�ÂçGÏD�dñ��<IfModule >��×D
Ã#0?�d¹�¼�Â%Ä� .eC�éDGX��zÃ��zH®Ä��.eW2�

Apache HTTP��§�¹�¼�ÂD12dáfH�10.7@·~Y.��

10.5.37. HostnameLookups

HostnameLookups H �on�off �double G � 3 e $ D � � � . e W
2�HostnameLookups %onD���0?�dñ����§�Hô¥ADÁ�0GIPy Ã�
k�[0W2�IPy Ã�k�[2dAH���§�%®Ä���Ê���§�¯� k
�`2d,ADac�DNS��§�D1=�¿H��WG�0k2d,Ak¶Ì0W2�[
0double DHostnameLookups %���.e?�dñ����§�H�ÂGDNSÂ��y�®k
0?ac<(G®Ä���Ê���§�¯� k�`0W2�

��§�êGÁ���k¢�2dºD��¬�Â�@HHostnameLookups Hoff D���0?�c
W2�

²��ç%��§�Ä�¬x{Â×D^�.edñ����§�Ä�¬x{Âk��0?�déD�
acË�®(d±GDNSÂ��y�®k~o2d�WGÄ�y¡À{��GÁ$b1=k��0?|?
Y.��

10.5.38. ErrorLog

ErrorLog H���§��À�%Ä�0?�d¬x{ÂkÃ#0W2��¬�Â�@H�,G�z��
�zH/var/log/httpd/error_log D���0?�cW2�

10.5.39. LogLevel

LogLevel H��À�Ä�×G�À�¸����GáfÃ°Âk���0W2�LogLevel H�(�á
fp$b�áfpW@) emerg�alert �crit �error �warn�notice �info �debug�k #
@&W2��¬�Â�GLogLevel Hwarn@2�

10.5.40. LogFormat

LogFormat �zÃ��zH�Á8GWeb��§�Ä�¬x{ÂG4ùk #@&W2��jD³X
.edLogFormat H�CustomLog�zÃ��zD�d #DEå.eW2�(�10.5.41k�Í0?
Y.�)�

«YD�CustomLog�zÃ��z%combined D #0?�dñ�G¬��µ���®�¾Êkñ
0W2�

%h(Á¹��²��GIPy Ã�¿H²��ç)

‘ ^ � k w 0 ? � d � À { y Ê � G Á ¹ � �IPy   Ã � k Á � � 0 W
2�HostnameLookups %onD #0?�dñ��DNS@ó3@&C�ñ�k£�?��À{
yÊ�²��ç%d�.eW2�

%l (rfc931)

‘ ³X.e?�W4l�,G¬z�Â GÄ�¬x{ÂDH¦{¬Ê[-]%Ìñ.eW2�
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%u(úß.e8½���)

‘ úß%»^Cñ��½���Gd�%�d½���çkÁ��0W2��ô�,eH³X0W4
l�,G¬z�Â GÄ�¬x{ÂDH¦{¬Ê[-]%Ìñ.eW2�

%t (ñä)

‘ ^�GñäAé�kÁ��0W2�

%r (^�G%åØ)

‘ À}�¿H�À{yÊ�$bo8WWG^�G%åØkÁ��0W2�

%s(�����)

‘ �À{yÊ�²��DC.e8HTTP������� kÁ��0W2�

%b(§{�)

‘  �¼¸Ê�G�{�kÁ��0W2�

%\"%{Referer}i\" (�Í�)

‘ �À{yÊ�²��kWeb��§�DÍ�08web±��kURL@Á��0W2�

%\"%{User-Agent}i\" (½���/���~Ê�)

‘ ^�kw0?�dWebÀ}�G�{®kÁ��0W2�

10.5.41. CustomLog

CustomLogH�Ä�¬x{ÂAÄ�¬x{Â4ùkú90W2��¬�Â�@H�Ä�
H/var/log/httpd/access_log ¬x{ÂDd�.eW2�

�¬�Â�GCustomLog4ùHcombined @2�«YDcombined Ä�¬x{ÂG4ùkñ0W2�

remotehost rfc931 user date "request" status bytes referrer user-agent

10.5.42. ServerSignature

ServerSignature �zÃ��zH�Apache HTTP��§���§�]ServerName k7Y�
k��À{yÊ�D
.e8�À�¸����CBG��§�yo �¼¸Ê�D�`0W2��
¬�Â�@H�ServerSignature HonD���.e?�W2�

,eH�off ]EMail D[ #@&W2�EMail H�mailto:ServerAdmin HTML��k=�ô¥
yoGÓç�D�`0W2�

10.5.43. Alias

Alias  #Dac�DocumentRoot �zÃ��Á«�G�zÃ��Á%y���@&da�DCcW
2��{Áy�@Q 0?�dURLH2R?6G�{Áy�G¨�DçÏ�[k0W2��¬�Â
�@H�1=Gicons �zÃ��ÁXD1=G�{Áy�%TD #0?�cW2�icons �zÃ��
ÁHWeb��§�Dacy���@&W2%�6G�zÃ��ÁHDocumentRoot GÁ@H�cW4
l�
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10.5.44. ScriptAlias

ScriptAlias �zÃ��zH�CGI��Á®�%Ä� .edñ�k#x0W2�Í}D
H�CGI��Á®�kDocumentRoot GÁD¯2GHa(�cW4l�6,@H����� �¼¸
Ê�A0?�$e?0W�a�n%�cW2�,G�:@�DocumentRoot �zÃ��ÁG«D��
§��{ G��a�¬x{ÂA��Á®�kF�08¸9C�zÃ��Á%ScriptAlias �z
Ã��zDa<?Ã#.eW2�,G�zÃ��ÁHcgi-bin A0?©be��¬�Â�@
H/var/www/cgi-bin/ D���.e?�W2�

cgi-bin �zÃ��ÁG«�D��a�¬x{ÂkJ52dºG�zÃ��ÁkÉ�2d,AHa�
@2�6GjlG§×H�10.5.59A�10.5.24k·~Y.��

10.5.45. Redirect

web±��%½¥2dA��0�URLQ¬x{ÂGÄ���¾Êkµ�®2d8ZDRedirect %³
X.eW2�

Redirect / <old-path >/ <file-name > http:// <current-domain >/ <current-path >/ <file-name >

, G È @ H � � � ¨ � õ `<old-path >G<file-name > A<current-
domain >A<current-path >G��k�<file-name >GºG�lG ¸{ÊA¨�õ`@
óe�!W2�

,GÈ@H���ñ�@G<file-name >QG^�Hô¥AD�0�ñ�DU�.eW2�

ac�pCU�rxA0?�Apache HTTP��§�DF�.e?�dmod_rewrite
¹�¼�Âk³X2djl%�cW2�mod_rewrite G #lD12dõ`H�«
Y GApache Software FoundationG � { � @ � Ê À { Ê   � ¼ ¸ Ê � k # ¾ X Y .
��http://httpd.apache.org/docs-2.0/mod/mod_rewrite.html.

10.5.46. IndexOptions

IndexOptions H�y{�ÊG�`�¬x{ÂG£é�6G;Dac���§�yoG�zÃ��Á
Í~GÌñkj·0W2�Options Indexes (�10.5.25k�Í)%���.e?�dñ��Web��
§�%{Ê����GC��zÃ��ÁGºGHTTP̂ �k>�08é�Web��§�H��zÃ�
�ÁÍ~kyo0W2�

©3�Web��§�HDirectoryIndex �zÃ��z×GÁ��0?�dçÏAÍ²2d¬x{Â
k�Z?�^�.e8�zÃ��Ák��0W2�(�ôindex.html )�index.html ¬x{Â%|
ä$bC�ñ��Apache HTTP��§�H^�.e8�zÃ��ÁGHTML�zÃ��ÁÍ~k{
o0W2�,G�zÃ��ÁÍ~GÌñHÍ��IndexOptions �zÃ��zDa<?j·.eW
2�

�¬�Â� #@H�FancyIndexing %f¥.eW2�,eH�½���H�À·¯��k�Á�
�2d,A@��zÃ��ÁÍ~kSìo2d,A%@&dA��¶Ì@2�6G¯��k[�1p�
Á��2dA�ê¿�$bY��DU�woW2�FancyIndexing H�W8¬x{ÂÃÞ½D=1
?¼Cd¬x{ÂDH¼Cdy{�ÊkÌñ0W2�

AddDescription �®�¾ÊH�FancyIndexing A(X.e8é���§�yoG�zÃ��ÁÍ
~×D�d¬x{ÂXD��£ék,¶0W2�

IndexOptions H���§�yoG�zÃ��ÁGÌñkj·2dºD���.e8;G¨À¸��
kW<(è<?�W2�,ebG¨À¸��DHIconHeight AIconWidth %7We?#c���
§�%�6Gyo08web±��×Gy{�ÊGºDHTMLHEIGHT��AHTMLWIDTH��k7Y
a�D0W2�y{�Êk{o2dºGIconsAreLinks H�¬x{Âç�6G;AÍ�DHTMLÁ
Ê�yÊ��G1�A0?X�0W2�
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10.5.47. AddIconByEncoding

,G�zÃ��zH���§�yoG�zÃ��ÁÍ~×GMIME�Ê���zÊ�A»D
¬x{ÂDa<?Ìñ.edy{�ÊGçÏkñ0W2�8A!I��¬�Â�@Web��§�
Hcompressed.gif Gy{�Êk���§�yoG�zÃ��ÁÍ~×DMIME@�Ê�� 0
8x-compressAx-gzip¬x{ÂGêDÌñ0W2�

10.5.48. AddIconByType

,G�zÃ��zH���§�yoG�zÃ��ÁÍ~×GMIME�{®AÍ�D�d¬x{ÂG
êDÌñ.e?�dy{�ÊGçÏkñ0W2�È!I���§�H���§�yoG�zÃ��Á
Í~×@�mime-�{®Gtext A»D�d¬x{ÂGêGtext.gif y{�ÊkÌñ0W2�

10.5.49. AddIcon

AddIcon H�¸#GÃÞ½kè=¬x{ÂXD��§�yoG�zÃ��ÁÍ~@Ìñ2dy{�Ê
kÃ#0W2�È!I�Web��§�H.bin ¿H.exe GÃÞ½kè=¬x{ÂXGbinary.gif y
{�ÊkÌñ2da�D���.e?�W2�

10.5.50. DefaultIcon

DefaultIcon H�;Dy{�ÊGÃ#%C�¬x{ÂGºD��§�yoG�zÃ��ÁÍ~×DÌ
ñ2dy{�ÊkÃ#0W2��¬�Â�Hunknown.gif {¸��¬x{Â@2�

10.5.51. AddDescription

FancyIndexing kIndexOptions ¨À¸��A0?³X2dé���§�yo08�zÃ��ÁÍ
~×G¸#G¬x{Â¿H¬x{Â�{®XDAddDescription �zÃ��zk³X0?½���
Ã#G£ékÌñ2d,A%@&W2�AddDescription �zÃ��zH¸#G¬x{Â�Æ{Â
 �� Ì��¬x{ÂÃÞ½CBGÍ~k�´��0W2�

10.5.52. ReadmeName

ReadmeNameH��zÃ��Á×D6e%5l2dñ����§�yoG�zÃ��ÁÍ~GÁ©D
�`.e?�d¬x{ÂGçÏkÃ#0W2�Web��§�H�T�D6G¬x{ÂkHTML %�A
0?{Ê�Â� 0a�A0W2�6G¶�6ek,%A0?{Ê�Â� 0a�A0W2��¬�
Â�@H�ReadmeNameHREADME.htmlD���.e?�W2�

10.5.53. HeaderName

HeaderNameH�6e%�zÃ��ÁD5l2dñ����§�yoG�zÃ��ÁÍ~GÏD�`
.e?�d¬x{ÂGçÏkÃ#0W2�ReadmeNameA¦TD��§�H6ekHTML%�A0?
{Ê�Â� kÙX�6e%woC*eI,%A0?{Ê�Â� 0W2�

10.5.54. IndexIgnore

IndexIgnore H�¬x{ÂÃÞ½���¬x{Âç�Æ{Â �� Ì��	Ó¬x{Âç�kÍ~
Ìñ0W2�Web��§�H���§�yoG�zÃ��ÁÍ~D�d6ebG¨À¸��G�3e
$DÍ²2d¬x{ÂH{Ê�Â� 0W4l�
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10.5.55. AddEncoding

AddEncoding H�¸#G�Ê�� �{®kÃ#2d¬x{ÂçÃÞ½GçÏkÃ#0W
2�AddEncoding H�W8Ob$GÀ}�DM0?�}ÊÄ� .ed¸#G¬x{ÂkO¦2d
a�DÃñ2d,AD[³X@&W2�

10.5.56. AddLanguage

AddLanguage H�¬x{ÂçÃÞ½k¸#G�½k1åä*0W2�,G�zÃ��zH��À{
yÊ�êGWebÀ}�G�½ #kID08�W�½G×Mk��ª�2dApache HTTP��§�
GºD�D�:W2�

10.5.57. LanguagePriority

LanguagePriority H��À{yÊ�GWebÀ}�%�½G #k0?�C�ñ��9G�½Gº
GÏÈk���0W2�

10.5.58. AddType

MIME�{®A¬x{ÂÃÞ½GMk#x2dDH�AddType�zÃ��zk³X0W2�È!
I�PHP4k³X2dñ��AddType�zÃ��zk³X0?Web��§�DPHP¬x{ÂÃÞ
½(.php4 �.php3 �.phtml �.php )kPHP MIME�{®A0?úú.4W2�êG�zÃ��z
H�Apache HTTP��§�M0?.shtml ¬x{ÂÃÞ½kúú2da�DÃñ0?�W2�

AddType text/html .shtml
AddHandler server-parsed .shtml

10.5.59. AddHandler

AddHandler H�¬x{ÂÃÞ½k¸#G¦Ê ÀDµ�®0W2�È!I�cgi-script ¦Ê À
HÃÞ½.cgi AC�0�ô¥ADÁ©D.cgi %ä�?�d¬x{ÂkCGI��Á®�A0?1c��
W2�«YGAddHandler �zÃ��zG�Ê®ÂH.cgi ÃÞ½XG�@2�

AddHandler cgi-script .cgi

,G�zÃ��zH�cgi-bin G«�D�dCGIk4ËD0?�zÃ��Á�Ê�¡×
GExecCGI�®�¾Êkè=���§�êG�3e$G�zÃ��Á×@X�0W2��d�zÃ�
�ÁXDExecCGI �®�¾Êk #2djlD10?H�10.5.24k·~Y.��

CGI��Á®�D`!?�AddHandler �zÃ��zH��§�ì%��.e8HTMLA{¸��
µ�®¬x{Âk®Ä��2dºD³X.eW2�

10.5.60. Action

Action H�MIMEG�Ê�Ê��{®ACGIG��Á®�±ykÃ#0W2G@�6G¸�zy�{
®G¬x{Â%^�.e8éDH�¸#GCGIG��Á®�%��.eW2�
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10.5.61. ErrorDocument

ErrorDocument �zÃ��zH�HTTP=��� A�À{yÊ�$bC�.ed¸����¿
HURLk1åä*W2��¬�Â�@H��À�%`y08élDWeb��§�%#�C�¦�AC�
À�¸����kw´0W2�ErrorDocument �zÃ��zHÄjAD�Web��§�%���
µ{�G¸����kw´2d$��À{yÊ�kÄ��Â¿H�«�GURLQU�2da�D0W
2�

lll^̂̂

4Ë@�d8ZDH�¸����H1MG2lÛXó["]@°We?�d»^%�cW2�

10.5.62. BrowserMatch

BrowserMatch �zÃ��zDac���§�H�Â>Wk#x0?½���/���~Ê
�HTTP̄ ��¬z�Â (�À{yÊ�GWebÀ}��{®kú90W2) kID0?C�Cÿ{
k0W2��¬�Â�@H�Web��§�HBrowserMatch k³X0?g%n90?�d¸#G
À}�DH�0k�#0�W86G¥{@g%�dA©be?�dÀ}�XGkeepalivesAHTTP
¯��¬À��¼kÞËD0W2�

10.5.63. Location

<Location >��A</Location >��HURLkID08y���j·%6GÁ@Ã#@&d�Ê
�¡k{o0W2�

È!I������`�k|d8ZD��§�G ¸{Ê$b�00?�d0�DH�«YGa�C
�zÃ��zk³X0W2�

<Location /server-status >

SetHandler server-status
Order deny,allow Deny from all
Allow from <.example.com >

</Location >

<.example.com >k�Web��§�XGe2Ã°ÂG ¸{Êç@óe�!W2�

��§� #G`�({Ê���Â^G¹�¼�ÂA #�zÃ��zk7Y)k ¸{ÊG×�$b
G^�Q,¶2dDH�êGa�C�zÃ��zk³X0W2�

<Location /server-info >
SetHandler server-info
Order deny,allow
Deny from all
Allow from <.example.com >

</Location >

¦TD�<.example.com >k�Web��§�XGe2Ã°ÂG ¸{Êç@óe�!W2�
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10.5.64. ProxyRequests

Apache HTTP��§�A®Ä����§�A0?X�2da�D #2dDH�<IfModule
mod_proxy.c >�G©¡D�d¦��¼µ��(#)k1c£�?�mod_proxy ¹�¼�ÂkÄ�
 0?$b�ProxyRequests �zÃ��zkOnD���0W2�

10.5.65. Proxy

<Proxy * >��A</Proxy >��H®Ä����§�GXDCX.ed,ADC<?�d #�z
Ã��zG�Â�®k°Y�Ê�¡k{o0W2�<Directory >�Ê�¡×Da.e?�d<
(G�zÃ��zH<Proxy >�Ê�¡GÁ@[³X2d,A%@&W2�

10.5.66. ProxyVia

ProxyVia �µÊ HHTTP Via:̄ ��G�%�®Ä����§�k�~0?�(^�¿H=�A»D
��.ed$B�$kj·0W2�Via:¯��H�ProxyVia %OnD���.e?�dñ��²��
çkÌñ0W2�Full Gñ�DH²��çAApache HTTP��§�§��¾ÊkÌñ0�Off Gñ
�DH�Via:G�k>èC0D¨�0?�Block Gñ�DH�Via:G�H|£.eW2�

10.5.67. ���ººº������¼¼¼���zzzÃÃÃ������zzz

<(G�¸Ê�Z.e8�º��¼�zÃ��z%�¬�Â�GApache HTTP��§� #¬x{
Â@¶¢.e?�W2�£BGñ��¦��¼µ��5[#]6k6G�G©¡$b|£0?yÊ�¸Ê
�Z2d,A@c�@2�«YDacl^C�º��¼1åG�zÃ��zGO=$GÁ��kñ
0W2�

• CacheRoot — �º��¼¬x{Âk7l@�d�zÃ��ÁçkÃ#0W2��¬�Â
�CacheRoot H/var/httpd/proxy/ �zÃ��Á@2�

• CacheSize — �º��¼%³X@&dM±k�Ä§{�@Ã#0W2��¬�Â
�CacheSize H5 KB@2�

• CacheGcInterval — �º��¼×G¬x{Â%|£.edW@DC~2R&U/ké/W@Ã
#0W2��¬�Â�GCacheGcInterval H4é/@2�

• CacheMaxExpire —�º��¼×D%�%J5.ed(�Á�¡ÂWeb��§�$bGÁÄ� C
0@)ò.kÃ#0W2��¬�Â�@H24é/@2�

• CacheLastModifiedFactor —%�G×����G��§�$b6GU�% #.e?oC$<
8%�GºDU�G{okÃ#0W2��¬�Â�@H�CacheLastModifiedFactor H0.1 D
���.e?#c�,eH6G%�GU�HT¶D6G%�%A_.e?$bC~08é/G10�
G1D�0�A��¶Ì@2�

• CacheDefaultExpire —U�é/k�´��0C�®Ä��Âk³X0?>�.e8%�GºD
U�ké/@Ã#0W2��¬�Â�@H1é/D���0?�cW2�

• NoCache —×M%�º��¼Z.e?�C�²��GÁ��kÃ#0W2�

10.5.68. NameVirtualHost

NameVirtualHost �zÃ��zH�»^@�eI�çÏ°��G[ú²��GºDIPy Ã�A
´����k1åä*0W2�çÏ°��G[ú²��Dac�Apache HTTP��§�G1=H�
WIPy Ã�k³X43D¼Cd ¸{ÊD��ª�2d,A%woW2�
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ÈÈÈ¶¶¶

çÏ°��G[ú²��H�¤��¼yCHTTP�0@GX X�0W2���¼y��§�k³X0?[ú²
��k³�ñ�H�bhcDIPy Ã�°��G[ú²��k³X0?Y.��

çÏ°��G[ú²��k4ËD2dDH�NameVirtualHost G #�zÃ��zkyÊ�¸Ê
�0?�v0�IPy Ã�k�`0W2�6G¶�Á[ú²��D;GVirtualHost �Ê�¡k�`
0W2�

10.5.69. VirtualHost

<VirtualHost >��A</VirtualHost >��H[ú²��GnÅk4o2d�Ê�¡k{o0W
2�<VirtualHost >�Ê�¡H£BG #�zÃ��zk>*ä*W2�

�¸Ê�Z.e8VirtualHost �Ê�¡G���%�httpd.conf Da<?,¶.eW2�,eHÁ
[ú²��D»^C #�zÃ��zG¶¢µ·���kÌ�0?�W2�[ú²��D12dõ
`H�10.8@·~Y.��

ÈÈÈ¶¶¶

SSL[ú²��G�Ê�¡H2R?�/etc/httpd/conf.d/ssl.conf ¬x{ÂD½¥.e?�W2�

10.5.70. SSL    ###���zzzÃÃÃ������zzz

/etc/httpd/conf.d/ssl.conf ¬x{Â×GSSL�zÃ��zH�SSLATLSk³X0?�
�¼yCWeb��k4Ë2d8ZG #%@&W2�

10.5.70.1. SetEnvIf

SetEnvIf H�À�2d��¼yC�0G¯��kID08�Â>WG #k0W2�¶¢.e
8/etc/httpd/conf.d/ssl.conf ¬x{Â@�,eHHTTP keepalivekÞËD0?�SSLka
2dGD³X.e��À{yÊ�À}�$bG11dºGyÀ���©C0@�0k11d,A%
woW2�,G #HÉ�DSSL�0k11d,A%woC�¸#GÀ}�GºD»^@2�

SSL�zÃ��zD12dõ`H�«YGy Ã�G�{�@Éú@&W2�

• http://localhost/manual/mod/mod_ssl.html

• http://httpd.apache.org/docs-2.0/mod/mod_ssl.html

Apache HTTP��¼y��§�G #D12d§×H�Red Hat Linux���µ{��{ GÁ
GApache HTTP��¼y��§�G #GÔ@#¾XY.��

ÈÈÈ¶¶¶

£BGñ��SSL�zÃ��zH{Ê���Â.e?�dúS@C�D #.e?�W2� #¶�H��
�¼Á�zG.WG�ÙDCda�n%�cW2G@Apache HTTP��¼y��§��zÃ��zG>èD
Hc�D[kä*?Y.��
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10.6. ���¬¬¬���ÂÂÂ���GGG¹¹¹���¼¼¼���ÂÂÂ
Apache HTTP��§�H<(G¹�¼�ÂkF�08úS@.ê.e?�W2��¬�Â�GúS
@�«YG¹�¼�Â%�{Ê���Â^@Red Hat LinuxGhttpd ¨����A»D4ËDC<?�
W2�

mod_access
mod_auth
mod_auth_anon
mod_auth_dbm
mod_auth_digest
mod_include
mod_log_config
mod_env
mod_mime_magic
mod_cern_meta
mod_expires
mod_headers
mod_usertrack
mod_unique_id
mod_setenvif
mod_mime
mod_dav
mod_status
mod_autoindex
mod_asis
mod_info
mod_cgi
mod_dav_fs
mod_vhost_alias
mod_negotiation
mod_dir
mod_imap
mod_actions
mod_speling
mod_userdir
mod_alias
mod_rewrite
mod_proxy
mod_proxy_ftp
mod_proxy_http
mod_proxy_connect

.bDH�«YG¹�¼�ÂH��`G¨����k{Ê���Â2d,ADac�X@&da�D
CcW2�

mod_auth_mysql
mod_auth_pgsql
mod_perl
mod_python
mod_ssl
php
squirrelmail
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10.7. ¹¹¹���¼¼¼���ÂÂÂGGG���`̀̀
Apache HTTP��§�HDSO(Dynamically Shared Objects) A��¹�¼�Âk�´��0W2�
,eH»^D=1?ÀÊ�{·D#�DÄ� 2d,A%@&W2�

Apache Project H � � â A CDSO  � ¼ ¸ Ê � k ê G � { � @ , ¶ 0 ? � W
2�http://httpd.apache.org/docs-2.0/dso.html.W8�http-manual ¨����%{Ê���Â.e
?�dñ��DSO1åG �¼¸Ê�Hhttp://localhost/manual/mod/@·~Y.��

Apache HTTP��§�@�DSOk³X2dDH�/etc/httpd/conf/httpd.conf GÁ
GLoadModule �zÃ��z@�DSO%Ã#.ed»^%�cW2�[0�,G¹�¼�Â%9G
¨����@,¶.e?�dñ��/etc/httpd/conf.d/ �zÃ��Á×G¹�¼�Â #¬x
{ÂGÁD6G�%Ìñ.eC*eICcW4l�LoadModule �zÃ��zD12dáf
H�10.5.15@·~Y.��

http.conf $b¹�¼�ÂG�`]|£k2dñ��Apache HTTP��§�H��10.4@ñ0?�
da�DÁÄ� ¿H�S����.ed»^%�cW2�

�0�¹�¼�Âk{o0?�dñ��{Ê�Â� ¬x{Â�¯��¬x{Â�APache eXten-
Sion(/usr/sbin/apxs ) y®Á���¾Ê(,eHDSOG�Ê¨{ÂD{Ê�Â� ¬x{ÂA¯�
�¬x{Âk³X0W2�)kF�0?�dhttpd-devel ¨����k©D{Ê���Â0W2�

¹�¼�Âk�&QdA�/usr/sbin/apxs k³X0?�ApacheG����Á�G«@¹�¼�Â
���k�Ê¨{Â0W2�/usr/sbin/apxs �µÊ G³XlDä�?H�ÊÀ{ÊGApache 
�¼¸Ê�k«YG�{�@Éú0?(9.��http://httpd.apache.org/docs-2.0/dso.htmlapxsD=
�?H�6Gman±��k·~Y.��

�Ê¨{Â%Q 2dA�6G¹�¼�Âk/usr/lib/httpd/ �zÃ��ÁGÁD�eW2�6G
¶«YGìok³X0?�LoadModule G�khttpd.conf D�`0W2�

LoadModule <module-name > <path/to/module.so >

ê d G È @ H �<module-name >k ¹ � ¼ � Â ç @ ó e �
!�<path/to/module.so >kDSOQG¨�ç@óe�!W2�

10.8. [[[úúú²²²������
Apache HTTP��§�GçX-X2[ú²��G³X@���§�H�IPy Ã��²��ç�´�
�GBe%^�.e?�d$Dac�¼Cdõ`k,¶2d,A%@&W2�[ú²��G�âAC
�{ H«YG�{�@·~DCeW2�http://httpd.apache.org/docs-2.0/vhosts/.

10.8.1. [[[úúú²²²������GGG¦¦¦ººº

çÏ°��G[ú²��k{o2dDH�ÈDñ0?�da�Dhttpd.conf @X¶.e?�d[ú
²���Ê�¡k³X2dG%TC@2�

[ú²��GÈk«YDñ0W2�

#NameVirtualHost *
#
#<VirtualHost * >

# ServerAdmin webmaster@dummy-host.example.com
# DocumentRoot /www/docs/dummy-host.example.com
# ServerName dummy-host.example.com
# ErrorLog logs/dummy-host.example.com-error_log
# CustomLog logs/dummy-host.example.com-access_log common
#</VirtualHost >

çÏ°��G[ú²��k4ËD2dDH�¦��¼µ��(#)k1c£(,A@yÊ�¸Ê�Z0�
y���Á��(* )kµ�ÊDßc�?be8IPy Ã�@óe�!W2�
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êD<VirtualHost >�Ê�¡kyÊ�¸Ê�Z0?���µ{�0?�[ú²��k #0W2�

<VirtualHost >G�@y���Á��(* )k��§�GIPy Ã�Dóe�!W2�60
?ServerName G��kµ�ÊDßc�?be84ËCDNSç@óe�!?�»^D=1?;G�z
Ã��zk #0W2�

<VirtualHost >�Ê�¡H����µ{�0]2(�¸{Ê��§� #×@�X@&d£BG
�zÃ��zk>*ä*W2�

©©©ÊÊÊ���

� ¬ � Â � « « G ´ � � ê @ Á � � Ê 2 d [ ú ² � � k   # 2 d ñ � � 6 G ´ � �
H�/etc/httpd/conf/http.conf ¬x{ÂG�Ä�§Â #���¾ÊGÁGListen �zÃ��zD�
`.ed»^%�cW2�

�0({o.e8[ú²��k4ËD2dDH�Apache HTTP��§�kÁÄ� �¿HS����
2d»^%�cW2�,GjlDä�?G§×H�10.4@·~Y.��

çÏ°��A�IPy Ã�°��G£jG[ú²��G{oA6G #D12dõ`H�«YG�{
�@·~Y.��http://httpd.apache.org/docs-2.0/vhosts/.

10.8.2. ������¼¼¼yyyWeb ������§§§���[[[úúú²²²������

�¬�Â�@�Apache HTTP��§�H¤��¼y��§�A��¼y��§�G£jXD #.e
?�W2�6G¤��¼y��§�A��¼y��§�H£j»¦1�IPy Ã�A²��çk³X
0W2%�¼Cd´��kÁ��Ê0W2�6e7e80A443@2�,Gº¤��¼yA��¼yC�
�H£j»¦éD��2d,A%woW2�

SSLÄZGHTTP̀ �G1=G¸àH�6e%Ç�GHTTP®Ä��ÂD�R?Á���_Á2@�
c���¼y��§�H�1Ò/D<(G±��k��ª�woW4l�,G�:@�¸D�À¬z�
�GV0�Web�{�@H��X@&dõ`kT��DJ=,A%µ�ACcW2�

lll^̂̂

HTTP^�%C�CçÏ°��G[ú²��kú92dÏDSSL¦Ê �~{�%f,d8Z�çÏ°��G
[ú²��H���¼yWeb��§�AÍ�D³X0C�@Y.��çÏ°��G[ú²��H�¤��¼y
CWeb��§�@GXX�0W2�

��¼y��§�XG #�zÃ��zH�/etc/httpd/conf.d/ssl.conf ¬x{ÂGÁG[
ú²����GÁDF�.e?�W2�

�¬�Â�@H���¼y[¤��¼y[Web��§�H¦1�DocumentRoot k»40?�W2�
89��¼yWeb��§�XGDocumentRoot H¼Cd[G%G®.eW2�

¤��¼yCWeb��§�%�0k>*ä*dGkÊZdDH�httpd.conf ×GListen 80 k¾Y
�G©¡D¦��¼µ��(#)kä*d,ADa<?�6G�k�¸Ê�Z0W2�6e%Q 2dA
«YGÈGa�DCcW2�

#Listen 80

SSLÄZGWeb��§�G #D12dõ`H�Red Hat Linux���µ{��{ GÁD4
dApache HTTP��¼y��§�G #A��Ô@·~Y.���pC #G©Ê�D10?
H�Apache Software FoundationG«YG�{�@�X@&d�ÊÀ{Ê �¼¸Ê�k·~Y.
��
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• http://httpd.apache.org/docs-2.0/ssl/.

• http://httpd.apache.org/docs-2.0/vhosts/

10.9. 666GGG;;;GGGÁÁÁ���������
Apache HTTP��§�Dä�?[<A©c8�ñ�H�«YGÁ���k�Í0?Y.��

10.9.1. ���DDD���===Web���{{{���

• http://httpd.apache.org — Apache HTTP��§�GÁ:²�·±��@2��zÃ��z]�
¬�Â�¹�¼�ÂG��ACõ`%�cW2�

• http://www.modssl.org —mod_ssl G²�·±��@2�

• http://www.apacheweek.com — ApacheG2R?D12d\��ÊÀ{Êõ`@2�

10.9.2. 111ååå������

• Apache Desktop Referenceby Ralf S. Engelschall; Addison Wesley — ASFG¸Ê§�
@mod_ssl GÓ�@�dRalf EngelschallÌDac�$e8Apache Desktop ReferenceH��Ê¨
{Âé� #�60?À{Ê�{·DApache HTTP��§�k³X2dºG��AC�Í�{ 
@2�,G§HW8��ÊÀ{Ê@êG�{�$bó3@&W2�http://www.apacheref.com/.

• Professional Apacheby Peter Wainwright; Wrox Press Ltd —Professional ApacheHC�xèC�
d�H�8CWeb��§�"��G£jkMâD08Wrox Press LtdG"Programmer to Program-
mer"�Á��G��@2�

• Administering Apacheby Mark Allan Arnold; Osborne Media Group —.bD£ÓC��ª�k
,¶2d,Ak�AA08{Ê��¤����ª�®Ä§{��kMâD�$e?0W2�

• Apache Server Unleashedby Richard Bowen, et al; SAMS BOOKS — Apache HTTP��§�G
ÃgöLACõ`�@2�

• Apache Pocket Referenceby Andrew Ford, Gigi Estabrook; O’Reilly — O’Reilly Pocket Refer-
ence�Á��DTö�`.e8[G@2�



e11Ô

\\\½½½¸̧̧���ÂÂÂ

\½¸�Â(email)G�yH1960�bG�U@08�¸�Â³���H½���DGX¾X-Xa�
C½���G²�·�zÃ��ÁD�d¬x{Â@08��ºAC¸�Ây®Á���¾ÊH�6G
¬x{ÂGYD����¸����kä*d8Z�½���Hôé�`2d¬x{Âk>0]*?�
AG¸����k�2»^%�cW08�,Ga�C���·@H�¦1���·êG½���D9
*¸����k��@&8úS@08�

�jG\½¸�Â¸����¬x{ÂGT�G¤��Æ����H��Ê«¼���Ê�¢y@
�dRay Tomlinson%���¸����kARPANETkC:082=Gµ�Ê/@��081971�D
ºWcW08�({Ê��¤��GÏ+@2)�\½¸�Â@G��H2)D4çDCc�2�«×
DARPANETG�À¬z��G75%k«Z?�W08�

0ñ�Ç�Z08¤��Æ��®Ä��ÂêG\½¸�Â���·H�{Ê��¤��ê@T[³X
.ed��ª�G1�DCdW@`O0?�W2�Red Hat Linux@H�\½¸�ÂG��ª�Ay�
��k2dºG<(G�pCy®Á���¾Êk,¶0?�W2�

,GÔ@H�0ñ³X.e?�dTöG\½¸�Â®Ä��ÂA\½¸�Â@�>�%@&da�D
 J.e?�d®Ä�À·k£é0W2�

11.1. \\\½½½¸̧̧���ÂÂÂ®®®ÄÄÄ������ÂÂÂ
�lG\½¸�ÂH�À{yÊ�/��§�y�����º�k³X0?.�.eW2�\½¸�ÂG
¸����H¸�Â�À{yÊ�®Ä�À·k³X0?{o0W2�,G®Ä�À·%¸����k
��§�D�c�6G��§�H>��#G\½¸�Â��§�D¸����kU�0W2�6,$
bTQAD¸����%>��G\½¸�Â�À{yÊ�D¶¢.eW2�

,G®Ä��k4ËD2d8ZD�<8<TGÇ�¤��Æ��®Ä��Â%¼Cdµ�Êk�£B
Gñ��¼Cd�±Ã��zÊ����·A¼Cd\½¸�Â®Ä�À·@\½¸�ÂG�>�ka
�D0W2�

«Y@£é0?�d®Ä��ÂH�\½¸�ÂU�@T[Í}D³X.e?�d®Ä��Â@2

11.1.1. Mail Transport Protocols

�À{yÊ�y®Á���¾Ê$b��§�QA�6G��#G��§�$b>�#G��§�W@
G¸�ÂG.�HSMTP(Simple Mail Transfer Protocol)Dac��.eW2�

11.1.1.1. SMTP

SMTPG0^�AH�¸�Â��§�/@¸�ÂkU�2d,A@2�0$0�6e%\½¸�Â�
À{yÊ�DA<?[l^DCcW2�¸�Âk�d8ZDH��À{yÊ�H¸����k.��
G��§�D�c�6G��§�%.�©G¸�Â��§�D.~Gåtk0W2�,G�:@�\
½¸�Â�À{yÊ�k #2déD�SMTP��§�kÃ#2d»^%�d�@2�

Red Hat Linux@H�½���HSMTP��§�kÄ��Âµ�Êê@ #0?¸�Â.�k��@&
W2�60?�.bD`�¸�ÂXGÁ¹����§�G #[2d,A%@&W2�

SMTP®Ä��Â@l^C´{Ê�G1=H�,e%úßk»^A0C�,A@2�,Gº�{Ê��
¤��êG�@[;G�$D��d�HdcøC�KD.![\½¸�Âk��2d,A%woW
2��H,e%�¶¸�Â�2Ch:spamka�D2dSMTPGnÅCG@2�T�GSMTP��
§�H�6G��§�Dy���@&dT©G²��GXDak2d,A@,GTC�ºkT³�
De!?�W2�,Ga�Ccjk0?�C���§�H��®ÊÁÃ���§�A�IeW2�
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Red Hat LinuxH�Sendmail (/usr/sbin/sendmail )k6G�¬�Â�GSMTP®Ä�À·A0?³
X0W2�0$0�ac#�C¸�Â��§�y®Á���¾Ê�Postfix (/usr/sbin/postfix )[
�X@&W2�

11.1.2. Mail Access Protocols

\½¸�Âk¸�Â��§�$b1cw28ZD�\½¸�Ây®Á���¾Ê@³X.ed2=G0
^®Ä��Â%�cW2�POP (Post Office Protocol)AIMAP (Internet Message Access Protocol)@
2�

SMTPAH¼Cc�,ebG®Ä��ÂH£jA[�½���çA6G¨�Æ� k³X0?úß2
d�0k^�0W2��¬�Â�@H�,G£jG®Ä��ÂH¤��Æ��ê@¦�ZC0@f.
eW2�

11.1.2.1. POP

Red Hat Linux@H��¬�Â�GPOP��§�H/usr/sbin/ipop3d @�c�imap¨����D
a<?X¶.e?�W2�POP��§�k³X2dé�\½¸�Â¸����H¸�Â�À{yÊ�
y®Á���¾ÊDac�}ÊÄ� .eW2��¬�Â�@�£BG\½¸�Â�À{yÊ�H
¸�Â��§�$b¸����%vôDU�.e8¶DH�ô¥AD¸����k|£2da�D 
#.e?�W2�0$0��ô�,G #H>è@&W2�

POPH�MIME(Multipurpose Internet Mail Extensions)CBGl^C{Ê��¤��¸����Ê�
Ç�D[°�n%�c�,e@¸�ÂGQä%a�DCcW2�

POPH�\½¸�ÂG¾X1cD³X2d���·%1c0$C�½���DTC@2�W8�{Ê
��¤��QG�#�0%C�ñ�]¸�Â��§�k7Y¤��Æ��%C�ñ�D[X�0W
2�POPHúß08éW@�À{yÊ�®Ä�À·DÁ¸����G×M2R?k�}ÊÄ� 2d
a�D^�0W2G@�´�¤��Æ��D�00?�d½���DA<?Hd>@2�,eH�¸
D¸����%d&��{�GQä¬x{Âkè<?�déDHò�é/%$$cW2�

T�GÇ�§��¾ÊGPOP®Ä��ÂHPOP3@2�

}0�³XàpG���;GPOP®Ä��ÂG>8H<85l0W2�

• APOP— MDS úßä&GPOP3@2�¦�ZC0@¨�Æ� k�dG@HC(½���¨�
Æ� G¦�Z.e8¦��¼(½%)%\½¸�Â�À{yÊ�$b��§�D�cW2�

• KPOP— Kerberoúßä&GPOP3@2�,GáfD=�?He17Ôk·~Y.��

• RPOP— RPOPúßä&GPOP3@2�,eH�¨�Æ� Dâ8�½���³GIDk³X0
?POP̂ �kúß0W2�0$0�IDH¦�Z.e?�C�G@�RPOP%�ôGPOPac£Ó@
�d,AH�cW4l�

�`G��¼Á�zA0?��À{yÊ�úßA���U�G���¾ÊXDSSL(Secure
Socket Layer) ¦ � Z k ³ X 2 d , A [ w o W 2 � , e H �ipop3s � � ª � � ¿
H�/usr/sbin/stunnel ®Ä�À·k³X0?4ËD2d,A%@&W2�6GáfH�11.5.1@
·~Y.��

11.1.2.2. IMAP

Red Hat LinuxG�¬�Â�IMAP��§�H�/usr/sbin/imapd @�c�,eHimap¨����
@X¶.e?�W2�IMAP¸�Â¨����k³X2dA\½¸�ÂG¸����H��§�D¯c
W2G@�½���H6,@¾X1<8c|£08c2d,A%woW2�IMAPDac��À{y
Ê�y®Á���¾ÊH��§�êG¸�Â�zÃ��Ák{o�çÏ>è��d�H|£0?\½
¸�ÂGAo]J5%@&W2�

IMAPH��WGµ�Êk³X0?\½¸�ÂDy���2d½���D¸DE�@2�,G®Ä��
ÂH�W8´��¿C:@¸�Â��§�D�00?�d½���D[E�@2�6eH\½¸�Â
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G¯��(¡�&)9*%¸����Gb�@�}ÊÄ� .eW2G@�6ek¦(W@H�¿[¢�
@&d$b@2�½���H.bD¸����kÌñ�d�H�}ÊÄ� 43D|£2d,A[w
oW2�

W8�E�Ca�DIMAPy®Á���¾ÊH�¸����G�«�kÄ��ÂD�º��¼2d,A
%a�@�,eDacIMAP��§�D÷��0.e?�C�é[J50?�d¸����k�~2d
,A%@&W2�

IMAPH�POPA¦TDMIMECBGl^C{Ê��¤��¸����Ê�I�D°�nk[=8
Z�\½¸�ÂGQä[a�@2�

��¼Á�zGQÄGºD��À{yÊ�úßA���U����¾ÊGºGSSL¦�lk³X2d,
A%@&W2�,eHimaps ��ª��¿H/usr/sbin/stunnel ®Ä�À·G³Xk2d,A@4
ËD2d,A%woW2�áfD=�?H�11.5.1k�Í0?Y.��

;D[¬Á��{®A«X�{®GIMAP�À{yÊ�A��§�%�X@&W2�6G£B
HIMAP®Ä��ÂkÃÞ0?��`GX�k,¶0?�W2���ACÍ~H�ÊÀ{Ê@�«
YG�{�@Éú@&W2�http://www.imap.org/products/longlist.htm.

11.2. \\\½½½¸̧̧���ÂÂÂ®®®ÄÄÄ���ÀÀÀ···���ÅÅÅ
Í}AD�Ó?G\½¸�Â®Ä�À·DH3=G�ÅG�:GKA=D�*beW2�6ebH2
R?\½¸�Â¸����G½¥A"�G®Ä��@¸#G�ßki80W2�doG½���H�
¸����k�>�2d8ZG¸#G\½¸�Â®Ä�À·0$¶ú0W4l�,ebG�{®H6
e7e�\½¸�Â%v0��©DÀ�2d$B�$kÉú2d8ZDl^@2�

11.2.1. Mail Transfer Agent

MTA(Mail Transfer Agent)HSMTPk³X0?²��/@\½¸�ÂkU�0W2�1=G¸����
%�AªW@½¥2d/DO=$GMTA%1F2d,A[�cW2�

µ�Ê/G¸����G.�H$Cc��C[GD|!W2%�¸#GMTA%Á¹��²��D.�
2d8ZG¸����k>*óed,A%@&d$��d�H>*óeC*eICbC�$k[#2
d®Ä��ÓKH¤ôD��@2�W8��¨·$bg%`y2d8Z�¸#GMTAk³X2d,
AH�ô�MTAôKG #�d�HMTA¤��Æ��y Ã�QGy���ZôG�3e$@j�.
eW2�

T�G\½¸�Â�À{yÊ�®Ä�À·G<(H�¸�Âk��2déD�MTAA0?¥{0W
2�0$0�,G¥{H�jGMTAG��A;¦0C�@Y.��\½¸�Â�À{yÊ�®Ä�À
·%\½¸�Âk(MTAGa�D)`�@&d*ÍG�:Hy®Á���¾Êk��0?�d²��%
ô�ô+GMTAk�40?�C�$b@2�,eH�¸D¤Unix °��G�±Ã��zÊ����
·êG\½¸�Â�À{yÊ�@éÉ@2�0$0�,ebG�À{yÊ�®Ä�À·H�³Xa
G�dMTADGX`�¸����k��2d9*@�>��G\½¸�Â��§�D¸����k÷
�.~2d,AH�cW4l�

Red Hat Linux%2=GMTA (SendmailAPostfix)k{Ê���Â2d8Z�\½¸�Â�À{yÊ�
®Ä�À·H<(Gñ��MTAA0?¥{2d»^H�cW4l�Red Hat LinuxDHFetchmailA�
�¸5�AXGMTA[7We?�W2�

SendmailAFetchmailGáfD=�?H��11.3k�Í0?Y.��

11.2.2. Mail Delivery Agent

MDA(Mail Delivery Agent)H�MTADa<?�f.eÀ�¸�ÂkvùC½���G¸�Â³��
�D¬x{Â0W2�<(Gñ��MDA%�jDmail ¿HProcmailGa�DLDA(Local Delivery
Agent) (Ä��Â.����~Ê�)ACcW2�
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\½¸�Â�À{yÊ�Da<?¾Wedñ�W@.~2d¸����k��®Ä�À·HBe
[MDAAü!beW2�,G�:@�O=$GMTA(Sendmail]Postfix)H�6eb%�c¸�ÂG
¸����kÄ��Â½���G¸�Â�®�Â¬x{ÂG�`2dé�MDAG��ki82A�!
W2�Í}ADMDA H���·/@¸����k.�0W4l0�½���{Ê��¬~{�[,
¶2d,AH�cW4l�MDAH\½¸�Â�À{yÊ�y®Á���¾Ê%y���@&da�D
Ä��Âµ�ÊêG¸����k�.08c�Å08c0W2�

11.2.3. Mail User Agent

MUA(Mail User Agent)H\½¸�Â�À{yÊ�y®Á���¾ÊA¦x½@2�MUAH´C
(A[½���%\½¸�Â¸����k¾X�&@&da�D2d®Ä�À·@2�<(
GMUAHPOP®Ä��Â]IMAP®Ä��Âk�1?¸����kr�08c�¸����kJ
52d8ZG¸�Â³���k #08c�`�¸����kMTAD�cä*8c2d,A%woW
2�

MUADHMozilla Mail CBG�À¬z�ÂC[G]�mutt ]pine Ga�C����°��G¤ôD
#�C{Ê��¬~{�[�cW2�

11.3. Mail Transport Agents
Red Hat LinuxDH2=G0^CMTA�SendmailAPostfix%7We?�W2�SendmailH�¬�Â�
GMTAA0? #.e?�W2%��¬�Â� #kMTA$bPostfixD�U!d,AH#�@2�

©©©ÊÊÊ���

MTAG�¬�Â� #kSendmail$bPostfixD�U!djlD12dõ`HRed Hat Linux ���µ{��
{ ×D�dMail Transport Agent (MTA)G #GÔk·~Y.��

Red Hat LinuxDH�W8FetchmailA�Ied¸5�AGMTA%7We?�W2�,eH�\½¸�
ÂkÁ¹��MTA$bÄ��ÂMTAQ.~2dGD³X.eW2�

,G���¾Ê@H�SendmailAFetchmailGáfD�e?�W2�

11.3.1. Sendmail

SendmailGI§�AH�;GMTAGa�D²��/G\½¸�Âk��ôHSMTP®Ä��Âk³X
0?U�2d,A@2�0$0�SendmailH�pC #gåpkè=,A$b�³X.ed®Ä��
Âk7Z?BGa�D\½¸�Âk1c��$G#õTAlB2R?kj·@&W2�,GMTA%è
=¨Æ�AÃÞnG8Z�<(G���·"��Da<?SendmailG³X%Éo.e?�W2�

11.3.1.1. ���AAAAAAjjj���

l^C,AH�Sendmail%woC�,Akü!dG@C(�Sendmail%\@�d$��L\%@&
d$k©d,A@2��WG�ßki82¹¥Á���y®Á���¾ÊGéb@H�Sendmail%
ç�×@\½¸�Â��§�k��2d8ZD»^C*ÍGy®Á���¾Ê@�dAü!d,A
%�cµW2�rxADHá�@��Sendmail%¸�Âk½���G�zÃ��ÁD�®�Â0�
�µÊ À{Êk�1?�0�\½¸�Âk½���GºD`�2d,A%@&W2�0$0TA
lBG½���H�jD#�C¸�ÂG.~9*k�Z?�dG@H�cW4l��ô�½���
HPOP$IMAPk�X2dMUAk³<?Ä��Âµ�ÊD¸����k�}ÊÄ� 0?\½¸�Â
DadÃ�k�l@�W2�W8H�¸�Â³���Dy���2dºDWeb{Ê��¬~{�kÔ
Yñ�[�d@0`��,ebG;Gy®Á���¾ÊHSendmailAG(X@¥{2d,A%@&W
2%�jDH9G�:@5l0��Ò½�0?q¤2d,A%woW2�
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Sendmail%2R&�¿Hwod #GÓ?k��2d,AH,G���¾ÊG���°k�!?
0W�W2�%å�cDWÃG¼Cd�®�¾ÊAc$G���%�dÁ@�,Gµ¢¼yÂÓ
��@H��@&d2R?A��á%�W(�$C�éGKvlk£é2d,ADeá0?�W
2�SendmailGÁ���D12dõ`H�11.6@#¾XY.��

,G���¾Ê@H��¬�Â�@SendmailA»D{Ê���Â.e?�d¬x{ÂG£ék0
?�.bDë
¸�Â(spam)�ÊG°j�L(LDAP)Lightweight Directory Access Protocolk³<
8SendmailGÃÞlCBGI§A #>èk£é0?�&W2�

11.3.1.2. Sendmail GGG���¬¬¬���ÂÂÂ���{{{ÊÊÊ���������ÂÂÂ

SendmailG��¬x{ÂH/usr/sbin/sendmail @2�

SendmailG ò ( ? á f D f d   # ¬ x { Â H/etc/mail/sendmail.cf @ 2 � ÷
�sendmail.cf k A _ 2 d , A H £ * ? Y . � �SendmailD M 0   # G > è k 2
d D H �/etc/mail/sendmail.mc ¬ x { Â k b h c D A _ 0 W 2 � � Á � ¡ Â
G/etc/mail/sendmail.cf k§��y�®0?�6G¶m4µ�Ä®Ä����k³X0?�
�0�§��¾ÊG/etc/mail/sendmail.cf k{o0W2�SendmailG #D12dáf
H�11.3.1.3@·~Y.��

.W/WCSendmail #¬x{ÂH�êGa�C/etc/mail/ �zÃ��ÁD{Ê���Â.eW
2�

• access —`�\½¸�ÂXGSendmailk³X2d���·kÃ#0W2�

• domaintable — ¸{Êçµ�«Ê�kÃ#0W2�

• local-host-names —²��G�{Áy�kÃ#0W2�

• mailertable —¸# ¸{ÊGÂ��zÊ�kÞËD2dèÆkÃ#0W2�

• virtusertable —�{Áy�G ¸{Ê¸4G4ùkÃ#0W2�,eDac��WG[ú ¸
{Ê%1=Gµ�Êê@²��.eW2�

access �domaintable �mailertable �virtusertable CBG/etc/mail/ ×G #¬x{Â
G�(=$H��jD� #>èk��ÏD���°��¬x{ÂDõ`kJ52d»^%�cW
2����°��¬x{ÂG #GÁD6Ga�C>èk7Zd8ZDH�êG�µÊ k��0W
2�

makemap hash /etc/mail/ <name> < /etc/mail/ <name>

,,@�<name>H�>�2d #¬x{ÂGçÏ@óe�!W2�

È!I�example.com  ¸{ÊD�?be8Ó?G¸�Âk<bob@other-example.com >DU�
0?[b�ñ��êG�kvirtusertable ¬x{ÂD�`0W2�

@example.com bob@other-example.com

,G>èk	^2dDH�êG�µÊ krootA0?³X0?virtusertable.db ¬x{Âkè�2
d»^%�cW2�

makemap hash /etc/mail/virtusertable < /etc/mail/virtusertable

,eDac��0� #kè=�cGvirtusertable.db ¬x{Â%{o@&W2�

11.3.1.3. ÍÍÍ}}}AAACCCSendmail    ###>>>èèè

SendmailsG #¬x{Âk>è2déH�T5G¬x{ÂkA_2dG@HC(�Ó(�0
�/etc/mail/sendmail.cf ¬x{Âkyo2d,A%G®.eW2�
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lll^̂̂

sendmail.cf ¬x{Âk>è2dÏD�6G¬x{ÂG{ÝXG§��y�®k{o2dG%®�@0`��

SendmailD»^CX�k�`2dDH�/etc/mail/sendmail.mc ¬x{ÂkA_0W2�A_
%Q<8b�m4/etc/mail/sendmail.mc > /etc/sendmail.cf �µÊ k��2d,ADa
c�m4µ�Ä®Ä���k³<?�0�sendmail.cf kyo0W2��0�/etc/sendmail.cf k
{o08¶�SendmailkSf¥0?4ËD2d»^%�cW2�,ek��T[#�CjlA0?�
Â��A0?/sbin/service sendmail restart �µÊ kó´0?Y.��

�¬�Â�@�SendmailDm4µ�Ä®Ä����%{Ê���Â.e?�W2�m4̈ ����GÍ�
AC<?�W2�

lll^̂̂

�¬�Â�Gsendmail.cf H�Ä��Â�Ê«¼��««G�$Cd²��$b[�¤��Æ���
0k>*óed,AkSendmailDa0W4l�;G�À{yÊ�G��§�A0?Sendmailk #
08�ñ�H�/etc/mail/sendmail.mc kA_0�¤��Æ���§{�kÁ��Ê2da�
DDAEMON_OPTIONSk>è2d$�,G�®�¾ÊÓKk�¸Ê�y}�0?Y.��6G¶�«Yk��0
?/etc/mail/sendmail.cf kSyo0?Y.��

m4 /etc/mail/sendmail.mc > /etc/mail/sendmail.cf

,G #H�doGSMTPX�{�DH4Ë@�dH3@2�UUCP(UNIX to UNIX Copy)�{�
D=�?HÞË@2�UUCP̧ �ÂU�k³X08�ñ�H��0�sendmail.cf kyo2d»^%
�cW2�

/usr/share/sendmail-cf �zÃ��ÁGYG�zÃ��Á×D�d¬x{ÂkA_2dÏ
D/usr/share/sendmail-cf/README ¬x{Âk�Í0?(9.���zÃ��Á×G¬x{
Â%²oG/etc/mail/sendmail.cf ¬x{ÂG #D�ÖkF!da�n%�cW2�

11.3.1.4. µµµ������ÃÃÃ���   

Í}ACSendmailG #@H�¤��Æ��êD�d2R?Gµ�ÊG8ZG¸�Â���}~{A
0?G�ßk1=Gµ�ÊDi8.4W2�8A!I��d��H2R?G\½¸�Âk��0�`�
¸�ÂDC�Xy Ã�kQä2dmail.bigcorp.com A�Oµ�Êkè:8�Aú#0W0`��

,GTCúÌ@H�Sendmail��§�H��G¤��Æ��êGµ�Êkµ��Ã� 0?6GC�
Xy Ã�%�user@devel.bigcorp.com.@HC(�user@bigcorp.comACda�D2d»^%�c
W2�

6�2dDH�«YG�k/etc/mail/sendmail.mc D�`0W2�

FEATURE(always_add_domain)dnl
FEATURE(‘masquerade_entire_domain’)
FEATURE(‘masquerade_envelope’)
FEATURE(‘allmasquerade’)
MASQUERADE_AS(‘bigcorp.com.’)
MASQUERADE_DOMAIN(‘bigcorp.com.’)
MASQUERADE_AS(bigcorp.com)

m4k³X0?�0�sendmail.cf kyo08¶H,G #%�,G¤��Æ��×�$bG¸�Â
%2R?bigcorp.com $b��.e8a�D|!W2�
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11.3.1.5. ���¨̈̈···GGG���ÊÊÊ

\½¸�Â�¨·AH���k^�0?�C�½���%>*1d�ã^@f0([C�\½¸�Â
A#xwoW2�6eH�¤ôD��A@���G$$dÜ�°C{Ê��¤����Ç�GwX@
2�

SendmailH��ºÊ�¸�Âk��2d8ZG�0��¨¶Ê�3l%[X.eC�a�DêÊ2d
,Ak�ÎAM¸D0W08��¬�Â�@.bDÍ}AC�¨¶Ê�3lG<(kêÊ0W2�

8A!I�ÁDA[�Ie?�dSMTP̧ ����GU�H�Sendmail§��¾Ê8.9«�D�
¬�Â�@ÞËD.eW08�,G>è%�hedÏ@�eI�SendmailH�d��(y.com )$
b¸����k>*óe?9G��(z.net )D�da�D¸�Â²��(x.org )DÃñ@&W0
8�0$0��l@H�,:bG��§�k�1?¸�ÂkÁD2d,Ak ¸{ÊDa
2da�DSendmailD�KAD #2d»^%�cW2� ¸{ÊQGÁDk #2dD
H�/etc/mail/relay-domains ¬x{ÂkA_0�SendmailkSf¥0W2�

0$0�<(Gñ��½���H{Ê��¤��k�1?j·@&C�a�C;G��§�$bG�
¨·GoUk>*d#6e%�cW2�6Ga�Cñ��/etc/mail/access ¬x{Â$b,¶.
e?�dSendmailGy���j·X�k³X0?��Q@&C�²��$bG�0k�ÊwoW2�
êGÈ@H�¬x{Â%êÊ��LSendmail��§�QGy���GaAG£jD³X.e?�W
2�

badspammer.com ERROR:550 "Go away and do not spam us anymore"
tux.badspammer.com OK
10.0 RELAY

,GÈH�badspammer.com $b�be82R?G\½¸�Â%��¨µ�D
.ed¸����ä
&@550 RFC-821M=�À��� DacÄ��.ed,Akñ0?�W2�890�>*óeb
edAÂhedtux.badspammer.com � ¸{Ê$b�be8\½¸�ÂH>�.eW2�T¶
G�H�10.0.*.*¤��Æ��$b�be82R?G\½¸�Â%¸�Â��§�k�1?ÁD@&d
,Akñ0W2�

/etc/mail/access.db H���°��@�d8Z�>èk2dDHmakemapkf¥0W2�,e
DH�root@êG�µÊ k³X0W2�

makemap hash /etc/mail/access < /etc/mail/access

y���GaA6GêÊD10?�,GÈHSendmail%wod,AGTlGÍ�0$ñ0?�W4
l�áfA;GÈD=�?H/usr/share/doc/sendmail/README.cf k·~Y.��

SendmailH�¸�Âk.�2déD�Procmail MDAk��Â0W2G@SpamAssassinCBG�¨·
¬zÂ�k³X0?½���H�¨·kúú0�¬x{Â2d,A[woW2�SpamAssassinG³X
D=�?H�11.4.2.6k�Í0?Y.��

11.3.1.6. LDAP@@@GGGSendmail GGG³³³XXX

LDAP(Lightweight Directory Access Protocol)k³X2dA¤ôDd&��Â�®$b¸#G½�
��D12d¸#õ`k¤ôD�+$=Ä´Dr�@&W2�8A!I�LDAP��§�k³X0
?�½���GÀ��¤�·@Í}ACl0�zÃ��Á$b¸#G\½¸�Ây Ã�kíRd,
A%@&W2�,Ga�C�È4S@H�LDAPHSendmailAd&(¼Cc�LDAPH§÷AC½�
��õ`kJ50�SendmailDH2@Dy Ã�Ã#.e8\½¸�Â¸����×GLDAP��Á
G^i%F!bed9*@2�

0 $ 0 �SendmailHLDAPA G ¤ ô D d & C � � Z k � ´ � � 0 W 2 � , G ñ
��SendmailHLDAPk³X0?�Á2$bDÝÃ°ÂGç�k�´��2d8ZD½í¥{2dÁ
8¸�Â��§�ê@aliases ]virtusertables CBG�9DJ2.ed¬x{Âk±&�!W
2�#�D�!I�SendmailA6G�9G #¬x{Â$b�<WG¼Cdy®Á���¾Ê@�
´��.e?�dÄ´CLDAP�À��Q�¸�ÂÂ��zÊ�Ã°ÂkÅw2d,A%@&W2�
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SendmailG�lG§��¾ÊDH�LDAPDM2d�´��%7We?�W2�LDAPk³X0
?Sendmail��§�kÃÞ2dDH�W3�OpenLDAP CBGLDAP��§�k¥{.4v0( 
#0W2�6G¶�êk{Ê�Â� @&da�D�/etc/mail/sendmail.mc kA_0W2�

LDAPROUTE_DOMAIN(’yourdomain.com ’)dnl
FEATURE(’ldap_routing’)dnl

ÈÈÈ¶¶¶

,eH�LDAPDadSendmailG¤ôDI§AC #G8Z9*G[G@2�¸D»�GLDAP��§�k³
X2da�DWcGSendmailµ�Êk #2dñ��LDAPG��G°jDa<?H½���G #H,GI
§AC #AH¤ôD¼CdH3@2�

áfCLDAPÂ��zÊ� #G3�AÈD=�?H�/usr/share/doc/sendmail/README.cf k�Í0
?(9.��

êD�m4k��0?SendmailkSf¥2d,ADa<?�/etc/mail/sendmail.cf ¬x{Âk{
o0C#0W2�,ek��3�D=�?H��11.3.1.3k�Í0?Y.��

LDAPGáfD=�?H�e13Ôk�Í0?(9.��

11.3.2. Fetchmail

FetchmailH�Á¹����§�$b\½¸�Âk�L-l@Ä��ÂGMTAQ6ek.�0W2�
<(G½���%¸����kÁ¹����§�ac�}ÊÄ� 2d®Ä��k�MUAGÁ@\
½¸�ÂG¾X-XAAo$b��@&d�´kÍ^0?�W2��{»Ây�®k2d½���
G¢��kü�0?��{Ê.e?#c�FetchmailHPOP3]IMAPCBG®Ä��Âk³X0?�
00?�\½¸�Â�®�Â¬x{ÂD2R?G\½¸�Â¸����k�+D�}ÊÄ� 0W
2�FetchmailH�»^D=1?�SMTP��§�D\½¸�Â¸����kU�2d,A[@&W
2�

FetchmailH�½���G²�·�zÃ��Á×G.fetchmailrc ¬x{Âk³X0?½���-AD
 #.eW2�

FetchmailH.fetchmailrc ¬x{ÂG #×Mk³X0?�Á¹����§�êG\½¸�ÂG4Þ
k�~��0?e&w0�\½¸�Âkv0�½���G�®�Â¬x{ÂD.±2d8ZDÄ��
ÂMTAk³X0?\½¸�ÂkÄ��Âµ�ÊG´��25D.�0a�A0W2�Procmail%³X@
&dñ�H�6ek³X0?\½¸�Âk¬zÂ���0�MUA@¾X1eda�D¸�Â³���
D #0W2�

11.3.2.1. Fetchmail    ###���®®®���¾¾¾ÊÊÊ

Fetchmailk��2dA&DÁ¹����§�êG\½¸�ÂG4Þk�~��2dGD»^C�µÊ
 À{ÊêG2R?G�®�¾Êk¨�2d,AH@&W2%�.fetchmailrc ¬x{Âk³X08
T�%Hd$D#�@2�2R?G #�®�¾ÊH.fetchmailrc ¬x{Â×D�cW2%��µ
Ê À{Ê@6G�®�¾ÊkÃ#0?Fetchmailk��2dA&D6G�®�¾Êkê�&2d,A
%@&W2�

½���G.fetchmailrc ¬x{ÂH�3=G¸#�{®G #�®�¾ÊD�*beW2�

• �Ä�§Â�®�¾Ê—®Ä�À·G¥{kj·08c�\½¸�ÂG4Þk�~��2d2R?
G�0D #kF!d8ZG3�kFetchmailDñ0W2�
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• ��§��®�¾Ê— ´�ÁÊ�.ed��§�D12d²��çCBG»^Cõ`kÃ#08
c�¸#G\½¸�Â��§�@ #.e?�d��~��2d´��]�{·y}�W@Q=Ò
WCBGÌñ08��0 #kÃ#08c0W2�,ebG�®�¾ÊH�6G��§�@³X.
ed2R?G½����®�¾ÊD�ÖkF!W2�

• ½����®�¾Ê—¸#G\½¸�Â��§�k³X0?\½¸�ÂGúß]4ÞG�~��k
��GD»^C½���ç]¨�Æ� CBGõ`%7We?�W2�

�Ä�§Â�®�¾ÊH.fetchmailrc ¬x{ÂGÍ�êD�c�6G¶D1=¿H�WG��§�
�®�¾Ê%�c�Á��§��®�¾ÊHFetchmail%�~��0C*eICbC�¼Cd\½¸�
Â��§�kÃ#0W2�6G\½¸�Â��§�ê@�~��08�½���y�}Ê�-AD�
��§��®�¾ÊG¶D½����®�¾Ê%�cW2���§��®�¾ÊA¦TD�¸#G
��§�êD�d�WG\½¸�Ây�}Ê�k�~��08�A&CB�6G��§�@³X2d
�WG½����®�¾ÊkÃ#@&W2�

��§��®�¾ÊH���§�õ`GÏD�d¸9C�®�¾ÊG¥×�2Ch:�poll ]skip k
³X0?.fetchmailrc ¬x{Â×G��ª�D�Lw.eW2�poll y��¾ÊH,G��§�
�®�¾ÊG��éD6G��§��®�¾Êk³X2da�DFetchmailDÃñ0�6G��§�
�®�¾ÊH�jDÁ8G½����®�¾Êk³X0?\½¸�ÂG4Þk�~��0W2�0
$0�Fetchmailk�Lw2A&D,G��§�G²��çkÃ#0C�A�skip y��¾ÊG¶G
��§��®�¾ÊH�~��.eW4l�skip �®�¾Êk³X2dA�.fetchmailrc ×D��
� #k #0��lX�0?�d #D�ÖkF!3D¸D»^CA&9*6G��§�k³X0
?�~��0W2�

.fetchmailrc ¬x{ÂG�Ê®ÂH�êGa�DÌñ.eW2�

set postmaster "user1"
set bouncemail

poll pop.domain.com proto pop3
user ’user1’ there with password ’secret’ is user1 here

poll mail.domain2.com
user ’user5’ there with password ’secret2’ is user1 here
user ’user7’ there with password ’secret3’ is user1 here

,GÈ@H��Ä�§ÂH�®�¾Ê���CG@�TQ3¥A0?½���D\½¸�Â%�b
e(postmaster �®�¾Ê)�2R?G\½¸�Â�À�H����@HC(�´��µ���D�b
eW2(bouncemail �®�¾Ê)�set y��¾ÊH�,G�D�Ä�§Â�®�¾Ê%7We?�d
,AkFetchmailDX!W2�6G¶�2=G¸�Â��§�%Ã#.e�6G1=HPOP3k³X0?
�~��2da�D���.e�[�1=H�jDX�2d[Gkr�2d8ZDÁ8G®Ä��Âk
Ù�2da�D���.eW2�2=�G��§��®�¾Êk³X0?20G½���%�~��.
eW2%�½���G�3e$GºG¸�ÂH2R?½���1G¸�Â�®�ÂD�beW2�,e
Dac��WG��§�ê@�WG¸�Â³���%�~��@&da�DCc�1=GMUA³��
�DÌñ.eW2�Á½���¸4Gõ`H�user y��¾Ê@ºWcW2�

ÈÈÈ¶¶¶

.fetchmailrc ¬x{ÂD¨�Æ� k #2d»^H�cW4l�with password ’ <password >’ kÏ
�2dA�Fetchmail%f¥.e8éD¨�Æ� k^�2da�DCcW2�

FetchmailDH�<(G¼Cd�Ä�§Â���§���LÄ��Â�®�¾Ê%7We?�W2�
,ebG�®�¾ÊG<(H�`D0$³X.eC�$�¿H¤ôD¸9Cñ�GXG³XACcW
2�fetchmail Gman±��@H�Á�®�¾ÊkáfD£é0?�W2%�£BGÍ}AC[GH
,,@Á��0?�cW2�
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11.3.2.2. ���ÄÄÄ���§§§ÂÂÂ���®®®���¾¾¾ÊÊÊ

Á�Ä�§Â�®�¾ÊH�set y��¾ÊG¶G1�D #0?(9.��

• daemon <seconds > — Fetchmail%§���ÀÊ D�?�Ã#08/Ñ@¸�Âk1c-Y
��¹ÊkÃ#0W2�

• postmaster —.~Gg%�dñ��¸�Âk�d8ZGÄ��Â½���kÃ#0W2�

• syslog — �À�A�����¸����XGÄ�¬x{ÂkÃ#0W2��¬�Â�@,e
H�/var/log/maillog @2�

11.3.2.3. ������§§§������®®®���¾¾¾ÊÊÊ

poll $skip G�3e$Gy��¾ÊG¶D��§��®�¾Êk.fetchmailrc ×G6ebG½ô
G�D #0W2�

• auth <auth-type > — ³X2dúßG�{®kÃ#0W2��¬�Â�@H�password úß
%³X.eW2%�®Ä��ÂDa<?Hkerberos_v5 �kerberos_v4 �sshCBG;G�{®
Gúß[�´��2d[G%�cW2�any úß�{®k³X2dA�FetchmailHW3�¨�Æ�
 k»^A0C�jlkÙ0�êD¨�Æ� kµ��2djlkÙ0�T¶D��§�DM0?
úß2d8ZG¨�Æ� k,%@��§�D�f�A0W2�

• interval <number > — 2R?G #^X��§�ê@\½¸�ÂG4Þk�~��2
d<number >�-ADÃ#08��§�k´�ÁÊ�0W2�,G�®�¾ÊH�ô�Z<8D
¸����k>�0C�\½¸�Â��§�@³X0W2�

• port <port-number > —Ã#.e8®Ä��ÂG�¬�Â�´����kÞËD0W2�

• proto <protocol > — pop3]imapCBG¸#G®Ä��Âk³X0?,G��§�ê@¸�
���G4Þk�~��2da�DFetchmailDÃñ0W2�

• timeout <seconds > — Fetchmail%�0Ù�k5ZdW@G��§�Gãã¥U/kÃ#0W
2�,G¨%Ã#.e?�C�ñ���¬�Â�G300Ò%[X.eW2�

11.3.2.4. ½½½������������®®®���¾¾¾ÊÊÊ

½����®�¾ÊH���§��®�¾ÊGYG½ôG�$���§��®�¾ÊA¦1�D #
@&W2��3eGñ�[�#x08�®�¾ÊHuser �®�¾Ê)«Y@#x0?�d*G¶DÌ
ñ.eW2�

• fetchall —2@DÌñ.e?�d¸����k7Y�¼�×G2R?G¸����k�}ÊÄ�
 2da�DFetchmailDÃñ0W2��¬�Â�@H�FetchmailH�0�¸����9*k®Â
�}Ê0W2�

• fetchlimit <number > —�Ê2dÏD�d�WG¸����9*k�F@&W2�

• flush —�0�¸����k�F2dÏD�¼�×G2@DÌñ.e?�d2R?G¸����k
|£2da�DFetchmailDÃñ0W2�

• limit <max-number-bytes > — ¸#�{�«YG¸����9*kr�@&d,AkÃ#@
&W2�,G�®�¾ÊH�d&�¸����k�}ÊÄ� 2dGDé/%$$c2'dA&G
�+¤��Æ��ÁÊ�@E�@2�

• password ’ <password >’ —,G½���D³X2d¨�Æ� kÃ#0W2�

• preconnect " <command>" —,G½���DM2d¸����kr�2dÏDÃ#.e8�µ
Ê k��2da�DFetchmailDÃñ0W2�

• postconnect " <command>" — ,G½���DM2d¸����kr�08¶DÃ#.e8�
µÊ k��2da�DFetchmailDÃñ0W2�
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• ssl — SSL¦�Zk4ËD0W2�

• user " <username >" — ¸����kr�2d8ZDFetchmail@³X2d½���çk #0
W2�,G�®�¾ÊH�T$G½����®�¾ÊGÏDÌñ2d»^%�cW2�

11.3.2.5. Fetchmail ���µµµÊÊÊ   ���®®®���¾¾¾ÊÊÊ

�µÊ À{Ê@³X@&dFetchmail�®�¾ÊGdoH�fetchmail �µÊ k��2dA&
D�.fetchmailrc  #�®�¾Êk¶À�Z0W2�,G¶À�Z%�hedGH� #¬x
{Â%�<?[C(?[Fetchmailk³X@&da�D2d8Z@2�doG½���H��µÊ
 À{Ê@,ebG�®�¾Êk³X0W4l�6eH�Fetchmailk��2d8LD³X.e
d.fetchmailrc ¬x{ÂD,ebG�®�¾Êk¯2T�%#�@�d$b@2�

0$0�¸#�AG8ZD;G�®�¾Êkä*?fetchmail �µÊ k��08�ñ�%�cW
2��µÊ À{Ê@Ã#.e82R?G�®�¾ÊH #¬x{Â�®�¾ÊkÞËD2dG@�
�µÊ �®�¾Êk`�0?��À�k`y.4?�d.fetchmailrc G #kÍéADÞËD2
d,A[@&W2�

11.3.2.6. õõõ`̀̀���®®®���¾¾¾ÊÊÊ������ddd���HHH���§§§���������®®®���¾¾¾ÊÊÊ

fetchmail �µÊ G¶D³X.ed�d8G�®�¾ÊH�l^Cõ`kF!da�n%�cW
2�

• --configdump — .fetchmailrc AFetchmailG�¬�Â�$bGõ`DI>�?2R?Ga�
C�®�¾ÊkÌñ0W2�,G�®�¾Êk³X2dA�½���DM2d\½¸�ÂHr�.
eW4l�

• -s — Fetchmailk�{ÃÊ�¹� @��0��À�««G¸����%fetchmail �µÊ G
¶DÌñ.eC�a�D0W2�

• -v — Fetchmailkîò¹� @��0�FetchmailAÁ¹��\½¸�Â��§�G/G2R?G
��kÌñ0W2�

• -V —,G�®�¾ÊkÉo2dA�FetchmailHáf§��¾Êõ`kÌñ0�6G�Ä�§Â�
®�¾ÊkÍ~0�\½¸�Â®Ä��Â]úßjlCBGÁ½���@³X.ed #kñ0W
2�,G�®�¾Êk³X2dA�½���DM2d\½¸�ÂHr�.eW4l�

11.3.2.7. ¸̧̧999CCC���®®®���¾¾¾ÊÊÊ

,ebG�®�¾ÊH�.fetchmailrc ¬x{Â@a(|bed�¬�Â�kÞËD2dñ�DE�
@2�

• -a — Á¹��\½¸�Â��§�$b2R?G¸����k)�0�¸����$2@DÌñ
.e8¸����$D1+C(*�}ÊÄ� 2da�DFetchmailDÃñ0W2��¬�Â�@
H�FetchmailH��0�¸����9*k�}ÊÄ� 0W2�

• -k —,G�®�¾ÊkÉo2dA�FetchmailH¸����k�}ÊÄ� 08¶DÁ¹��\½
¸�Â��§�êD¸����k¯0W2�,G�®�¾ÊH�¸����k�}ÊÄ� 08¶
D¸����k|£2d�¬�Â�¥{kÞËD0W2�

• -l <max-number-bytes > — ¸#�{�«êG2R?G¸����k�}ÊÄ� 43�Á
¹��\½¸�Â��§�êD¸����k¯2a�DFetchmailDÃñ0W2�

• --quit — Fetchmail��¹Ê®Ä��kQ 0W2�

fetchmail µ¢¼yÂ±��DH�«êG�µÊ ««G�µÊ ].fetchmailrc �®�¾Ê%Ì
ñ.e?�W2�
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11.4. Mail Delivery Agents
Red Hat LinuxDH28ÅGMDA (ProcmailAmail )%7We?�W2�,ebGy®Á���¾Ê
H£jA[�Local Delivery AgentAü!be�6G£j%\½¸�ÂkMTAG�®�Â¬x{Â$
b½���G¸�Â³���QU�0W2�0$0�ProcmailH.bDÄeC¬zÂ�����·@
2�

,G���¾ÊH�ProcmailGXD=�?áfk£é0W2�mail �µÊ Dä�?Gõ`H�6
Gman±��k·~Y.��

Procmailk³X2dA�Ä��Â²��G¸�Â�®�Â¬x{ÂD�d\½¸�ÂG¬zÂ��A
.�k0W2�ProcmailHÄ´@����·Á���D].0(�Ü�°@³X.e?�W2�,e
H�\½¸�Â�À{yÊ�y®Á���¾Ê@¾X-WedD#G\½¸�Âk.�2déW@l
^C�ßcki80W2�

ProcmailHO=$Gjl@�f.eW2�MTA%\½¸�Âk¸�Â�®�Â¬x{ÂD.±2d
AProcmail%f¥0W2�6G¶ProcmailHMUA%r�@&da�D�\½¸�Âk¬zÂ�0�
¬x{Â0W2�9Gjl@H�¸����%>�.e8éDProcmailk��2da�D�MUAk
 #0?¸����%v0�¸�Â³���D½¥.eda�D0W2��¬�Â�@H�½���
G²�·�zÃ��Á×G.procmailrc ¬x{ÂG5lH�MTA%�0�¸����k>�2dp
DProcmailk�f0W2�

Procmail%\½¸�Â@Ady��¾ÊH�¸����%®Ä�À·@Í�.edA��¸#GÃ�
«�2Ch:c$�$bGÃñDac¼CcW2�¸����%Ã�«DÍ²2dA�\½¸�ÂH
�d8G¬x{Â×D #.ed$�|£.ed$�W8H6e««Gjl@��.eW2�

Procmail%f¥2dA�\½¸�Â¸����k¾X1c�¯���õ`$b§Kk��0W2�
êD�ProcmailH�¬�Â�G���·ÓKGProcmail�Â>WAÃ�«XG/etc/procmailrcs
�zÃ��Á×G/etc/procmailrc ¬x{ÂArc ¬x{Âk�0W2�êD�ProcmailH½���
G²�·�zÃ��Á×G.procmailrc ¬x{Âk�0�6G½���D�4Gc$k|=*W2�
<(G½���H�.procmailrc @�Í.edProcmailXG½ôG�`rc ¬x{Â[{o0W2�
890�,ebG¬x{ÂH¸�Â¬zÂ���Gg%`y08ñ�D89:D�Ê/�¬2d,A
%@&W2�

�¬�Â�@H����·ÓKGrc ¬x{Â%/etc �zÃ��ÁD5l43�½�
��.procmailrc ¬x{Â[5l0W4l�ProcmailG³Xk¦º2dDH�¸#G�Â>WA�¸
#G¸�����{®XGc$k[<?�.procmailrc ¬x{Âk{o2d»^%�cW2�

TAlBG #@H�Procmail%f¥0?\½¸�ÂG¬zÂ���kÙ�2d$B�$G[#H�
½���G.procmailrc ¬x{ÂG4ÞDI>&W2�ProcmailkÞËD0?�.procmailrc ¬x
{ÂD{Ý×MHJ508�ñ��mv ~/.procmailrc ~/.procmailrcSAVE CBG�µÊ @Å
â2d¬x{ÂGçÏD6G¬x{Âk½¥0W2�ProcmailG���kS¦@&dúSGA&H�
¬x{Âçk.procmailrc D
0W2�89:D�Procmail%SpX�0ºZW2�

11.4.1. Procmail GGG   ###

Procmail #¬x{Â�¸D½���G.procmailrc DH��d8Gl^C�Â>W%7We?�W
2�,ebG>WH�BG¸����k���2d$�Ã�«DÍ²0C�¸����kB���2
d$CBkProcmailDÃñ0W2�

,ebG�Â>WH�ô�.procmailrc G©¡DÌñ.eW2�«YGa�C4ùDCcW2�

<env-variable >=" <value >"

,GÈ@H�<env-variable >H>WGçÏ@�c�<value >H�>Wk#x0W2�

doG�Â>WHTAlBGProcmail½���D³X.e3�6eacl^C�Â>WG<(H2@
D�¬�Â�¨%#x.e?�W2�TAlBGñ��êGa�C>W%³X.eW2�

• DEFAULT—Ã�«DÍ²0C�¸����% #.ed�¬�Â�G¸�Â³���k #0W
2�
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�¬�Â�GDEFAULT̈ H�$ORGMAILA¦1@2�

• INCLUDERC—Sp�~��2d¸����G8ZGÃ�«k.bD7Y�`rc ¬x{ÂkÃ#0
W2�,G8Z��¨·GÄ��Ê�]\½¸�ÂÁ��G"�CBG.W/WC�ßkÉ82
��G¬x{ÂDProcmailÃ�«k��0�êD½���G.procmailrc ¬x{Â×G�¸Ê�
%åk³X0?6ebG�ßk�Ê/�¬D�cU!d,A%@&W2�

È!I�½���G.procmailrc ¬x{ÂG�HêGa�DCcW2�
MAILDIR=$HOME/Msgs
INCLUDERC=$MAILDIR/lists.rc
INCLUDERC=$MAILDIR/spam.rc

½���%\½¸�ÂÁ��GProcmail¬zÂ���k�¬D�cU!?��¨·j·H�#G
±D¯08�ñ��#%å@T�GINCLUDERC�k#�D�¸Ê�Z2d,A%@&W2�

• LOCKSLEEP— Procmail%¸#GÄ��¬x{Âk³#�A2dÙ�AÙ�G/Gé/WkÒ�
@ #0W2��¬�Â�H8Ò@2�

• LOCKTIMEOUT— Ä��¬x{Â%�(?|£@&dAProcmail%n¢2dW@D�Ä��¬x
{Â%T¶D>è.e?$bC~0C*eICbC�é/WkÒ�@ #0W2��¬�Â�
H1,024Ò@2�

• LOGFILE — ProcmailGõ`¸����$�À�¸����G�3e$k7YÄ���¾ÊA¬x
{Â�

• MAILDIR — ProcmailD�ÃÊ�{Ý�zÃ��Ák #0W2� #2dA�;GProcmail̈ �
H2R?,G�zÃ��ÁkI�D0W2�

• ORGMAIL—�Á�¡Â¸�Â³���kÃ#2d$�¸����k�¬�Â�Ä���¾Ê$Ã�
«%^�2dÄ���¾ÊD #@&C�ñ�D¸����k #2d9Gñ�kÃ#0W2�

�¬�Â�@H�/var/spool/mail/$LOGNAME G¨%³X.eW2�

• SUSPEND—�Æ�®�±��CBG»^CÁ���%C�ñ�DProcmail%�Ê2dé/WkÒ
�@ #0W2�

• SWITCHRC—,G�®�¾Êk³X2dA��`GProcmailÃ�«k7Y«�¬x{ÂkÃ#@&
W2�Ã�«�~��%�jD�ÍX #¬x{Âê@�Ê0�SWITCHRC@Ã#.e8¬x{Â
êGÃ�«9*%³X.ed,A««�INCLUDERC�®�¾ÊA¤ôDâ?�W2�

• VERBOSE— ,G�®�¾ÊG³X@�ProcmailH¤ôD<(Gáfõ`kÄ�DAd,A%@&
W2�,G�®�¾ÊH�§��DE�@2�

;Gl^C�Â>WH�Ä�{Êç@�dLOGNAME�²�·�zÃ��ÁGÄ���¾Ê@�
dHOME��¬�Â��~Â@�dSHELLCBG�~Â$be&w.eW2�

2R?G�Â>WA6ebG�¬�Â�¨D12d��AC£éH�procmailrc man±��@·~
Y.��

11.4.2. Procmail ÃÃÃ���«««

�c½���DH�<(Gñ��Ã�«G{o%Procmailk³X2d8ZGT[1æCÓS³ÉAÂ
hed$[©eW4l��d1p��@&d[G@2�6eH�Ã�«%Í�X%åØDK�kÃ#
2d8ZG¸9C¬��µ��@�dvcÌ�k³X0?¸����GÍ�k��$b@2�89
0�vcÌ�H6eTB #0D($<8c�¾X1dA&D��0D($<8c2d[G@H�c
W4l�W8�ProcmailÃ�«k�(jlGÍ,nH�vcÌ�AHÞ1+D�\%�he?�d$
krw2d,AkM¸D0W2�

vcÌ�D=�?G	ÓC£éH�,G���¾ÊG���°k�!?�W2�ProcmailÃ�«Gì
oH�acl^@�c�Ê®ÂGProcmailÃ�«%{Ê��¤��G.W/WC�{�@�Í@&W
2�(È!I�http://www.iki.fi/era/procmail/links.html),ebGÃ�«GÈDÁ@|bedvcÌ�
Gv0�³XA6G=XH�ProcmailÃ�«GìoG��GÃ°ÂDacEå.eW2�I§ACv
cÌ�c$Gó�õ`H�grep Gman±��@�Í2d,A%woW2�
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ProcmailÃ�«H�êG4ùkAcW2�

:0 <flags >: <lockfile-name >

* <special-condition-character > <condition-1 >
* <special-condition-character > <condition-2 >
* <special-condition-character > <condition-N >

<special-action-character ><action-to-perform >

ProcmailÃ�«GT�G2%åH�ÄÊ):*A0@2�,GÃ�«k��2dA&DProcmail%\k2
d$kj·2dDH��®�¾ÊA0?0G¶DÁ8¬À�k #@&W2�<flags >���¾ÊG
¶G�ÄÊH�,G¸����G8ZGÄ��¬x{Âk{o2d,AkÃ#0W2�Ä��¬x{
Âk{o2dñ�H�<lockfile-name >�±��@6GçÏkÃ#0W2�

Ã�«DH�¸����AÍ�2d�(=$G÷bk7Zd,A%@&W2�÷b%C�ñ��2R
?G¸����HÃ�«DÍ²0W2�vcÌ�DH¸����AGÍ�k�Ç2d8ZD��(=
$G÷b% #.eW2��WG÷bk³X2dñ��y��¾Êk��2d8ZD,ebG÷b%
2R?Í²0C*eICcW4l�÷bH�Ã�«GT�G�@ #.e8¬À�DI>�?�~�
�.eW2�*%åG¶D #.e8�®�¾ÊG¸9C%åH�.bD÷bkj·@&W2�

<action-to-perform >H�÷bG�:G1=DÍ²2dñ�D¸����DM0?\%`y2d
$kÃ#0W2�Ã�«-ADy��¾ÊH1=0$Ã#@&W4l�<(Gñ��,,@H¸�Â
³���GçÏk³X0?Í�XG¸����k6G¬x{ÂD�c�\½¸�Âk4ËD���0
W2�y��¾ÊkÃ#2dÏD[�¸9Cy��¾Ê%åk³X@&W2�

11.4.2.1. ...���ÃÃÃ���«««AAA¤¤¤...���

Ã�«%¸#¸����DÍ²2dñ�D³X.edy��¾ÊH�Ã�«%.�A¤.�G�3e
$@�d$k[#0W2�.�Ã�«DH�¬x{ÂD¸����k�&-l9c�9G®Ä�À·
D¸����k�<8c�9G\½¸�Ây Ã�D¸����kU�08c2dy��¾Ê%7W
e?�W2�¤.�Ã�«H�¤��XÄ��k³X2dA&CBG;Gy��¾Êk�§�0W
2�¤��XÄ��H�Ã�«G÷bDÍ²2d�`y��¾ÊkÃ#2dÁ$<,{ } D°We8
y��¾Ê@2�¤��XÄ��k¤��0?�¸����êGy��¾Êkú90?��2d8
ZG.bDd&Cj·kF!d,A%@&W2�

¸����kÍ�2d.�Ã�«k³X2dA�ProcmailHÃ#.e8y��¾Êk��0�;GÃ
�«DM2d¸����G�Îk�Ê0W2�¤.�Ã�«@÷bDÍ²2d¸����H���A
«�Grc ¬x{Â×G;GÃ�«A�Î.e0*W2�=Wc�¤.�Ã�«k³X2dA�¸�
���DM0?Ã#.e8y��¾Ê%Abe8¶D¸����%Ã�«×k�c0*W2�

11.4.2.2. ¬¬¬ÀÀÀ���

¬À�H�BGa�DÃ�«G÷bk¸����A�Î2d$��d�HÃ�«G÷bk¸����
A�Î2d$B�$k[#2djD¤ôDl^@2�êG¬À�%Í}D³X.eW2�

• A —,GÃ�«%A¬À�]a¬À�GC�«ÏGÃ�«[,G¸����DÍ²08ñ�GX³X
.ed,AkÃ#0W2�

��GÃ�«@GÍ�k��ÏD�,G÷ÏGÍ�XÃ�«@Gy��¾Ê%vôQ 08$B�
$kÉú2dDH�6GbhcDa¬À�k³X0W2�

• B —¸����G§%kì%��0�Í²2d÷bk�0W2�

• b — ¸����k¬x{ÂD�&-l9cU�08c2dCBG^iACy��¾Ê@§%k³X
0W2�,eH�¬�Â�G¥{@2�
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• c — \½¸�ÂG��³Ê�«�k{o0W2�,e%.�Ã�«@E�CGH�»^Cy��¾
Êk¸����ê@��@&�¸����G�«�krc ¬x{Â@��00*d,A%@&d$b
@2�

• D — egrep G�Îkd%åA³%åký92d[GD0W2��¬�Â�@H��Î®Ä��Hd
%åA³%åký90W4l�

• E — A¬À�Aâ?�W2%�E¬À�GC�÷ÏGÃ�«%Í²0C$<8ñ�D,GÃ�«×G
÷b%¸����A�Î.eW2�,eH�elsey��¾ÊD³?0W2�

÷ÏGÃ�«HÍ²08%y��¾Ê%�'08A&9*,GÃ�«k�~��08�ñ�H�e¬
À�k³X0W2�

• f —¨{®k¬zÂ�A0?³X0W2�

• H — ¸����G¯���kì%��0�Í²2d÷bk�0W2�,eH��¬�Â�@�he
W2�

• h —^iGy��¾Ê@¯���k³X0W2�,eH�¬�Â�G¥{@2�

• w — Ã#.e8¬zÂ�$�®Ä�À·%Q 2dW@QX0�¬zÂ���.e8¸����k
ü�2dÏD6G¬zÂ�$�®Ä�À·%oÊ08$B�$k`�2da�DProcmailDÃñ0
W2�

¬zÂ�$y��¾Ê%oÊ08$B�$kn¢2dA&D"Program failure"̧ ����kÞÖ0
8�A&H�6GbhcDW�®�¾Êk³X0W2�

�`¬À�H�procmailrc µ¢¼yÂ±��@|=*d,A%@&W2�

11.4.2.3. ÄÄÄ������ÂÂÂÄÄÄ������¬¬¬xxx{{{ÂÂÂGGGÃÃÃ###

Ä��¬x{ÂH�Procmail@�WG®Ä��%¦éDÍ#G¸����k>è2d,AkÊZdG
D¤ôDE�@2�Ã�«GT�G�G¬À�G¶D�ÄÊ(: )k #2d,ADa<?�Ä��Â
Ä��¬x{ÂkÃ#@&W2�,G8Z��©G¬x{ÂçALOCKEXT�Ä�§Â�Â>W@ #
.e82R?G[GDI>�?�Ä��ÂÄ��¬x{Â%{o.eW2�

9GjlA0?��ÄÊG¶D,GÃ�«@³X2dÄ��ÂÄ��¬x{ÂGçÏkÃ#0W2�

11.4.2.4. ¸̧̧999CCC÷÷÷bbbAAAyyy������¾¾¾ÊÊÊ

ProcmailÃ�«G÷bAy��¾ÊGÏD³X.ed¸9C%åH�6ebG÷bAy��¾Êk�
*2djlk>è0W2�

Ã�«G÷b�G©¡D�d*%åG¶D�êG%åk³X@&W2�

• ! — ÷bG�@,G%åH÷bkpU2d8Z�÷b%¸����AÍ²0C�ñ�GXÍ�%�
heW2�

• < —¸����%Ã#WG§{�ac´C�$B�$kÉú0W2�

• > —¸����%Ã#WG§{�ac<�$B�$kÉú0W2�

¸9Cy��¾Êk��2dDH�êG%åk³X0W2�

• ! — y��¾ÊG�@H�Ã#.e8\½¸�Ây Ã�D¸����kU�2da�
DProcmailDÃñ0W2�

• $ — rc ¬x{Â×@«ÏD #.e8>Wk�Í0W2�,eH�ô�Á8Ã�«@�Í.edÍ
}AC¸�Â³���k #2dñ�D³X0W2�

• | —¨{®%åH�¸#G®Ä�À·kf¥0?,G¸����k��2da�DProcmailDÃñ
0W2�
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• { and} —�`Ã�«kçX-l@Í�X¸����DCX2d8ZG¤��XÄ��k{o0
W2�

y��¾Ê�@¸9C%åk³X0C�ñ��Procmail@H¸����k�$C*eICbC�¸�
Â³���k6Gy��¾Ê�%Ã#0?�dAn#0W2�

11.4.2.5. ÃÃÃ���«««GGGÈÈÈ

ProcmailH¤ôDgånG�d®Ä�À·CG@�¸����kA?[�KAC÷bAÍ�0�êD
6ebG¸����DM0?áfCy��¾Êk��@&W2�0$0�,GgånG^i�ºZ$
bProcmailÃ�«k{o0?�d8G�Ak��2d,AH��c½���DA<?1æ@�da�
n%�cW2�

ProcmailÃ�«÷bkì¶2d8ZG��Âk¦`2dTÐGjlH�;G0%ì¶08<WGÈk
|d,A@çX�h.e8vcùka(��2d,A$byWeW2�ProcmailÃ�«GìoG�¹
Ê��Ã��¾ÊG�ßki82êG¤ôDI§ACÈ%�c�6eH.bD��CìoGIâkF
!d,A%@&W2�

I§ACÃ�«DH�êGÈ@ñ2a�D÷b%ä�?�C�[G.!�cW2�

:0:
new-mail.spool

e1�@H�Ä��ÂÄ��¬x{Âk{o2d,AkÃ#0?Ã�«k¦º0?[�çÏkÃ#
0C�G@�ProcmailH�©G¬x{ÂçALOCKEXTk³X0?6eDçÏkä*W2�÷bHÃ
#.eC�G@�2R?G¸����H,GÃ�«DÍ²2d8Z�MAILDIR�Â>W@Ã#.e
8�zÃ��Á×D�dnew-mail.spool A�O�ÍG�®�Â¬x{ÂD #.eW2�,Gñ
��MUAH,G¬x{Â×G¸����k|d,A%@&W2�

,GI§ACÃ�«H2R?Grc ¬x{ÂGQhcD.±0?�¸����k�¬�Â�Ä���¾
ÊD�d,A%@&W2�.bD��CÈ@H�¸����k¸#G\½¸�Ây Ã�$b1cw
0?�êGÈGa�D�W2d,A@�cW2�

:0
* ^From: spammer@domain.com
/dev/null

,GÈ@H�spammer@domain.com@�be8¸����H2R?�89:D/dev/null D½¥.
e�|£.eW2�

lll^̂̂

c$AÍ²2d¸����k/dev/null D½¥2d)	�|£*ÏDc$%v0(X�0?�d,ADÈ¶0
?(9.��Ã�«÷b@ãÈ¶D¶A0?�C�¸����k1c-l9ñ��6eH�4[C(Èð0�c
$k�ÀÂ�¼��2d,A%1æDCcW2�

�Ð§A0?HÃ�«Gy��¾Êk¸#G¸�Â³���D´{Ê�0?�6e%�#UADfalse posi-
tives�2Ch:�ÒD÷bAÍ²08¸����k�28ZD�~��2da�D0W2��ÒDÍ²08
¸����%C�AÉú@&8¶H�¸�Â³���k|£0?y��¾ÊDM0¸����k/dev/null D
�da�DÃñ0W2�

ProcmailH0D\½¸�ÂG¬zÂ�A0?³X.e�\½¸�Â%3¥@J5.ed,Ak�Ê2
d8ZDô¥ADv0�ñ�D.±0W2�«YGÃ�«H¸#G¸�ÁÊ�Á��$b�be8\
½¸�Âk1c-l@6ekv0�¬�Â��D±&W2�

:0:
* ^(From|CC|To).*tux-lug
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tuxlug

tux-lug@domain.com ¸�ÁÊ�Á��$b�be8¸����H2R?�MUAG8Z
Dtuxlug ¸�Â³���Dô¥AD.±.eW2�,,@�¸�ÂGFrom��CC��To�GBe$
D¸�ÁÊ�Á��G\½¸�Ây Ã�%�eI�,GÈG÷bH¸����DÍ²2d,ADÈ
¶0?(9.��

acÄ´CÃ�«kacáfDíRdDH�11.6@Éú@&d�<(GProcmail�ÊÀ{ÊÁ���
k�Í0?Y.��

11.4.2.6. ���¨̈̈···¬¬¬zzzÂÂÂ���

� 0� \ ½ ¸ � Â G > � é DSendmail�Postfix�FetchmailDa < ? �� Â . eW 2 G
@�ProcmailH�¨·A°�Ä´C��ÂA0?³X.eW2�

,eH¸DProcmail%SpamAssassinA(X.edéDéÉDCcW2�Í�D³X2dA,eb
G2=Gy®Á���¾ÊHæ�(�¨·kúú0?��Å2d$¿H��0W2�

SpamAssassinH¯������������À��Á����¨·�����°��CBk³X
0��¨·kú90?��kä*W2�

Ä��Â½���DA<?T[#�CSpamAssassinG³XlH�«YG�k~/.procmailrc fileG
©¡ö(D±(,A@2�

INCLUDERC=/etc/mail/spamassassin/spamassassin-default.rc

The /etc/mail/spamassassin/spamassassin-default.rc DH�ó�G\½¸�Â2R?G
ºDSpamAssassinkf¥2d#�CProcmailc$%7We?�W2�\½¸�Â%�¨·9An#
.e8ñ��6Ga�D¯��D��%ä*be��{�ÂHêG¨��Ê@6GÏDä*beW
2�

*****SPAM*****

\½¸�ÂG¸����§%[W8�\%�Ù0?�¨·A*¢.e8G$A���¥ó�%Ïä*
.eW2�

�¨·A0?��Gä(\½¸�Âk¬x{Â2dDH�êGc$A®(â8[G%³X.eW2�

:0 Hw
* ^X-Spam-Status: Yes
spam

,Gc$H¯��×@�¨·A��Gä�8\½¸�ÂGÓ?kspam�Ied¸�Â³���D¬x
{Â0W2�

SpamAssassinHPerl��Á®�CG@�øvGd&���§�ê@H§{¡ÁSpamAssassin��¹
Ê(spamd)#aL�À{yÊ�y®Á���¾Ê(spamc)k³X2d»^%�d$[©eW4l�,G
a�CSpamAssassinG #DHÂ��@²��Dy���0C*eI�*W4l�

spamd��¹Êk����2dDH�Â��@«YGa�Dó´0W2�

/sbin/service spamassassin start

���·%f¥2dA&DSpamAssassin��¹Êk����.4dDH�������ªªª���   ###������ÂÂÂ
(redhat-config-services )CBGinitscript½��zÁ�zk³X0?spamassassin ��ª�k
º¥0W2�initscript½��zÁ�zD12dõ`H�1.4.2@·~DCeW2�

Perl��Á®�GbhcD�Procmailk #0?SpamAssassin�À{yÊ�y®Á���¾Êk³X
2dñ��«YG�k~/.procmailrc ¬x{ÂGê�D±($�¿H���·ÓKG #DH�6
G�k/etc/procmailrc GÁDóeW2�
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INCLUDERC=/etc/mail/spamassassin/spamassassin-spamc.rc

11.5. Mail User Agents
Red Hat LinuxDH�WdG¸�Â®Ä�À·%4<?�W2�6GÁDHMozilla Mail ]Ximian
EvolutionCBGX�Éi@�À¬z�Â\½¸�Â�À{yÊ�®Ä�À·A�.bD
Hmutt]pineGa�C����°��G\½¸�Â®Ä�À·[7We?�W2�

,ebGy®Á���¾ÊG³XlD10?H�Red Hat Linuxó��{ GÁD�dE¸�Ây®Á
���¾ÊGÔk�Í0?Y.��

,G���¾ÊG¶G��@H��À{yÊ�A��§�/G��G��¼Á�zDÌWk#�?£
é0?�&W2�

11.5.1. ������GGG������¼¼¼ÁÁÁ���zzz

MozillaMail �mutt�pineCB, Red Hat LinuxDçX-We80[G�dMUAH�SSL@¦�Z.
e8\½¸�Â���¾Êk,¶0W2�

¦�Z.e3D¤��Æ��êk�ed;G��ª�A¦TD�½���ç�¨�Æ� �¸���
�ÓKCBGl^C\½¸�Âõ`H2R?��>0?|bed#6e%�cW2�Ç�GPOP®Ä
��ÂAIMAP®Ä��Â@H�2R?Gúßõ`H5,%6(¦�ZC0)@�beW2G@�ó�
%�¤��Æ��êk�~2d½���çA¨�Æ� k1µ2d,ADac�½���Gy�}Ê
�Dy���2da�n%�cW2�

11.5.1.1. £££ÓÓÓCCC\\\½½½¸̧̧���ÂÂÂ���ÀÀÀ{{{yyyÊÊÊ���

Á¹����§�êG\½¸�Âk�~��2da�C JGTAlBGLinux MUAH�¦�Z2d
8ZGSSLk�´��0W2�\½¸�Âkr�2dA&DSSLk³X2dDH�\½¸�Âk\½
¸�Â�À{yÊ�A��§�ê@4ËD2d»^%�cW2�

SSLH�À{yÊ�#@#�D4ËD@&W2�,eH<(Gñ��MUAG #³É@³�Êk�
Á��2d$�MUA #¬x{Â×@�®�¾Êk³X0W2�£ÓCIMAPAPOPH�MUA%
¸����GúßA�}ÊÄ� D³X2dT©G´����)6e7e993A995*kè<?�W
2�

11.5.1.2. £££ÓÓÓCCC\\\½½½���ÀÀÀ{{{yyyÊÊÊ���������

\½¸�Â��§�êGIMAP½���APOP½���DSSL¦�Zk,¶2dGH�#�D@&W
2�

©3�SSLßé�k{o0W2�,eH2=Gjl@~o@&W2�SSLßé�k1µ@&da�
DCA(Certificate Authority)Q �2djlA�ô��çä&ßé�k{o2djl@2�

lll^̂̂

ô��çä&ßé�H�����AGºDGX³X2R&[G@2�y¥�Â@³X2d��§�H2R?CA
Dacúa.e8SSLßé�k³X2R&@2�

IMAPXDô��çä&ßé�k{o2dDH�/usr/share/ssl/certs/ �zÃ��ÁDóc�
êG�µÊ kÂ��A0?ó´0W2�
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make imapd.pem

2R?G
D�!dA®Ä��k	 0W2�

POPXDô��çä&ßé�k{o2dDH�/usr/share/ssl/certs/ �zÃ��ÁDóc�
Â��A0?êG�µÊ kó´0W2�

make ipop3d.pem

,e[�2R?G
D�!eI®Ä��H	 0W2�

êdG®Ä��%Q 2dA�/sbin/service �µÊ kQ 0?µ�G��¹Ê(imaps ¿
Hpop3s )k¦º.4W2�6G¶�������ªªª���   ###������ÂÂÂ (redhat-config-services )CB
Ginitscript½��zÁ�zk³X0?v0�ÀÊÃ°Â@¦º2da�Dimaps ��ª��d�
Hpop3s��ª�k #0W2�initscript½��zÁ�zD=�?Gáfõ`H�1.4.2@·~Y.
��

9GjlA0?H�stunnel �µÊ k�Ç�G£Ó@C�imapd��¹Ê¿Hpop3d��¹ÊGG
ck°YSSL¦�ZÀ�¨�A0?³X2d,A[woW2�

stunnel ®Ä�À·HRed Hat LinuxDF�.e?�d«�OpenSSLÀ{ÀÁk³X0?Ä´C¦
�ZlA�0J¿k,¶0W2�,eDH�SSLßé�k1d8ZDCertificate Authority(CA)D �
2dG%C�@2�}0�ô��çä&ßé�k{o2d,A[a�@2�

ô��çä&SSLßé�k{o2dDH�/usr/share/ssl/certs/ �zÃ��ÁDóc�«YG�
µÊ kó´0W2�

make stunnel.pem

,,@[Ó?G
D�!?®Ä��k	 0W2�

ßé�%yo.edA�stunnel �µÊ k³X0?�imapd¸�Â��¹Ê%����@&da�
DCcW2�êG�µÊ kó´0W2�

/usr/sbin/stunnel -d 993 -l /usr/sbin/imapd imapd

,G�µÊ %`�.edA�IMAP\½¸�Â�À{yÊ�k¦(,A%wo?�SSL¦�k³X0
8\½¸�Â��§�QG�0%@&W2�

stunnel �µÊ k³X0?pop3dk����2dDH�«YG�µÊ kó´0W2�

/usr/sbin/stunnel -d 993 -l /usr/sbin/pop3d pop3d

stunnel G³XlD12dáfHstunnel Gman±��k�Í2d$�¿HêG�zÃ��ÁD�d
 �¼¸Ê�k�Í0?Y.��/usr/share/doc/stunnel- <version-number >/

11.6. 666GGG;;;GGGÁÁÁ���������
«YD\½¸�Ây®Á���¾ÊD12d6G;G �¼¸Ê�GÍ~kñ0W2�

11.6.1. {{{ÊÊÊ���������ÂÂÂ...eee888   ���¼¼¼¸̧̧ÊÊÊ���

• SendmailG #D12dõ`H�sendmail Asendmail-cf G¨����GÁDF�.e?�W
2�

• /usr/share/doc/sendmail/README.cf — m4�SendmailG¬x{ÂÄ���¾Ê��´�
�.ed¸{À���pCX�Dy���2djlCBD12dõ`kñ0W2�
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• /usr/share/doc/sendmail/README — Sendmail�zÃ��Áìo�IDENT®Ä��Â�
´����zÃ��Á¨�¶��¾ÊGáf�,ebG¨�¶��¾Ê%v0( #.eC�A
&D`y2da�nG�dÍ}ACgCBD12dõ`kñ0W2�

6G;Dsendmail Gman±���Laliases Gman±��DH�6e7eÁ8Sendmail�®�¾
ÊASendmail/etc/mail/aliases ¬x{ÂGv0� #D12d��=õ`%7We?�W
2�

• /usr/share/doc/fetchmail- <version-number > — FEATURES¬x{ÂA¨óXFAQ 
�¼¸Ê�×GFetchmailX�kÿl08Í~kñ0W2�

• /usr/share/doc/procmail- <version-number > — ProcmailG°^kñ2README¬x{
Â�2R?G®Ä�À·X�k��2d8ZGFEATURES¬x{Â�<WGÍ}AC #G

DM2d��kñ2FAQ¬x{Â%7We?�W2�

ProcmailGX�kÓS08c�0�Ã�«k{o2dñ��«YGProcmailµ¢¼yÂ±��H¤
ôD�D�:W2�

• procmail — ProcmailGX�G°^A\½¸�ÂG¬zÂ���D1å2d���®kñ0W
2�

• procmailrc —Ã�«G{oD³X2drc ¬x{Â¬��µ��D=�?£é0?�W2�

• procmailex —<WG4ËC��e¡GProcmailÃ�«GÈkñ0W2�

• procmailsc — ¸#GÃ�«%�d8G¸����D�²0?�d$B�$kÉú2d8Z
D�Procmail@³X.ed}~{�ä&��yJ¦3lD=�?£é0?�W2�

• /usr/share/doc/spamassassin- <version-number >/ — , G � z Ã � � Á D
H�SpamAssassinD12dd±Gõ`%7We?�W2�,,@<version-number >G�
�Hspamassassin ¨����G§��¾Ê��@óe�!W2�

11.6.2. ���DDD���===Web���{{{���

• http://www.redhat.com/mirrors/LDP/HOWTO/Mail-Administrator-HOWTO.html —\½¸�ÂG
X�G°^kñ0��À{yÊ�#A��§�#Ga�C\½¸�ÂG�Á¼��¾ÊA #kr
ß0?�W2�

• http://www.redhat.com/mirrors/LDP/HOWTO/Mail-User-HOWTO/ —½���G*W$b\½
¸�Âk|?�Á8GÍ}AC\½¸�Â�À{yÊ�y®Á���¾ÊkíR�9ç�U��ô
¥=��¸�ÁÊ�Á���¸�Â¬zÂ���¨·CBG�«��QG§×k,¶0W2�

• http://www.redhat.com/mirrors/LDP/HOWTO/mini/Secure-POP+SSH.html —́��U�X�k
è=SSHk³X0?POP\½¸�Âkr�2djl08�\½¸�ÂG¨�Æ� A¸����%
£ÓDU�wodjlk£é0?�W2�

• http://www.sendmail.net/ —,¶.e?�d<WG�®�¾ÊGÃdª¼�CB�SendmailD12
d¢¼���{Ê�ª¼��dáCBk7l@�W2�

• http://www.sendmail.org/ — SendmailGX�A #GÈGG%ACrx��k,¶0?�W2�

• http://tuxedo.org/~esr/fetchmail —�ÊÀ{Êµ¢¼yÂAG%ACFAQk¸àA2dFetchmailG
²�·±���

• http://www.procmail.org/ — ProcmailXG¸�ÁÊ�Á��AÁ8FAQ �¼¸Ê�QGÁÊ�
kè=ProcmailG²�·±���

• http://www.ling.helsinki.fi/users/reriksso/procmail/mini-faq.html —�ÀÂ�¼��zÊ�G©
Ê�]�¬x{ÂÄ��Ê�AÆ{Â �� %åG³�jCBD12dáfkñ2�,e
8Procmail FAQ�
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• http://www.uwasa.fi/~ts/info/proctips.html —.procmailrc ¬x{Âk���0�Procmail��y
X�k³X0?¸#Gy��¾ÊkAd»^%�d$B�$k[#2dCB�.W/WCúÌ@
GProcmailG³Xk¤ôD#�D2dW10G©Ê�k,¶0?�W2�

• http://www.spamassassin.org/ — SpamAssassin®Ä�~��§�G�{�@2�

11.6.3. 111ååå������

• Sendmail Bryan Costales�Eric Allman� 6 G ; » Ó �O’Reilly & Associates�—
DelivermailASendmailGT�G{o�GÄ&k>*?�$e8,e8SendmailÁ¬xÃÊ��

• Removing the Spam: Email Processing and FilteringGeoff MulliganÓ; Addison-Wesley Publish-
ing Company — Sendmail]ProcmailCBG#ÍG�d��Âk³X0?�¨·Ggk"�2d
\½¸�Â"��%³X2d.W/WCjlkü�08§�

• Internet Email Protocols: A Developer’s Guideby Kevin Johnson; Addison-Wesley Publishing
Company —0^C\½¸�Â®Ä��Â]6ebG®Ä��Â%,¶2d��¼Á�zD=�?
G%ADr�0?�W2�

• Managing IMAPby Dianna Mullet and Kevin Mullet; O’Reilly & Associates — IMAP��§�k
 #2dGD»^C���®D=�?áy0?�W2�
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e12Ô

BIND

{Ê��¤��k7Y�£BGTöG¤��Æ��ê@�½���H;G�Ê«¼��kçÏ@
�0W2�,eDac½���H�¤��Æ��Á���G¤��Æ��y Ã���kdN2
d�h0.$bñeW2�6lCçÏ°��G�0ka2d¤��Æ��kË�AD #2dD
H�DNS(Domain Name Service)�d�H�¤�·��§�k #0W2�,eDac¤��Æ��
êG²��çkW¨y Ã�D�¿H6G�jÏD�[2d[G@2�

,GÔ@HRed Hat LinuxDF�.e?�d¤�·��§�@�dBIND (Berkeley Internet Name
Domain)DNS��§�G #¬x{ÂGì!DÌWk±&C%b�6e%Ä��Â�LÁ¹��@"
�.edjlk£é0W2�

Bind    ###������ÂÂÂ(redhat-config-bind )k³X08BIND #G°jD=�?H�Red Hat Linux
���µ{��{ ×GBINDG #GÔk�Í0?Y.��

LLL���

Bind    ###������ÂÂÂk³X2dñ�H�3¥@A_0C�@Y.��BlC>è[2R?Bind    ###������ÂÂÂkS³
X2dA&Dê�&.e?0W�W2�

12.1. DNSDDD===���???
¤��Æ��êG²��%²��ç(	ÓK� ¸{Êç)FQDN*A[�LW2)k³X0?9G²
��D�02dé�6G²��Gµ�ÊGçÏk6GIPy Ã�D1åä*dºDDNS%³X.eW
2�

DNSAFQDNk³X2dA����·"��Hµ�ÊDM2dçÏ°��G��ÁD�Ö2d,AC
(IPy Ã�k²��D>�2dgånkè?d�W%�cW2�W8�"��HçÏ°��G��
Ák��2dµ�Êkóe�!d,A%woW2�

DNSH��ôO=$G ¸{ÊDM0s�k�40�;G ¸{ÊXGDNS��§�k�Í2dÁ:
 ±G��§�k³X0?��.eW2�

�À{yÊ�²��%¤�·��§�$bGõ`k^�2dA��ô6eH´��53D�0.eW
2�6e$b¤�·��§�HÁ�Â§À{ÀÁk°��D0?FQDNk�[0a�A0W2�,
GÁ�Â§À{ÀÁDH�^�.e8²��D10?¿H«ÏG��ÁG�º��¼���Gs�
õ`kF�0?�da�n%�cW2�[0�¤�·��§�%Á�Â§À{ÀÁD��kè<?
�C�ñ�H�Â��¤�·��§�A�Ied;G¤�·��§�D��Ák0?�zgAC<?
�dFQDNXGs�kè=¤�·��§�kn#0W2�6G¶�6Gõ`k³X0?6Gs�¤�
·��§�D��Á0�^�G�<8²��GIPy Ã�k[#0W2��Û&G��Ák0?�d
ñ��çÏ@HC(ãéCIPy Ã�@��Á.ed,A««H¦13�%³X.eW2�

12.1.1. ¤¤¤���···������§§§���������ÊÊÊ

{Ê��¤��ê@H�²��GFQDNH¼Cd���¾ÊG�ß2d,A%woW2�,ebG�
��¾ÊH�Á�Ga�D§ A0?ìo.e�6G×MH0�1ê�M�2ê�M�CBACcW
2�êGa�CFQDNkü!?XW0`��

bob.sales.example.com

¸#G���·D1å0?�dIPy Ã�k1µ2dºDFQDNk�[2djlkü!dñ��ç
ÏHå$bEQ¾Y»^%�cW2�6e7eG§ H«Á� (. )@ý�be?�W2�,GÈ@
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H�com%,GFQDNXG��®Ã°Â ¸{Êkñ0W2�example A��çÏH�comGYG�
 ¸{Ê@�sales HW8example GYG� ¸{Ê@2�T[E#GçÏbobH6Gµ�Êk
ú92d²��ç@2�

²��çk£(�6e7eG���¾ÊH��ÊA�Ie�¸#G¤�·
/k#x0W2�¤�·

/H6G� ¸{ÊGE#GçÏkj·0W2�,GÈ@H2=0$� ¸{Êk7l@�W4
l%�FQDNHT��G1=G� ¸{Ê% #.e?�d�c�¤�·
/GìoD=1?6e«
ê7Y,A%woW2�

��ÊH���Ê¬x{ÂG³Xk�1?s�G�d¤�·��§�ê@#x.eW2�,e%6G
��ÊG¤�·
/�6G¸#G ¸{Ê¿H� ¸{Ê@³X2d¸�Â��§��6G;kd
y0W2���Ê¬x{ÂH�§oGs�%�l0¬x{Â%>è.edñ�@�d®À{µÁ¤�
·��§�(9ç�µ���¤�·��§�)A�6G®À{µÁ¤�·��§�$b6ebG��Ê
¬x{Âk>*1d ��Ê�Á¤�·��§�(9ç��Ã�¤�·��§�)DJ5.eW2�B
G¤�·��§�@[¦éD¼Cd��ÊXG®À{µÁA��Ê�Á¤�·��§�DCd,A%
a�@�6eb[W8��W��ÊXGs�A0?ü�@&W2�6eH¤�·��§�GìoG°
jDac[#.ed[G@2�

12.1.2. ¤¤¤���···������§§§���GGG���{{{®®®

®À{µÁ¤�·��§� #DH4=G�{®%�cW2�

• master—�d¤�·
/DM2d�Á�¡ÂGs��d��ÊÃ�� kJ50�6G¤�·
/
D12d��k�0?�d;G¤�·��§�$bG
D��0W2�

• slave— ,G��§�Ds�%�dAü!be?�d¤�·
/D10?�;G¤�·��§�$
bG��ÁD��0W2�0$0��Ã�¤�·��§�H�µ���¤�·��§�$b¤�
·
/õ`kó30W2�

• caching-only—çÏ$bIPQG�[k����ª�k,¶0W2%�BG��ÊD[s�kè<?
�W4l�2R?G�[DM0?��HÍ#U/¸¹Á×G���°��D�º��¼.eW2�
�º��¼U/H�ôr�.e8��ÊÃ�� Da<?Ã#.eW2�

• forwarding— �[k��R&¤�·��§�GÍ~D^�kU�0W2�Ã#.e8¤�·��
§�G�:BG¤�·��§�[�[2d,A%@&C�ñ����H�Ê0��[H�'0W
2�

¤�·��§�H�êdG�{®G�:1=G�{®@�d$��WG�{®@�d,A%a�@2�
8A!I��d¤�·��§�H�d��Ê@Hµ���@�c�;G��Ê@H�Ã�@�<?
[$W�W4l0��[U�9*k,¶2d[G@�<?[$W�W4l�

12.1.3. ¤¤¤���···������§§§���AAA000???GGGBIND

BIND¤ � · H/usr/sbin/named k � 0 ? ç Ï � [ � � ª � k 0 W 2 �BINDH W
8�/usr/sbin/rndc A��"�½��zÁ�z[7l@�W2�rndc D12dáfH��12.4G
Á@·~DCeW2�

BIND@H�«YG2Í�D6G #¬x{Â%Å�.e?�W2�

• /etc/named.conf — named��¹ÊXG #¬x{Â�

• /var/named/ �zÃ��Á— namedG{Ý�zÃ��Á@���Ê��A��º��¼G¬x{
Âk6e7eÅ�0W2�

«YGWÍ�G���¾Ê@�BIND #¬x{ÂkáfD£é0W2�
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12.2. /etc/named.conf

named.conf ¬x{ÂH�EåGdâ�{ } @°We8çX-X�®�¾Êk³X08ÍåG���
�¸Ê�@2�<(G³.C�À�%namedG¦ºkêÊ0W2G@�"��Hnamed.conf kA_
2déDì%êG�À�k£*da�DÈ¶2d»^%�cW2�

LLL���

Bind    ###������ÂÂÂk³X0?�dñ�H�/etc/named.conf ¬x{ÂA/var/named �zÃ��Á×G¬x
{Âk3¥@A_0C�@(9.��,ebG¬x{ÂQG3¥>èH2R?�ê�DBind    ###������ÂÂÂ%³X
.edéWDê�&.e?0W�W2�

Ç�ACnamed.conf H�êGÈDTDìo.e?�W2�

<statement-1 > [" <statement-1-name >"] [ <statement-1-class >] {
<option-1 >;
<option-2 >;
<option-N >;

};

<statement-2 > [" <statement-2-name >"] [ <statement-2-class >] {
<option-1 >;
<option-2 >;
<option-N >;

};

<statement-N > [" <statement-N-name >"] [ <statement-N-class >] {
<option-1 >;
<option-2 >;
<option-N >;

};

12.2.1. ÍÍÍ}}}AAACCC������������¸̧̧ÊÊÊ���GGG���{{{®®®

«YG�{®G����¸Ê�%Í}AD/etc/named.conf @³X@&W2�

12.2.1.1. acl ������������¸̧̧ÊÊÊ���

acl ����¸Ê�(access control statement)H¤�·��§�Qa¿H¨�.ed²��G�Â�
®k#x0W2�

acl ����¸Ê�HêG4kAcW2�

acl <acl-name > {
<match-element >;
[ <match-element >; ...]

};

,G����¸Ê�×@H�<acl-name >ky���j·Á��GçÏ@óe�!�<match-
element >k�¶�ÄÊ@Ñ�.e8IPy Ã�@óe�!W2�£BGñ����GIPy Ã��
¿HIP¤��Æ��Ìd(10.0.1.0/24 CB)k³X0?acl ����¸Ê�×GIPy Ã�kú90
W2�

êGy���j·Á��H� #k#æ%2dºD��Æ� A0?TD#x.e?�W2�

• any —2R?GIPy Ã�AÍ²�

• localhost —Ä��Â���·Da<?³X.e?�dIPy Ã�AÍ²�
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• localnets —Ä��Â���·%�00?�d¤��Æ��GIPy Ã�AÍ²�

• none —BGIPy Ã�A[Í²0C��

;G����¸Ê�(options ����¸Ê�CB)AÍ�D³X08ñ��acl ����¸Ê�
HBIND¤�·��§�G¾Xk�Ê2dGD�D�:W2�

êGÈH�2=Gy���j·Á��k#x0�options ����¸Ê�k³X0?¤�·��§�D
ad6ebG1�jlkÃ#0?�W2�

acl black-hats {
10.0.2.0/24;
192.168.0.0/24;

};

acl red-hats {
10.0.1.0/24;

};

options {
blackhole { black-hats; };
allow-query { red-hats; };
allow-recursion { red-hats; };

}

êdGÈH�black-hats Ared-hats G2=Gy���j·Á��kñ0?�W2%�black-
hats Á��×G²��H�¤�·��§�QGy���k¨�.e?�red-hats Á��×G²
��H�ôGy���%a.e?�W2�

12.2.1.2. include ������������¸̧̧ÊÊÊ���

include ����¸Ê�H¬x{Âknamed.conf D{Ê�Â� @&da�D0W2�,Gjl@
elC #���(keys CB)Hj�ä&s�A»D�9G¬x{ÂDJ"2d,A%a�@2�

include ����¸Ê�HêGa�C4k1cW2�

include " <file-name >"

,G����¸Ê�@H�<file-name >H¬x{ÂQG¥M¨�@óe�!W2�

12.2.1.3. options ������������¸̧̧ÊÊÊ���

options ����¸Ê�H�Ä�§Â��§�G #�®�¾Êk#x0?;G����¸Ê�G�
¬�Â�k���0W2�,eHnamedG{Ý�zÃ��ÁGñ��a@&d��ÁG�{®�6
G;kÃ#2dGD³X.eW2�

options ����¸Ê�H«YG4kAcW2�

options {
<option >;

[ <option >; ...]
};

,G����¸Ê�@H�<option >�zÃ��zH4ËC�®�¾Ê@óe�!W2�

êGa�C�®�¾Ê%Í}AD³X.eW2�
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• allow-query —BG²��D,G¤�·��§�QG��Áka2d$kÃ#0W2��¬�
Â�@H�2R?G²��G��Á%a.eW2�,,@y���j·Á��]ÍåGIPy Ã
�¿H¤��Æ��k³X0?�¸#G²��9*D¤�·��§�QG��Áka2d,A%
@&W2�

• allow-recursion — allow-query Aâ?�W2%�,eH�cC0��ÁDCX.eW2��
¬�Â�@H�2R?G²��D¤�·��§�QG�cC0��Ák��,A%a.eW2�

• blackhole —BG²��%��§�QG��Áka.eC�$kÃ#0W2�

• directory — named{Ý�zÃ��Ák�¬�Â�G/var/named ««G�zÃ��ÁD>è0
W2�

• forward — forwarders �zÃ��zGU�jlkj·0W2�

«YGa�C�®�¾Ê%a.eW2�

• first — forwarders �zÃ��zDÃ#.e?�d¤�·��§�D��Á%��.ed
A�6G¶named%6GçÏkô�@�[0a�A2da�DÃ#0W2�

• only — forwarders �zÃ��zDÃ#.e?�d¤�·��§�QG��Á%�'08ñ
��named%ô�@çÏ�[0C�a�DÃ#0W2�

• forwarders — �[k�Z?^�%U�.ed¤�·��§�G4ËCIPy Ã�GÍ~kÃ#
0W2�

• listen-on — named%��ÁG�Ök2dñ�@�d¤��Æ��{Ê��¬~{�kÃ#0W
2��¬�Â�@H2R?G{Ê��¬~{�%³X.eW2�

,Ga�D0?�DNS��§�%���}~{@[�dñ��BINDH�6G¤��Æ��G1=$
bÄ(��ÁGXD��2da�D #@&W2�

listen-on �zÃ��zH«YGa�D|!W2�
options {

listen-on { 10.0.1.1; };
};

,Ga�D2dA�®À{°��¤��Æ��X¤��Æ��{Ê��¬~{�$b�À08^
�(10.0.1.1 )9*%>*ä*beW2�

• notify —��Ê%è�.e8A&D�named%�Ã���§�Dè�k�©2d$B�$kj
·0W2�,eH«YGa�C�®�¾Êk>*ä*W2�

• yes —�Ã���§�D�©0W2�

• no —�Ã���§�D�©0W4l�

• explicit — ��Ê����¸Ê�×Galso-notify Á��DÃ#.e?�d�Ã���
§�DGX�©0W2�

• pid-file — namedDa<?{o.e8®Ä��ID¬x{ÂGñ�kÃ#0W2�

• statistics-file — �J¬x{ÂXD9Gñ�kÃ#2d,A%@&W2��¬�Â�@
H�named�JH�/var/named/named.stats ¬x{ÂDJ5.e?�W2�

;D[WdG�®�¾Ê%�X@&W2�6G<(HvôDX�2dDH;G1=®50W2�áfD
10?H�12.7.1×GBIND 9y ¶¢��Ã���Íµ¢¼yÂ��Lbind.conf Gman±��k
·~Y.��
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12.2.1.4. zone������������¸̧̧ÊÊÊ���

zone����¸Ê�H6G #¬x{ÂGñ�]��Ê½ôG�®�¾ÊCB��ÊG¸àkÃ#0
W2�,G����¸Ê�H��Ä�§Âoptions ����¸Ê�kê�&2dGD³X@&W2�

zone����¸Ê�H«YGa�C4kAcW2�

zone <zone-name > <zone-class > {
<zone-options >;
[ <zone-options >; ...]

};

,G����¸Ê�@H�<zone-name >%��ÊGçÏ@�c�<zone-class >%��ÊG�
®�¾Ê�À�@�<zone-options >%��ÊG¸àACd�®�¾ÊGÍ~@2�

<zone-name >G - n H � � Ê � � � � ¸ Ê � D A < ? l ^ @ 2 � � � Ê G ç Ï
%�/var/named/ D±0?�dM=G��Ê¬x{Â@³X.ed$ORIGIN�zÃ��zD�
ßc�?bed�¬�Â�¨@�d$b@2�named��¹ÊH��ÊGçÏk��Ê¬x{Â×D
Á��0?�d�3e$G¤FQDNDä*`!W2�

È ! I �zone� � � � ¸ Ê � %example.com X D ¤ � · 
 / k # x 2 d ñ
��example.com k<zone-name >A0?³X2dA�6eHexample.com ��Ê¬x{ÂGÁ
@²��çGÁ©D.±.eW2�

��Ê¬x{ÂD12dáfH�12.3@·~Y.��

T[Í}ACzone����¸Ê��®�¾ÊDHêGa�C[G%�cW2�

• allow-query —,G��ÊD=�?Gõ`k^�2d,AG@&d�À{yÊ�kÃ#0W2�
�¬�Â�@H�2R?G��Á^�ka0W2�

• allow-transfer — ��Êõ`GU�k^�2d,A%a.e8�Ã���§�kÃ#0W
2��¬�Â�@H�2R?GU�^�ka0W2�

• allow-update — ��Ê×Gõ`k¥ADè�2d,AG@&d²��kÃ#0W2��¬�Â
�@H�2R?G¥Aè�^�k¨�0W2�

²��%��Êõ`kè�2dGka2dñ�DHd�È¶%»^@2�Ã#.e8²��%	
ÓD�q.e?�C�ñ�DH�,G�®�¾Êk4ËD0C�@(9.��[0a�@�eI"
��D3¥@��ÊGÃ�� kè�0?[b��named��ª�kÁÄ� 2dG%a�@0`
��

• file — ��ÊG #���%di.e8named{Ý�zÃ��ÁGÁG¬x{ÂçkÃ#0W
2�

• masters — masters �®�¾ÊHs�G�d��Êõ`G^�©GIPy Ã�kÁ��0W2�
��Ê%slave type A0?#x.e?�dñ�DGX³X0W2�

• notify —��Ê%è�.e8éDnamed$b�Ã���§�Dnamed$b�©kw2$B�$
kj·0W2�êGa�C�®�¾Ê%>*ä*beW2�

• yes —�Ã���§�D�©0W2�

• no —�Ã���§�D�©0W4l�

• explicit —��Ê����¸Ê�×D�dalso-notify Á��DÃ#0?�d�Ã���
§�DGX�©0W2�

• type —��ÊG�{®k#x0W2�

«YD4ËC�®�¾Êkñ0W2�

• forward —;G¤�·��§�D,G��ÊGõ`k�Zd2R?G^�kU�0W2�
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• hint — Â��¤�·��§�k´{Ê�2dGD³X.ed¸9C�{®G��Ê@2�Â�
�¤�·��§�H�;Gjl@H�d��ÊG,A%h$bC�ñ�D���Ák�[0W
2�hint ��Ê@H��¬�Â�k�!8 #H»^�cW4l�

• master —,G��ÊXGs�A0?G¤�·��§�kñ0W2����·D6G��ÊG 
#¬x{Â%�dñ��6G��ÊHmaster A0? #0C(?HCcW4l�

• slave — ,G¤�·��§�k,G��ÊG�Ã���§�AÃç0W2�.bD�,G
��ÊXDµ���¤�·��§�GIPy Ã�kÃ#0W2�

• zone-statistics — namedD,G��ÊD=�?G�JkJè2da�èÆ0��¬�Â�
±)/var/named/named.stats *$��d�Hserver ����¸Ê�Gstatistics-file �
®�¾ÊDa<?Ã#.e8ñ�D,ek�&,XW2�server G����¸Ê�D12dáf
H�12.2.2@·~Y.��

12.2.1.5. zone������������¸̧̧ÊÊÊ���GGG���ÊÊÊ®®®ÂÂÂ

µ���¤�·��§�]�Ã�¤�·��§�G/etc/named.conf ¬x{ÂDM2d>è
H�zone����¸Ê�G�`�>è�|£CBD1hd[G@2�,ebGzone����¸Ê�D
H�W<(G�®�¾Êk7Zd,A%@&W%�TAlBG¤�·��§�H�6G�:GTlG
h3$0$�X0W4l�«YGzone����¸Ê�H�µ���/�Ã�¤�·��§�1+@�
X2d,AG@&d¤ôDI§ACÈ@2�

«YDexample.com k²��2d®À{µÁ¤�·��§�(192.168.0.1 )XGzone����¸Ê
�G1Èkñ0W2�

zone "example.com" IN {
type master;
file "example.com.zone";
allow-update { none; };

};

êd����¸Ê�@H���Êkexample.com Aç>*�namedkmaster A0? #
0�namedD/var/named/example.com.zone ¬x{Âk¾X-Ya�DÃñ0?�W2�W
8namedDM0?;G²��Dadè�k>*ä*C�a�DÃñ0?�W2�

example.com XG�Ã���§�Gzone����¸Ê�H«ÏGÈAH´�Ä<?X!W2��
Ã���§�XDH��{®%slave A���0?�c�allow-update �Gñ�DH�namedD
M0?µ�����§�GIPy Ã�kX!d�zÃ��z%�cW2�

example.comGºG�Ã���§�Gzone����¸Ê�H«YGa�DCcW2�

zone "example.com" {
type slave;
file "example.com.zone";
masters { 192.168.0.1; };

};

,Gzone����¸Ê�H��Ã���§�êGnamedk #0?�example.com ��ÊD12
dõ`kµd8ZD192.168.0.1 GIPy Ã�@µ�����§�k|ä*W2��Ã���§�
%µ�����§�$b1µ2dõ`H/var/named/example.com.zone ¬x{ÂDJ5.e?�
d[G@2�
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12.2.2. ;;;GGG������������¸̧̧ÊÊÊ������{{{®®®

«YD�named.conf GÁ@�X@&�³XàpD������¸Ê��{®GÍ~kñ0W2�

• controls — named��ª�"�XGrndc �µÊ k³X2dGD»^CÁ8G��¼Á�z^
�k #0W2�

Í�D³X2dÁ8�®�¾Êk7l9controls ����¸Ê�%BGa�D|!d$k©dD
H��12.4.1k�Í0?Y.��

• key " <key-name >" —çÏDa<?¸#G�k#x0W2��H£ÓCè�]rndc �µÊ G
³XCBG.W/WC�¥GúßD³X.ed[G@2�key@H«YG2=G�®�¾Ê%³X.
eW2�

• algorithm <algorithm-name > — dsa¿Hhmac-md5CB�³X.edyÂ�Á�·G�
{®�

• secret " <key-value >" —¦�Z08��

key����¸Ê�G�&jD=�?H�12.4.2k·~Y.��

• logging — channelA�Ied�W�{®GÄ�G³Xka0W2�logging ����¸Ê�
×@channel �®�¾Êk³X2d,ADac�ô�G¬x{Âç(file )��{��#(size )�
§��¾ÊÃ#(version )��Ll^pGÃ°Â(severity )CBkè=���·�{®GÄ�kì
o2d,A%@&W2�1p���·�ºÊ¤Â%#x.edA�category �®�¾Êk³X0?
�ºÊ¤Âk�ÅZ@&�named%Sf¥08éDÄ�%ºWcW2�

�z¬�Â�@H�namedH�syslog ��¹ÊQÇ�G¸����kÄ�0W2�60?6e
k/var/log/messages D.±0W2�,e%f,dGH�O=$GÇ��ºÊ¤Â%W8Gl^
pÃ°Â@BINDDçX-We?#c�6G1=A0?õ`Ä�G¸����(default_syslog )k
��2d[G�[�1=H¸D�§��k��2d¸����(default_debug )k��2d[GC
B%�d$b@2�default A�Ied�¬�Â�G���Á�H�¸5C #C0D�ôGÄ�
k1dçX-X�ºÊ¤Âk³X0W2�

Ä�®Ä��G���µ{�H�$Ccf$C®Ä��@,GÔG£é�°$b�!?0W�[G
@2����·GBINDÄ�G{olD12dáfH�12.7.1GÁGBIND 9y ¶¢��Ã���
Íµ¢¼yÂk·~Y.��

• server —¸D�©A��ÊU�D10?�named%Á¹��¤�·��§�DM0?B�M�2
d$kEå2d¸#G�®�¾Êk#x0W2�

transfer-format � ® � ¾ Ê H �1= G Á � � � Ã � �   % 6 e 7 e G ¸ � � �
�(one-answer )A»D��.ed$�¿H�WGÁ���Ã�� %6e7eG¸���
�(many-answers )AÍ�D��.ed$kj·0W2�many-answers HacË�A@2%T�
GBIND¤�·��§�9*%6ek��0W2�

• trusted-keys —,GÁDH��¼yDNS (DNSSEC)@³X.edÁ8GÉ¦�%7We?�W
2�BIND��¼Á�zD12dáfH�12.5.3@·~Y.��

• view " <view-name >" — ¤�·��§�D�Ê���0?�d²��D=1?¸9Cª¼�k
{o0W2�,eDac�O=$G²��H�d¸#G��ÊD10?1=G��k>*d,A%@
&�6G;G²��HÓ(9Gõ`k>*1da�D@&W2�9GjlA0?�¸#G��Ê9
*%¸#G�q@&d²��D�Xa�ACc��X@&C�²��H�D;G��ÊD12d�
�Ák2d9*A��,A[woW2�

çÏ%½ô@�eI��WGª¼�[³X@&W2�match-clients �®�¾ÊH��d¸#G
ª¼�DCX2dIPy Ã�kÃ#0W2�BGa�Coptions ����¸Ê�@[ª¼�GÁ
@³X@&�TDnamedXD #0?�d�Ä�§Â�®�¾Êkê�&woW2�£BGview �
���¸Ê�Hmatch-clients Á��DCX@&d�WGzone����¸Ê�k7l@�W2�
�À{yÊ�GIPy Ã�DC�2dT�Gview ����¸Ê�%[X.edº�view ����
¸Ê�%Á��.e?�d��%l^@2�

view ����¸Ê�D12dáfH�12.5.2@·~Y.��
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12.2.3. ���¸̧̧ÊÊÊ���������

«YDnamed.conf ×@³X.ed4ËC�¸Ê���GÍ~kñ0W2�

• // —�G©¡D±0?�dñ�H�6G�HnamedDa<?ÞÖ.eW2�

• # —�G©¡D±0?�dñ�H�6G�HnamedDa<?ÞÖ.eW2�

• /* �L*/ — ����%,ebG��@°We?�dñ������G6GÄ��HnamedD
a<?ÞÖ.eW2�

12.3. ������ÊÊÊ¬¬¬xxx{{{ÂÂÂ
��Ê¬x{ÂDH�¸#G¤�·
/D=�?Gõ`%di.e?#c��¬�Â�@namedG
{Ý�zÃ��Á/var/named/ DDJ5.eW2�Á��Ê¬x{ÂçHzone����¸Ê�
Gfile �®�¾Ê���De���ôexample.com.zone Ga�Dµ�2d ¸{ÊD1+0�
��Ê���%di.e?�d¬x{ÂA0?ú9@&da�CçÏ%ä*beW2�

Á��Ê¬x{ÂDH��zÃ��zAÁ���Ã�� %7We?�dñ�%�cW2��zÃ
��zH�¤�·��§�DM0?��d,Ak��08c���ÊD¸9G #kCX08c2
da�èÆ2d[G@2�Á���Ã�� H���ÊG¨À¸��k#x0���G²��Dú9
kßc�?d[G@2��zÃ��zH�®�¾Ê@2%�Á���Ã�� H¤�·��ª�k
6G��ÊD,¶2d8Z»?@2�

2R?G�zÃ��zAÁ���Ã�� H�#Zbe8��G�Ddi.eC(?HCcW4
l�

�¸Ê�H���Ê¬x{Â×G�¶�ÄÊ); *G¶D±$eW2�

12.3.1. ������ÊÊÊ¬¬¬xxx{{{ÂÂÂ���zzzÃÃÃ������zzz

�zÃ��zH� Â�{Ê%å($)@ºWc�6G¶D�zÃ��zGçÏ%0&W2��ôH
��Ê¬x{ÂG©¡D±$eW2�

«YG�zÃ��z%T[Í}AD³X.eW2�

• $INCLUDE—�zÃ��z%³X.e?�dñ�@�,G��Ê¬x{Â×D9G��Ê¬x{
Âk{Ê�Â� 2da�namedk #0W2�,G�zÃ��zDac�#[C��Ê¬x{
Â««D[�`��Ê #kJ52d,A%@&W2�

• $ORIGIN — ²��9*0$Ã#0?�C�Ã�� CB�ÜÅGC�Ã�� Dä*d ¸{Ê
çk #0W2�

8A!I���Ê¬x{ÂDH«YGa�C�%7We?�?[$W�W4l�
$ORIGIN example.com

¶ä&G«Á� (. )kè8C�Á���Ã�� D³X.e?�dçÏHBe[�6G¶
Dexample.com %ä`.eW2�

ÈÈÈ¶¶¶

��Ê%/etc/named.conf ×DÃ#.e?�dñ�H�$ORIGIN �zÃ��zk³X2d»^H�cW
4l���ÊGçÏH�¬�Â�@$ORIGIN �zÃ��z¨A0?³X.eW2�

• $TTL — �¬�Â�GTime to Live)TTL*¨k��ÊD #0W2�,eH���ÊGÁ��
�Ã�� %4Ë@�dé/kÒ�@F!bedW@2�ÁÁ���Ã�� H6e7eô�
GTTL¨k7Y,A%a�@�6e%,G�zÃ��zkê�&0W2�
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,G¨k�`.4dA�Á¹��¤�·��§�H�,G��ÊGõ`kacòé/�º��¼0
W2�,�2dA�,G��ÊD=�?�hed��ÁGWH�cW2%�Á���Ã�� >è
kX!dGD^2dé/Hò(CcW2�

12.3.2. ������ÊÊÊ¬¬¬xxx{{{ÂÂÂÁÁÁ���������ÃÃÃ������   

��Ê¬x{ÂG0^�Ê´�¤Ê�H6GÁ���Ã�� @2�

��Ê¬x{ÂÁ���Ã�� DH�<8G�{®%�cW2�T[a(³X.ed�{®k«Y
Dñ0W2�

• A —y Ã�Ã�� �çÏDßc�?dIPy Ã�kêGÈGa�DÃ#0W2�
<host > IN A <IP-address >

,G<host >¨%Ï�.e8ñ��AÃ�� H¤�·
/GÍ�êD�¬�Â�IPy Ã�k´
{Ê�0W2�,G���·H�2R?G¤FQDN̂ �GMâACcW2�

example.com ��Ê¬x{ÂD=�?�«YGAÃ�� Èkü!?XW0`��
IN A 10.0.1.3

server1 IN A 10.0.1.5

example.com XG^�H10.0.1.3k´{Ê�0�server1.example.com G^�H10.0.1.5k´
{Ê�0W2�

• CNAME— Canonical¤�·Ã�� @�1=G¤�·k9G¤�·Dµ�®0W2�,G�{®G
Ã�� H�{Áy�(9ç)Ã�� A0?©be?�W2�

êGÈ@H�namedDM0?�<alias-name >D��.e8^�H2R?²���<real-
name>k´{Ê�2d,Ak©b4W2�CNAMEÃ�� H�T[Í}ADWeb��§�GwwwG
a�D»�ç���·k³X2d��ª�k´{Ê�2dGD³X.eW2�
<alias-name > IN CNAME <real-name >

êGÈ@�1=GAÃ�� %�d²��çk�dIPy Ã�D§{Ê 0�CNAMEÃ�� %Í}
AD³X.edwww²��çk6eD´{Ê�0?�W2�
server1 IN A 10.0.1.5
www IN CNAME server1

• MX— Mail eXchangeÃ�� �,G��ÊDa<?j·.ed¤�·
/D�bed¸�Â%B
,Q�(G$k©b4W2�

IN MX <preference-value > <email-server-name >

êdGÈ@H�<preference-value >Dac�,G¤�·
/GE¸�Â��§�kW¨AD
ÀÊ�ä*2d,A%wod8Z�O=$GE¸�Â���·D�;GE¸�Â���·ac[,©
.4d,A%woW2�T�G<preference-value >kè=MXÁ���Ã�� H�;G[
Gac[,©.eW2%�¦1¨@�WGE¸�Â��§�kÃ#0?E¸�ÂG�À¬z��k�
¡.4d,A%@&W2�

<email-server-name >H²��ç$�FQDNA2d,A%woW2�
IN MX 10 mail.example.com.
IN MX 20 mail2.example.com.

,GÈ@H�T�Gmail.example.com E¸�Â��§�Hexample.com  ¸{Ê�GE¸�Â
k>�2déD�2��Gmail2.example.com E¸�Â��§�ac[,©.eW2�

• NS—¤�·��§�Ã�� ��d��ÊDM0?s�G�d¤�·��§�k`Ì2d�

«YDNSÃ�� GÈkñ0W2�
IN NS <nameserver-name >

<nameserver-name >HFQDN@C(?HCcW4l�
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êD�2=G¤�·��§�%�d ¸{ÊD=�?s�kè<?�d,A%ñ.eW2�,ebG
¤�·��§�%B:b[�Ã�@�d$�6eA[1=Hµ���@�d$Hl^@H�cW4
l�,ebH£jA[s�%�dAü!beW2�

IN NS dns1.example.com.
IN NS dns2.example.com.

• PTR— PoinTeRÃ�� �¤�·
/G9G��kÃ2a� J.e?�W2�

PTRÃ�� H��DIPy Ã�$bçÏk´{Ê�2d8Z�0D�Û&çÏ�[D³X.eW
2�³XÁGPTRÃ�� GÈD=�?H�12.3.4k�Í0?(9.��

• SOA— Start Of AuthorityÃ�� �¤�·
/D=�?Gl^Cs��dõ`k¤�·��§�
Dñ0W2�

SOAÃ�� H��zÃ��zG¶D±$e���Ê¬x{Â×GT�GÁ���Ã�� AC
cW2�

«YGÈHI§ACSOAÃ�� Gìokñ0?�W2�
@ IN SOA <primary-name-server > <hostmaster-email > (

<serial-number >

<time-to-refresh >

<time-to-retry >

<time-to-expire >

<minimum-TTL > )

@d�H�,GSOAÁ���Ã�� Da<?#x.e?�d¤�·
/A0?$ORIGIN�zÃ�
�z)$ORIGIN�zÃ��z% #.e?�C�ñ�DH��ÊGçÏ*k±&W2�,G
 ¸{ÊGs�@�d®À{µÁ¤�·��§�H<primary-name-server >GºD³X.
e�,G¤�·
/D10?åt2d0GE¸�ÂH<hostmaster-email >D±$e?�W
2�

named%�,G��ÊkÁÄ� 2dR&@�d,A%h$da�<serial-number >H�
��Ê¬x{Â%>è.ed8LD{Ê�Á¸Ê�.eW2�<time-to-refresh >H���
ÊD>è%�he8ñ�Dµ���¤�·��§�D��h4dW@BG(b�ò(Q=R&$
k2R?G�Ã���§�D©b4W2�<serial-number >¨H��Ã�%����Ê
���k³X0?�d$B�$�60?Á¬Ã��¼2R&CG$B�$kn¢2d8Z�Ã�
Da<?³X.eW2�

<time-to-retry >H�µ���¤�·��§�%��0?�C�ñ�D�9GÁ¬Ã��¼^
�k`�2dW@BG(b�G/ÑQ=R&$k�Ã�¤�·��§�D©b4W2�µ���
%�<time-to-expire >GC~ÏDÁ¬Ã��¼^�D��0C�ñ���Ã�H6G¤�
·
/D=�?G^�D=�?s�k[=[GA0?=�2dGk�Ê0W2�

<minimum-TTL >H�;G¤�·��§�%´C(A[,Gé/(Ò�)Gò.9*���ÊG
õ`k�º��¼2d,Ak^�0W2�

BIND@H�2R?Gé/HÒW@Ì0W2�0$0��)M*�é/)H*�ñ)D*�\)W*C
BÒ««Gé/�G�s4k³X2d,A[@&W2�Ì12-1GÌH�ÒW@Gé/±A;G
¬��µ��@G�^é/kñ0W2�

ÒÒÒ ;;;GGGééé///���

60 1M

1800 30M

3600 1H

10800 3H

21600 6H

43200 12H
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ÒÒÒ ;;;GGGééé///���

86400 1D

259200 3D

604800 1W

31536000 365D

ÌÌÌ12-1.;;;GGGééé///���AAA���ÎÎÎ000888ÒÒÒWWW

«YGÈH�I§ACSOAÁ���Ã�� %��jG¨@ #.edABGa�DÌñ.ed$
kñ08[G@2
@ IN SOA dns1.example.com. hostmaster.example.com. (

2001062501 ; serial
21600 ; refresh after 6 hours
3600 ; retry after 1 hour
604800 ; expire after 1 week
86400 ) ; minimum TTL of 1 day

12.3.3. ������ÊÊÊ¬¬¬xxx{{{ÂÂÂGGGÈÈÈ

�9D|8ñ���zÃ��zAÁ���Ã�� H��2dG%1æ@2�0$0�»�¬x{
ÂA0?Í�D±(A��0]2(CcW2�

«YD¤ôDI§AC��Ê¬x{ÂGÈkñ0W2�

$ORIGIN example.com
$TTL 86400
@ IN SOA dns1.example.com. hostmaster.example.com. (

2001062501 ; serial
21600 ; refresh after 6 hours
3600 ; retry after 1 hour
604800 ; expire after 1 week
86400 ) ; minimum TTL of 1 day

IN NS dns1.example.com.
IN NS dns2.example.com.

IN MX 10 mail.example.com.
IN MX 20 mail2.example.com.

IN A 10.0.1.5

server1 IN A 10.0.1.5
server2 IN A 10.0.1.7
dns1 IN A 10.0.1.2
dns2 IN A 10.0.1.3

ftp IN CNAME server1
mail IN CNAME server1
mail2 IN CNAME server2
www IN CNAME server2

,GÈ@H�Ç��zÃ��zASOÄ %³he?�W2�s�G�d¤�·��
§ � H �dns1.example.com Adns2.example.com D   # . e � , e b k 6 e 7
e10.0.1.2 A10.0.1.3 D^Lä*dAÃ�� %�cW2�

MXÃ�� @ #.edE¸�Â��§�H�CNAMEÃ�� k�0?server1 Aserver2 k´{
Ê�0W2�server1 Aserver2 GçÏHT¶%«Á� ). *@Qh<?�C�8Z�6G¶
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fD$ORIGIN ¸{Ê%±$e�server1.example.com Aserver2.example.com DÃÞ.eW
2�1åAÁ���Ã�� k�0?�6GIPy Ã�k[#2d,A%@&W2�

Ç�çGftp.example.com Awww.example.com @�X@&dÍ}ACFTPAWebG��ª�
H�CNAMEÃ�� k³<?�,ebGçÏD�<8��ª�D´{Ê�.eW2�

12.3.4. ���ÛÛÛ&&&çççÏÏÏ���[[[������ÊÊÊ¬¬¬xxx{{{ÂÂÂ

�Û&çÏ�[��Ê¬x{ÂH�¸#G¤�·
/GIPy Ã�kFQDND>�0W2�,eHÇ
���Ê¬x{ÂDA?[a(â?�W2%�PTRÁ���Ã�� %IPy Ã�k	ÓK� ¸{Ê
çDå^2dGD³hedA��W@¼C<?�W2�

PTRÃ�� H«YGa�DCcW2�

<last-IP-digit > IN PTR <FQDN-of-system >

The<last-IP-digit >H�¸#G���·GFQDNk´{Ê�2R&IPy Ã�GT¶GWAÍ
²0W2�

êGÈ@H�10.0.1.20 $b10.0.1.25 W@GIPy Ã�%M=2dFQDND´{Ê�.e?�W
2�

$ORIGIN 1.0.10.in-addr.arpa
$TTL 86400
@ IN SOA dns1.example.com. hostmaster.example.com. (

2001062501 ; serial
21600 ; refresh after 6 hours
3600 ; retry after 1 hour
604800 ; expire after 1 week
86400 ) ; minimum TTL of 1 day

IN NS dns1.example.com.
IN NS dns2.example.com.

20 IN PTR alice.example.com.
21 IN PTR betty.example.com.
22 IN PTR charlie.example.com.
23 IN PTR doug.example.com.
24 IN PTR ernest.example.com.
25 IN PTR fanny.example.com.

,G��Ê¬x{ÂH�named.conf ¬x{ÂGzone����¸Ê�@��ª�D��Â.eW2�
«YGa�DCcW2�

zone "1.0.10.in-addr.arpa" IN {
type master;
file "example.com.rr.zone";
allow-update { none; };

};

��ÊGèçlk£&�,GÈAÇ�zone����¸Ê�G/DHTAlBÄ�%�cW4l��
Û&çÏ�[��Ê@H�IPy Ã�GT�G3=GÄ��k�D0�6G¶D.in-addr.arpa k
Qä2d»^%�d,ADÈ¶0?(9.��,eDac�Û&çÏ�[��Ê¬x{Â@³X.e
dIP��G1=GÄ��%,G��Ê@v0(Qä.eW2�
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12.4. rndc GGG³³³XXXlll

BINDDH�rndc A��½��zÁ�z�µÊ %7We?�W2�6ek³X2d,A@�Ä��
Â²��¿HÁ¹��²��$bGnamed��¹ÊG�µÊ À{Ê"�%@&da�DCcW2�

;G���·Gs�GC�½���Da<?��§�GBIND%j·.edGk�)8
Z�»4�Ò�jlk³X0?�¸#G²��DéñAD¸skF!W2�,G,A
H�/etc/named.conf Arndc G #¬x{Â@�d/etc/rndc.conf G£j@¦ÍG�k�42
d»^%�d,Ak¶Ì0W2�

12.4.1. /etc/named.conf GGG   ###

rndc %named��ª�D�0.edºDH�BIND��§�G/etc/named.conf ¬x{Â
Dcontrols ����¸Ê�%C*eICcW4l�

«YGÈDñ2controls ����¸Ê�Dac�Ä��Â²��$brndc %�0@&da�DCc
W2�

controls {
inet 127.0.0.1 allow { localhost; } keys { <key-name >; };

};

,G����¸Ê�HnamedDÂ�®§��y Ã�G�¬�Â�TCṔ ��953kÁ��Ê2da�
DÃñ0�C�C�%F!be8ñ�DÄ��Â²��$bGrndc �µÊ ka0W2�<key-
name>H�key����¸Ê�D1å0W2%�,e[/etc/named.conf ¬x{Â×D�cW2�
êGÈH�key����¸Ê�G�Ê®Âkñ0W2�

key " <key-name >" {
algorithm hmac-md5;
secret " <key-value >";

};

,Gñ��<key-value >HHMAC-MD5�@2�«YG�µÊ k³X0?HMAC-MD5�ky
o2d,A%woW2�

dnssec-keygen -a hmac-md5 -b <bit-length > -n HOST <key-file-name >

�H256ª��ò«ê�dj%��@0`��<key-value >³ÉD±(R&�jG�H�<key-
file-name >D�cW2�

lll^̂̂

/etc/named.conf H�2R?%¾X-Zd¬x{Â@�d8Z�key����¸Ê�k9G¬x{ÂGÁD
±�?rootGXG¾X1ca�0?�êGÈGa�Dinclude ����¸Ê�k³X0?�Í2dG%®�@
0`��

include "/etc/rndc.key";

12.4.2. /etc/rndc.conf GGG   ###

keyH/etc/rndc.conf GÁ@T[l^C����¸Ê�@2�

key " <key-name >" {
algorithm hmac-md5;
secret " <key-value >";
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};

<key-name >A<key-value >H/etc/named.conf ×@G #AW<8(¦1@C(?HCc
W4l�

� � � � � � � § � G/etc/named.conf D Ã # . e 8 � k � � � 2 d D H ê G �
k/etc/rndc.conf D�`0W2�

options {
default-server localhost;
default-key " <key-name >";

};

,G�µÊ H��Ä�§ÂC�¬�Â��k #0W2�0$0�rndc �µÊ H�êGÈD�d
a�D�¼Cd��§�DH¼Cd�k³X@&W2�

server localhost {
key " <key-name >";

};

lll^̂̂

root½���««H/etc/rndc.conf ¬x{Âk¾X�&@&C�a�D0?(9.��

12.4.3. ���µµµÊÊÊ   ������®®®���¾¾¾ÊÊÊ

rndc �µÊ H«YGa�C4SkAcW2�

rndc <options > <command> <command-options >

rndc kC�D #.e8Ä��Â²��@��2dñ��«YG�µÊ %�X@&W2�

• halt — named��ª�k89:D�Ê0W2�

• querylog —,G¤�·��§�D�be8��ÁG2R?kÄ�0W2�

• refresh —¤�·��§�G���°��kÁ¬Ã��¼0W2�

• reload —��Ê¬x{ÂkÁÄ� 0W2%�«ÏD�º��¼.e8;G��kÓ?J50W
2�,G�µÊ k³X2dA�2R?GJ5.e8�[kÈ�2d,AC(��Ê¬x{ÂG>
è%woW2�

[0�>è%¸#G��ÊGXD�Ö2dñ��reload �µÊ G¶D6G��Êçkä`2d,
A@1=G��Ê9*kÁÄ� 0W2�

• stats —�lGnamed�Jk/var/named/named.stats ¬x{ÂD�Ê®0W2�

• stop —��§�k£ÓD�Ê0�Q ÏD¥ACè�]IXFR (Incremental Zone ransfers)���
kJ50W2�

A&DH�/etc/rndc.conf ¬x{Â×G�¬�Â� #kê�&08�ñ�%�d$[0eW4
l�6Ga�Cñ�DH�«YGa�C�®�¾Ê%�X@&W2�

• -c <configuration-file > — rndc D�¬�Â�G/etc/rndc.conf ««G #¬x{Âk
³X2da�Ãñ0W2�

• -p <port-number > —�¬�Â�G953««Grndc �0X´����kÃ#0W2�
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• -s <server > — #¬x{ÂDÃ#0?�ddefault-server ««G��§�D�µÊ k�
�2da�Drndc DÃñ0W2�

• -y <key-name > — /etc/rndc.conf ¬x{ÂGdefault-key �®�¾Ê««G�kÃ#0W
2�

,ebG�®�¾ÊD=�?G.bDá0�õ`H�rndc man±��Ddi.e?�W2�

12.5. BINDGGG���pppCCCXXX���
TAlBGBIND��@H�named9*k³X0?çÏ�[��ª�k,¶08c�¸#G ¸{Ê$
� ¸{ÊGs�A0?¥{08c0W2�0$0BIND§��¾Ê9DHW<(G�pCX�%�
c�ac£Ó@Ë�ACDNS��ª�k�X2d,A%@&W2�

lll^̂̂

DNSSEC�TSIG�IXFRCB©-X�G�:�(=$H�,GX�DM=08¤�·��§�kè=¤�
�Æ���Â@GX³X2d,A%@&W2�¤��Æ���ÂD¤BINDG¤�·��§�$�£ù
GBIND¤�·��§�%�dñ�DH�,ebk�X2dÏD¸#G©-X�%�Xa�@�d$B�$
kÉú0?(9.��

,,@yRdX�H2R?�BIND9"��Á¬xÃÊ�µ¢¼yÂ@.bDáfD£é.e?�W
2�,Gµ¢¼yÂG£éD=�?H��12.7.1k�Í0?(9.��

12.5.1. DNS®®®ÄÄÄ������ÂÂÂ���®®®

BINDH�IXFR)����ÊU��Incremental Zone Transfers*k�´��0?�W2�,,@H�
�Ã�¤�·��§�Hµ���¤�·��§�ê@>è.e8��ÊGè���k�}ÊÄ� 
2d9*@2�Ç�U�®Ä��@H�8A!TlGh3$C>è@�<?[��ÊÓKkÁ�Ã�
¤�·��§�DU�0C(?HCcW4l@08�¤ôDò���Ê¬x{ÂAW<(G�Ã�
¤�·��§�kè=¤ôD0[G�d ¸{ÊD=�?H�IXFRk�X2d,ADac��©A
è�®Ä��GÁ���_Ákd�D|�2d,A%@&W2�

IXFRH�¥Aè�k�X0?µ�����ÊÃ�� G>èk�<?�dñ�DGX�Xa�@�
d,ADÈ¶0?(9.��3{Ý@��Ê¬x{ÂkA_0?>èk�<?�dñ�H�AXFR%
³X.eW2�¥Aè�GáfD=�?H�BIND9"��Á¬xÃÊ�µ¢¼yÂk�Í0?(9.
��6GáfH�12.7.1@·~Y.��

12.5.2. ���WWWªªª¼¼¼���

named.conf Gview ����¸Ê�k³X2d,ADac�BIND@H��%^�kw0?�d$D
=1?¼Cdõ`k,w2d,A%@&W2�

Ä��Â¤��Æ��««G�À{yÊ�DHl^C�{®GDNS��Ák¨¥0�×�G�À{y
Ê�H,e%@&da�D08�A��a�Cñ��,GX�%³X.eW2�

view ����¸Ê�H�match-clients �®�¾Êk³X0?IPy Ã�$¤��Æ��ÓKkÍ
².4�¸9G�®�¾ÊA��Ê���kF!da�D0W2�
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12.5.3. ������¼¼¼ÁÁÁ���zzz

BINDHµ���¤�·��§�A�Ã�¤�·��§�G£j@��ÊGè�AU�kJ¿2d8
ZG.W/WCjlk�´��0?0?�W2�

• DNSSEC— DNS SECurityG�s4�,GX�k�X2dA���Ê�@��Êk¦�AD�ç2
d,A%@&W2�

,GjlDac��d¸#G��ÊGõ`H�>³�%6G¤�·��§�GÉ¦�kè<?�d
�c�¸#G�Ò�@�ç08¤�·��§�$bo8[GA0?rß2d,A%@&W2�

BIND§��¾Ê9HW8�¸����úßGSIG(0)É¦�Ò�jlk�´��0?�W2�

• TSIG— Transaction SIGnaturesG�½@2�µ�����§�A�Ã���§�D»4�Ò�
%5l2d,A%ßé.e8¶@GX�,GX�@µ���$b�Ã�QGU�%úa.eW
2�

,GX�DacÇ�IPy Ã�DI>�8U�aGjl%ÄZ.eW2�åU�HIPy Ã�D
y���0?��ÊkU�0C(?HCbC�9*@C(��Ò�k©bC(?HCbC(CcW
2�

BIND§��¾Ê9HW8�TKEYk�´��0?�W2�,eH���ÊU�ka2d[�1=G
»4�Ò�jl@2�

12.5.4. IP§§§������¾¾¾ÊÊÊ6

BIND§��¾Ê9H�A6��ÊÃ�� k³X2d,ADacIP§��¾Ê6(IPv6)�Â@G¤�·
��ª�k,¶2d,A%@&W2�

¤��Æ���ÂDIPv4²��AIPv6²��%£jA[7We?�dñ��2R?G¤��Æ���
À{yÊ�@lwresd M±Á�Â§��¹Êk³X0C(?HCcW4l�,G��¹ÊH�§
AD
¤ôDË�G���º��¼GXG¤�·��§�@�c�IPv6@�X.e?�d�0�A6Ã�� 
ADNAMEÃ�� k��0W2�áfD=�?Hlwresd Gman±��k�Í0?(9.��

12.6. aaa(((���ddd///ÄÄÄ���kkk£££***ddd888ZZZDDD
���DA<?BIND #¬x{ÂkA_2dA&D/Ä!8c2d,AHa(�cW2�«YGg
k£*da�D[kä*?Y.��

• ��Ê¬x{ÂkA_2dA&DH»3�ÁyÂ��k{Ê�Á¸Ê�0?(9.��

�ÁyÂ��%{Ê�Á¸Ê�.eC$<8ñ��µ���¤�·��§�H�v0(�0�õ`
kµd,A%@&d$[0eW4l%��Ã�¤�·��§�DH6G>èH�©.e3�6G
��ÊG���kÁ¬Ã��¼0a�A0W2�

• /etc/named.conf ¬x{Â@H�d$<,A�¶�ÄÊH»3v0(³<?(9.��

�¶�ÄÊ%Ï�.e?�8c�d$<,��%11?�C$<8c08ñ��namedHf¥k¨
�0W2�

• �e3D2R?GFQDNG¶G��Ê¬x{ÂD«Á� ). *kä*�²��ç@H«Á� kÏ
�0?(9.��

 ¸{ÊçG¶G«Á� H	ÓK� ¸{Êçkñ0W2�«Á� kÏ�2dA�namedH6
G��ÊGçÏ$�$ORIGIN¨kçÏG¶fDä*?,ek	o.4W2�

• named$b;G¤�·��§�QG¬x{y}��Â%�0kÄ��0?�dñ��,G #
¬x{ÂkA_0W2�
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�¬�Â�@�BIND§��¾Ê9H1024«êGÀÊ�·´��k³X0?�;G¤�·��
§�D��Ákw0W2�0$0�¬x{y¬��ÂGÁDH2R?G¤�·��§�%
´��53k³X0?��2d,AkUQ2d[G[�cW2�,Gñ��«YDñ2�
k/etc/named.conf Goptions ����¸Ê�D�`2d,ADac�named%ÄjAD´�
�53k³X2da�D@&W2�
query-source address * port 53;

12.7. 666GGG;;;GGGÁÁÁ���������
«YGõ`�H�BINDD12d�`õ`k,¶0W2�

12.7.1. {{{ÊÊÊ���������ÂÂÂ...eee???���ddd   ���¼¼¼¸̧̧ÊÊÊ���

• BINDDH�.W/WC�«��k���b_d�°G �¼¸Ê�%{Ê���Â.e?#c�6
e7e%6GMâ�zÃ��ÁD±$e?�W2�

• /usr/share/doc/bind- <version-number >/ —T�GX�GÍ~k7YREADME¬x{Â
k7l@�W2�

• /usr/share/doc/bind- <version-number >/arm/ — BIND9"��Á¬xÃÊ�µ¢¼y
ÂGHTMLASGML%7We?�W2�,GÁDH�BINDÁ���^b�¼C<8�{®G
¤�·��§�k #2djl�Ä� §ÀÊ�Ê�G��jlCBG�pC�«��D=�?
di.e?�W2�TAlBG�BIND½���DA<?�T�D¾YGD[<A[C08ñ�
@2�

• /usr/share/doc/bind- <version-number >/draft/ — DNS��ª�ADNS��ª�k
��jlD1å08.W/WCrx �¼¸Ê�%7We?�W2�

• /usr/share/doc/bind- <version-number >/misc —¸#G�pCgk��a� J.
e8 �¼¸Ê�%7We?�W2�BIND§��¾Ê8G½���H�migration  �¼¸Ê
�k�Í0?�BIND§��¾Ê9D½�2djD��0C(?HCbC�>èkíRd»^%�
cW2�options ¬x{ÂDH�/etc/named.conf @³X2dBIND9D��.e?�d�®
�¾Ê%2R?Í~Ìñ.e?�W2�

• /usr/share/doc/bind- <version-number >/rfc/ — BINDD1å2d2R?GRFC 
�¼¸Ê�H�,G�zÃ��ÁD±$e?�W2�

• man named— BIND¤�·��§���¹Êkj·2dGD³X.ed.W/WCÛWkr�w
oW2�

• man named.conf — named #¬x{ÂGÁ@�X@&d�®�¾ÊG�âACÍ~@2�

• man rndc — BIND¤�·��§�kj·2dºGrndc k³X2déD�X@&d¼Cd�®�¾
Êk£é0?�W2�

• man rndc.conf — rndc  #¬x{Â×@�X@&d�®�¾ÊG�âACÍ~@2�

12.7.2. ���DDD���===Web���{{{���

• http://www.isc.org/products/BIND — BIND®Ä�~��G²�·±����lGÁÁ��D=�
?Gõ`ABIND9"��Á¬xÃÊ�µ¢¼yÂGPDF§��¾Êk7l@�W2�

• http://www.redhat.com/mirrors/LDP/HOWTO/DNS-HOWTO.html —�[X�º��Ê�X¤�
·��§�A0?GBINDG³XjlA� ¸{ÊG8ZG®À{µÁ¤�·��§�A0?X�.
4dGD»^C.W/WC��Ê¬x{ÂG #%i<?�W2�
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12.7.3. 111ååå������

• DNS and BIND)Paul Albitz and Cricket LiuÓ�O’Reilly & Associates�*—»�BIND�®�¾
ÊAê BIND�®�¾ÊG£jk£é0�DNS��§�kJß2d°�k,¶2d0[G�dÁ
¬xÃÊ��

• The Concise Guide to DNS and BIND)Nicolai LangfeldtÓ�Que�*—�WG¤��Æ����
ª�ABINDG�0D=�?���ÃÏGrx�«��DlWk±�?yR8[G�
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e13Ô

LDAP)))Lightweight Directory Access
Protocol ***

LDAP(Lightweight Directory Access Protocol) AH�¤��Æ��êGÁXD�dJ5õ`Dy��
�2d8ZGÍåG��®Ê®Ä��Â@2��zÃ��Á»4XDX.500I�k°��A0?�W
2%���@HC(Á���_Á2@2�,Gº�LDAPHéDH"X.500 Lite"A[�IeW2�

X.500GTDLDAPH��zÃ��Ák³X0?õ`k§ ùDìo0W2�,ebG�zÃ��ÁH
Á8Gõ`kJ5@&�.bDH¤��Æ��õ`��ª�(NIS)Aâ8jl@³X2d,A%@&W
2�LDAP%4ËDC<?�d¤��Æ��ê@H�@[�BGµ�Ê$b[ô�Gy�}Ê�Dy
���@&W2�

0$0<(Gñ��LDAPH�D[ú\�ÛA0?³X.e�½���H;G½���Gåtõ`
D#�Dy���2d,A%woW2�890�LDAPHð�G\�Ûac[[<Agån%�c�
e¡ÁG;GLDAP��§�Q�Í@&d,A$b�R¶Ge¡õ`Ã´���Ák,¶0W2��
l�Í}ADHdÓ�pëGÁ���Ú/DÝCBG��Gç�×@<(³X.e?�W2�

LDAPH�À{yÊ�/��§�2G���·@2���§�H��zÃ��ÁkJ52dGDÁ
8G���°��k³X0?�6e7e%:+@d±G¾X-Xÿ{GºDË�Z0?�cW
2�LDAPG�À{yÊ�y®Á���¾Ê%LDAP��§�Dy���2déH��zÃ��ÁD
��h42d$��d�H6ek>è0a�A0W2���h4Gñ�H���§�H6eD�!
d$�¿HÄ��Â@��woC�ñ����§�H6G��h4G��kè=LDAP��§�Q
§×0W2��À{yÊ�y®Á���¾Ê%LDAP�zÃ��ÁGõ`k>è0a�A0?�dñ
�H���§�H6G½���%>è2ds�kè<?�d$B�$krß0?$bõ`G�`Cc
è�Cck0W2�

§Ô@H�LDAPv2�LLDAPv3®Ä��ÂG��®Ê�����@�dOpenLDAP 2.0G #A6
G³Xlk�Í0W2�

13.1. LDAPGGG³³³XXX���:::
LDAPk³X2d,AG0^C¸Á��H�Óç�×Gõ`kÁ:GÃ´���ÁD��@&d,A
@2�È!I�ç�×G6e7eG�Â�®G½���Í~k"�2dG@HC(�LDAPk
¤��Æ��êGB,$b@[y���@&dÁ:�zÃ��ÁA0?³X0W2�6G
ê�LDAPHSecure Sockets Layer (SSL)ATransport Layer Security (TLS)G£jk�´��0W2
G@�XÒ���k«�G�ó$bJ¿2d,A%woW2�

LDAPHW8��zÃ��ÁkF�2d§���Ê ���°��kW<(�´��0W2�,eD
ac�"��H��§�%�.2dõ`G�{®DT[C08���°��kfX@&dgånkè
=,ADCcW2�LDAPHW8�C�D#x.e8�À{yÊ�y®Á���¾Ê®Ä�À¶Ê�
{Ê��¬~{�(API)kè=º�LDAPM=Gy®Á���¾ÊGWH<(�èDH6G
A±[ê
¿Á@2�

��A0?H�LDAPH #%æ0�,A%ª+beW2�

13.1.1. OpenLDAP 2.0 GGGXXX���ÄÄÄZZZ

OpenLDAP 2.0HW<(Gl^CX�k7l@�W2�

• LDAPv3�´�� — OpenLDAP 2.0H�;G�®A»DSimple Authentication and Security
Layer (SASL)�Transport Layer Security (TLS),�LSecure Sockets Layer (SSL)k�´��0
W2�LDAPv2«¶�®Ä��Â×G<(G>èH�LDAPDac�pC��¼Á�zkF!da
�D J.e?�W2�
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• IPv6�´��— OpenLDAPHêebG{Ê��¤��®Ä��ÂG§��¾Ê6DM=0?�W
2�

• IPCê@GLDAP — OpenLDAPH{Ê��®Ä���¶¼¢���¾Ê(IPC)k³X2d���
·×@��@&W2�,e@�¤��Æ��ê@��2d»^%C(Cc��¼Á�z%Ïê0W
2�

• C APIGè�—,eDac®Ä�Àµ�%LDAP�zÃ��Á��§�D�00?³X2djl%
Ïê0W2�

• LDIFv1�´��— LDAP Data Interchange Format (LDIF)§��¾Ê1DM0?�	ÓD�©0
?�W2�

• X�ÃÞ.e8��Ê yÄÊLDAP��§�— y�®���.e8y���j·���·��
Ã� ®�ÁÊ��ac,e8��Â�6G;GX�ÃÞ%�he?�W2�

13.2. LDAPGGGXXX½½½
LDAPD12d�{DH�LDAP¸4GX½%GI§AC��k»^A0W2�

• �Ê�Á—�Ê�ÁAH�LDAP�zÃ��Á×@G½¢��1=G,A@2�Á�Ê�ÁH6G
½¸GDistinguished Name(ý9ç) (DN)@ú9.eW2�

• -n—-nAH��Ê�ÁA÷�1å08õ`@2�È!I��dç�HLDAP�Ê�ÁA0?Ì
ñwoW2�ç�A1å08-nH�fax���6Gb��CB%�cW2�LDAP�zÃ��Á@
H�0[�Ê�ÁA0?Ìñ@&W2�0G�ôG-nDH�6G0G\���Aȩ �Ây Ã�
%7WeW2�

-nGO=$H»?@�6G;G-nH�®�¾ÊDCcW2�6e7eG�Ê�ÁGºD�
�~���À�G#x%�BG-nH»?@�Be%6�@C�$k #0?�W2���~�
��À�G#xH�/etc/openldap/schema/ �zÃ��Á×D�dÁ8G���µ¬x{Â@
Éú@&W2�LDAP���µD12dáfH�13.5@·~Y.��

• LDIF — LDAP Data Interchange Format(LDIF) H�LDAP�Ê�ÁGASCII����Ìñ
@2�LDAP��§�Q{Ê´��2d���XG¬x{ÂHLDIF4ù@C*eICcW4
l�LDIF�Ê�ÁH«YGÈGa�DCcW2�
[ <id >]
dn: <distinguished name >
<attrtype >: <attrvalue >
<attrtype >: <attrvalue >
<attrtype >: <attrvalue >

Á�Ê�ÁH»^CWG<attrtype >: <attrvalue >±yk7l@�W2�
EG�H�Ê�
ÁGQ kñ0W2�

XXX���

<attrtype > A<attrvalue > G2R?G±yH�,Gõ`G³XDM=2d���µ@#x.eC*e
ICcW4l�

"<"A">"D°We?�dÓ?G¨H>W@�d8Z��cGLDAP�Ê�Á%yo.ed8LD 
#@&W2�0$0C%b�,Gc$H<id > DHCX.eW4l�<id > H��Ê�ÁGA_
D³X2dy®Á���¾ÊDa<?[#.ed��@2�



eee13ÔÔÔLDAP)))Lightweight Directory Access Protocol*** 193

ÈÈÈ¶¶¶

LDIF�Ê�Ák3¥@A_2d»^HC�H3@2�6GbhcDLDAP�À{yÊ�y®Á���¾Êk
³X0W2��13.3@6GÈGÍ~k|d,A%@&W2�

13.3. OpenLDAP������¹¹¹ÊÊÊAAA½½½������zzzÁÁÁ���zzz
OpenLDAPÀ{ÀÁA��ÂG���H«YG¨����D�..e?�W2�

• openldap — OpenLDAP��§�A�À{yÊ�y®Á���¾Êk��2dGD»^CÀ{
ÀÁk7l@�W2�

• openldap-clients — LDAP��§�ê@�zÃ��ÁGÌñA>èGºG�µÊ À{Ê��
Âk7l@�W2�

• openldap-servers — LDAP��§�G #A��D»^C��§�A;G½��zÁ�zk7
l@�W2�

28ÅG��§�%openldap-servers ¨����GÁD7We?�W2���Ê yÄÊLDAP
��¹Ê (/usr/sbin/slapd )A��Ê yÄÊLDAPè��~��¹Ê(/usr/sbin/slurpd )@
2�

slapd ��¹ÊH��Ê yÄÊLDAP��§�@�c�slurpd ��¹ÊH¤��Æ��êG1=
GLDAP��§�$b9GLDAP��§�QG>èk¦U2dGD³X.eW2�slurpd ��¹ÊH
�WGLDAP��§�k�X0?�déDGXD³X.eW2�

"�G{Ýk2dDH�openldap-servers ¨����%/usr/sbin/ �zÃ��ÁQ�«YG
½��zÁ�zk{Ê���Â2d»^%�cW2�

• slapadd — LDIF¬x{Â$bLDAP�zÃ��ÁQ�Ê�Ák�`0W2�È!
I�/usr/sbin/slapadd -l ldif-input �µÊ H�cG�Ê�Ák7YLDIF¬x{
Â�ldif-input @¾X-XW2�

• slapcat — �¬�Â�¬��µ��— Berkeley DB —GLDAP�zÃ��Á$b�Ê�Ák
1cw0?�LDIF¬x{ÂGÁD6ekJ50W2�È!I�/usr/sbin/slapcat -l ldif-
output �µÊ H�LDAP�zÃ��Á$bG�Ê�Ák7Y ldif-output A��LDIF¬x
{Âkw´0W2�

• slapindex —�lG�Ê�Ê�Gslapd �zÃ��Á°��G�ÛkSìo0W2�

• slappasswd — ldapmodify @³�½���¨�Æ� G¨$��d�Hslapd G #¬x{
Â�/etc/openldap/slapd.conf GÁGrootpw G¨kyo0W2�¨�Æ� k{o2dD
H�/usr/sbin/slappasswd k��0W2�

LLL���

slapadd �slapcat �slapindex k³X2dÏD�/usr/sbin/service slapd stop k`�0?»
3slapd k�Ê.4?(9.��6�0C�ALDAP�zÃ��ÁGÍ,nk��a�n%�cW2�

,ebG½��zÁ�zG³XjlGáfD=�?H�6e7eGman±��k�Í0?(9.��

openldap-clients ¨����H�LDAP�zÃ��ÁG�Ê�Ák�`�>è�|£2dGD³
�/usr/bin/ GÁQ��Âk{Ê���Â0W2�,ebG��ÂDH«YG��%7WeW2�
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• ldapmodify —¬x{Â¿HÇ�ó´$bGó´k>*ä*�LDAP�zÃ��ÁG�Ê�Ák>
è0W2�

• ldapadd — ¬x{Â¿HÇ�ó´$bGó´k>*ä*�½���G�zÃ��ÁG�Ê�ÁD
�`0W2�ldapadd H�jDHldapmodify -a QG¦� ÁÊ�@2�

• ldapsearch — shell®ÄÊ®�k³X0?LDAP�zÃ��Á×G�Ê�Ákr�0W2�

• ldapdelete —��¶¡Â@G½���ó´¿H�¬x{Â$bGó´k>*ä*�LDAP�zÃ
��Á$b�Ê�Ák|£0W2�

ldapsearch kÈ«A0?�,ebG½��zÁ�zHLDAP�zÃ��Á@>èk08�6e7e
G�Ê�ÁXG�µÊ k�{®2dac[�>è08�¬x{ÂQG�Ík2dj%3<A#�D
³X@&W2�6Ga�C¬x{ÂG4ù=�?H�6e7eGy®Á���¾ÊGman±��D°
^%�cW2�

13.3.1. NSS, PAM, ���LLLLDAP

OpenLDAP̈ ����D`!?�Red Hat LinuxDH�LinuxAUNIX�ÂGÁQ��@&dLDAPG
�´kÄZ2dnss_ldap A�Ied¨����%7We?�W2�

nss_ldap ¨����H�«YG¹�¼�Âk,¶0W2�

• /lib/libnss_ldap- <glibc-version >.so

• /lib/security/pam_ldap.so

libnss_ldap- <glibc-version >.so ¹ � ¼ � Â D a c y ® Á � � � ¾ Ê
H�glibcGNameservice Switch(NSS){Ê��¬~{�kC:08LDAP�zÃ��Ák³X0?
½�����Â�®�²���60?6G;Gõ`kr�@&W2�NSSH�y®Á���¾Ê
%¤��Æ��õ`��ª� (NIS)¤�·��ª�A�÷Gúß¬x{ÂA�¦@�LDAP³X0?ú
ß@&da�D0W2�

pam_ldap ¹�¼�ÂG³X@�PAM-úúGy®Á���¾ÊHLDAP�zÃ��Á×DJ50?�
dõ`k³X0?½���Gúß%@&W2�PAM-úúGy®Á���¾ÊDH�Ê��ÂÄ�{
Ê�POPAIMAPG¸�Â��§���LSamba%7WeW2�¤��Æ��ê@LDAP��§�k
fX2d,ADac�,ebGy®Á���¾ÊG2R?H�¦1½���IDA¨�Æ� Gç�4
k³X0?úß%@&da�DCc�"�%¤ôD#�DCcW2�

13.3.2. PHP4, Apache HTTP ������§§§���, ���LLLLDAP

Red Hat LinuxDH�PHP��§��{ ��Á®��½XGLDAP¹�¼�ÂkF�08¨���
�%7We?�W2�

php-ldap ¨����H/usr/lib/php4/ldap.so ¹�¼�ÂkC:0?PHP4 HTML̄ Z-
2G��Á®��½QLDAP �´��k�`0W2�,G¹�¼�ÂDacPHP4��Á®�
H�LDAP�zÃ��ÁDJ5.e?�dõ`Dy���@&W2�

lll^̂̂

Red Hat Linux @H�auth_ldap ¨����G.êkQ 0?�W2�,G¨����HApache HTTP
��§�G§��¾Ê1.3A6e«ÏXGLDAP�´��k,¶0?�W08�,G¹�¼�ÂGúÌGáf
H�Apache Software FoundationG«YGweb�{�@Éú0?Y.��http://www.apache.org/
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13.3.3. LDAP ���ÀÀÀ{{{yyyÊÊÊ���yyy®®®ÁÁÁ���������¾¾¾ÊÊÊ

�zÃ��ÁG{oA>èk�´��2d�À¬z�ÂCLDAP�À{yÊ�%�cW
2%�Red Hat LinuxAÍ�DH.�.e?�W4l�6Ga�Cy®Á���¾ÊG1=
%LDAP Browser/Editor@2�— Java°��G��Â@«YG�{�@�ÊÀ{Ê@ó3@&W
2�http://www.iit.edu/~gawojar/ldap.

;GLDAP�À{yÊ�GTAlBH¾X-XX@�zÃ��ÁDy���0�6GWW>èC0
D6ek�Í0?ç�ÓKGõ`kµW2�6Ga�Cy®Á���¾ÊGÈA0?H�Mozilla°�
�GWebÀ}��Sendmail�Balsa�Pine�Evolution�Gnome Meeting%�cW2�

13.4. OpenLDAP    ###¬¬¬xxx{{{ÂÂÂ
OpenLDAP #¬x{ÂH/etc/openldap/ �zÃ��ÁGÁD{Ê���Â.e?�W2�«Y
DT[l^C�zÃ��ÁA¬x{ÂG#�CÍ~kñ0W2�

• /etc/openldap/ldap.conf — ,eH�ldapsearch , ldapadd , Sendmail,Pine, Balsa, Evo-
lution , Gnome MeetingCBGOpenLDAPÀ{ÀÁk³X2d�2R?Gclienty®Á���¾
ÊGºG #¬x{Â@2�

• /etc/openldap/slapd.conf — ,eHslapd ��¹ÊXG #¬x{Â@2�,G¬x{ÂD
12dáfH�13.6.1@·~Y.��

• /etc/openldap/schema/ �zÃ��Á—,G��zÃ��ÁDH�slapd ��¹Ê@³X.
ed���µ%7WeW2�,G�zÃ��ÁD12dáfH�13.5@·~Y.��

ÈÈÈ¶¶¶

nss_ldap ¨����%{Ê���Â.e?�dñ��6eH/etc/ldap.conf A��çÏG¬x{Âk{o
0W2�,G¬x{ÂHnss_ldap ¨����%¶¢2dPAM �LNSS¹�¼�ÂDa<?³X.eW2�,
G #¬x{ÂGáfH�13.7k·~Y.��

13.5. /etc/openldap/schema/ ���zzzÃÃÃ������ÁÁÁ

/etc/openldap/schema/ � z Ã � � Á H � « Ï Dslapd.at.conf ¬ x { Â
Aslapd.oc.conf ¬x{ÂDF�.e?�8LDAP#xkJè0?�W2�2R?G-nì%#x
A��~���À�#xH�l�9G���µ¬x{ÂD.±.e?�W2�Á8���µ¬x{
ÂH�include G�k³X0?/etc/openldap/slapd.conf k�Í2d,A%woW2�«YG
a�DCcW2�

include /etc/openldap/schema/core.schema
include /etc/openldap/schema/cosine.schema
include /etc/openldap/schema/inetorgperson.schema
include /etc/openldap/schema/nis.schema
include /etc/openldap/schema/rfc822-MailMember.schema
include /etc/openldap/schema/autofs.schema
include /etc/openldap/schema/kerberosobject.schema
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XXX���

OpenLDAPDac{Ê���Â.e8���µ¬x{Â×@#x.e?�d����µG��k>è0C�@
(9.��

OpenLDAP%³X2d���µk��¬�Â�G���µ¬x{Âk�üD0?�`G-n
G8Å]��~���À�k�´��2da�DÃÞ2d,A%@&W2�,G8ZD
H�/etc/openldap/schema �zÃ��Á×Dlocal.schema ¬x{Âk{o0W2�6G¶�
¬�Â�G���µGinclude �GYDêG�k�`0?�,G�0����µ%slapd.conf D#
�?�Í.eda�D0W2�

include /etc/openldap/schema/local.schema

êD�local.schema ¬x{ÂG×�@-n�{®A��~���À�k#x0W2�<(Gç�
@H��¬�Â�@{Ê���Â.e?�d���µ¬x{Â$bGT5G-n�{®k³X0��
cG��~���À�klocal.schema ¬x{ÂD�`0?�W2�

�d8G¸#08^�D�²2da�D���µkÃÞ2d,AH�$Cc��DCc
,GÔG£é�°k�!d×M@2��c���µ¬x{ÂG�&-XD12dõ`
Hhttp://www.openldap.org/doc/admin/schema.html@·~Y.��

13.6. OpenLDAP    ###GGG°°°^̂̂
,G���¾ÊH�OpenLDAP�zÃ��ÁG{Ê���ÂA #D=�?G#\C°^k,¶0W
2�áfD=�?H«YGURLk�Í0?Y.��

• http://www.openldap.org/doc/admin/quickstart.html — OpenLDAPD=�?Gweb�{��Quick-
Start Guide

• http://www.redhat.com/mirrors/LDP/HOWTO/LDAP-HOWTO.html — Linux �¼¸Ê�®Ä
�~��GLDAP Linux HOWTO�Red HatGweb�{�D¶À�§��¾Ê%�cW2�

LDAP��§�ì¶GI§AC���®HêG�c@2�

1. openldap , openldap-servers ,�Lopenldap-clients RPMk{Ê���Â0W2�

2. /etc/openldap/slapd.conf ¬x{ÂkA_0?�½���GLDAP ¸{ÊA��§�k
�Í0W2�,G¬x{ÂGA_lD12dáfH�13.6.1@·~Y.��

3.«YG�µÊ k³X0?slapd k����0W2�
/sbin/service/ldap start

LDAPkv0( #08¶H�chkconfig , ntsysv ¿H������ªªª���   ###������ÂÂÂk³X0
?LDAPk��éD¦º2da�D #@&W2���ª�G #D=�?H�Red Hat
Linux���µ{��{ GÁG��ª�DM2dy���Gj·GÔk�Í0?Y.��

4. ldapadd $��Á®�Dac�LDAP�zÃ��ÁD�Ê�Ák�`0W2�

5. ldapsearch k³X0?slapd %õ`Dv0(y���0?�d$Éú0W2�

6.,GéW@�LDAP�zÃ��ÁHvôDX�0?�dH3@�LDAP�zÃ��Ák³
�LDAP%4ËDC<8y®Á���¾Êk #2d,A%woW2�
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13.6.1. /etc/openldap/slapd.conf GGGAAA___

slapd LDAP ��§�k³X2dDH�6G #¬x{Â�/etc/openldap/slapd.conf k>è
2d»^%�cW2�,G¬x{ÂkA_0?v0� ¸{ÊA��§�kÃ#0C*eICcW4
l�

suffix G�HLDAP��§�%õ`k,¶2d�>è2R& ¸{Êçkñ0W2�

suffix "dc=your-domain,dc=com"

6ek	ÓK�G ¸{Êç%Ìñ.eda�D0W2�È!I�

suffix "dc=example,dc=com"

rootdn �Ê�ÁH�LDAP�zÃ��ÁêGÿ{XD #.e8y���j·¿H"�j�¨À
¸��@j�.e?�C�½���XGDistinguished Name(ý9ç) (DN)@2�rootdn G½���
H�LDAP�zÃ��ÁGroot½���A[ü!beW2� #¬x{ÂGÁ@�rootdn G�k�
¬�Â�G¨$b�êGÈGTD>è0W2�

rootdn "cn=root,dc=example,dc=com"

¤��Æ��ê@LDAP�zÃ��ÁkcM2dD#Gñ��rootpw G�k>è0W2�— �¬�
Â�G¨k¦�Z08¨�Æ� %åØ@óe�!W2�¦�Z08¨�Æ� %åØkyo2dD
H�êG�µÊ kó´0W2�

slappasswd

¨�Æ� Gó´AÉúXGSó´k�ZbeW2�6�2dA®Ä�À·Hyo.e8¦�Z¨�
Æ� G^ik��¶¡ÂDw´0W2�

êD��cD{o.e8¦�Z¨�Æ� k>/etc/openldap/slapd.conf Grootpw G�D�
«�0?�5#6�{Êk|£0W2�

Q 2dA�6G�HêA¦TC4DCcW2�

rootpw {SSHA}vv2y+i6V6esazrIv70xSSnNAJE18bb2u

LLL���

/etc/openldap/slapd.conf DÃ#0?�drootpw �zÃ��zk7YLDAP ¨�Æ� H�TLS¦�
Zk4ËD2dñ�««H�¤��Æ��êD¦�ZC0@��.eW2�

TLS¦�Zk4ËD2dDH�/etc/openldap/slapd.conf ×G£ékSÉú0?�slapd.conf X
Gman±��k�Í0?Y.��

��¼Á�zÄZGºDH�LDAP�zÃ��ÁkcM08¶@rootpw �zÃ��zH�6G�
G©¡D5#6µ��kä*?�¸Ê�y}�(ÞËZ)0W2�

LDAP�zÃ��ÁkcM2d8ZD�Ä��Â@/usr/sbin/slapadd �µÊ À{Ê��Âk³
X0?�déH�rootpw �zÃ��zH³�»^%�cW4l�

lll^̂̂

/usr/sbin/slapadd HrootA0?ÿ{2d»^%�cW2�0$0��zÃ��Á��§�Hldap ½���
A0?{¥0W2�6Gº��zÃ��Á��§�Hslapadd Da<?{o.e8¬x{ÂH\[>è2d,
A%woW4l�,GgkKv2dDHslapadd k³X08¶@�êG�µÊ kó´0W2�
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chown -R ldap /var/lib/ldap

13.7. ���������···%%%OpenLDAPGGGúúúßßßkkk������222dddaaa���DDD   ###222ddd
,G���¾Ê@HOpenLDAPk³<?úß2da�DRed Hat Linux���·k #2djlD=
�?#�D°^k£é0W2�OpenLDAPG���¨��@�dñ�H9@2%�§�G£é««D
[á0�µ¢¼yÂ%»^DCd@0`��áfD=�?H�13.9k�Í0?(9.��

»^CLDAP̈ ����G{Ê���Â

‘ T�D�LDAP��§�ALDAP�À{yÊ�G£jGµ�ÊDµ�2d¨���
�%{Ê���Â.e?�d,AkÉú2d»^%�cW2�LDAP��§�D
Hopenldap-servers ¨����%»^@2�

LDAP�À{yÊ�µ�Ê@H�openldap �openldap-clients �nss_ldap G¨����k
{Ê���Â2d»^%�cW2�

 #¬x{ÂGA_

‘

• ��§�ê@H�LDAP��§�G/etc/openldap/slapd.conf ¬x{ÂkA_0?�É
�Dç�G¸nDÍ²2da�D0W2�slapd.conf GA_D=�?H�13.6.1k�Í0?
(9.��

• �À{yÊ�µ�Êê@H�/etc/ldap.conf A /etc/openldap/ldap.conf G£j%ç
�GC�C��§�Ar�°��Gõ`k7l@�d»^%�cW2�

,Gÿ{GT[#�CjlH�úúúßßß   ###������ÂÂÂ (authconfig-gtk )k��0?�½½½���������õõõ
`̀̀ �GY�@LDAP���´́́������kkk444ËËËDDD222dddkÉo2d,A@2�

W8�,ebG¬x{ÂH3¥@[A_@&W2�

• LDAPk³X2dºDH��À{yÊ�Gµ�Ê@�/etc/nsswitch.conf kA_2d»^
%�cW2�

,Gÿ{GT[#�CjlH�úúúßßß   ###������ÂÂÂ (authconfig-gtk )k��0?�½½½���������õõõ
`̀̀ �GY�@LDAP���´́́������kkk444ËËËDDD222dddkÉo2d,A@2�

3¥@/etc/nsswitch.conf kA_2dñ��C�C�Dldap k�`0W2�

È!IêGa�D0W2�
passwd: files ldap
shadow: files ldap
group: files ldap

13.7.1. PAMAAALDAP

úßGºDÇ�GPAM%4ËDC<8y®Á���¾Ê@LDAPk³X2dDHúúúßßß   ###������
ÂÂÂ(authconfig-gtk )k��0?úúúßßß�GÁGLDAP��� ´́́������kkk444ËËËDDD222dddkÉo0W
2�PAMG #D12dáfH�e14ÔAPAMGman±��k·~Y.��
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13.7.2. ������úúúßßßõõõ`̀̀kkkLDAP¬¬¬������µµµ������QQQ½½½���

/usr/share/openldap/migration �zÃ��ÁDH�úßõ`kLDAP¬��µ��D½�2d
8ZGÍåG�~ÂAPerl��Á®�%7We?�W2

T�Dmigrate_common.ph ¬x{ÂkKv0� ¸{Êkp�.4d»^%�cW2��¬�Â�
GDNS ¸{ÊH�6G�¬�Â�G¨$bêGa�D>è2d»^%�cW2�

$DEFAULT_MAIL_DOMAIN = "your_company ";

�¬�Â�G°��[êGa�D>è2d»^%�cW2�

$DEFAULT_BASE = "dc=your_company ,dc= com";

½������°��k�1=G¾X-Xa�CLDAP¬��µ��D½�2d{ÝH�¦1�zÃ�
�ÁD{Ê���Â0?�dÍåG½���Á®�G°á@2�Ì13-1k³X0?�½������
°��k½�2dºD��2d��Á®�k[#0?Y.��

TTT555GGG¤¤¤���···������ªªª��� LDAPHHH¥¥¥{{{000???
���ddd$$$

³³³XXX222ddd������ÁÁÁ®®®���

/etc �÷¬x{Â H� migrate_all_online.sh

/etc �÷¬x{Â ��! migrate_all_offline.sh

NetInfo H� migrate_all_netinfo_online.sh

NetInfo ��! migrate_all_netinfo_offline.sh

NIS (YP) H� migrate_all_nis_online.sh

NIS (YP) ��! migrate_all_nis_offline.sh

ÌÌÌ13-1. LDAP½½½���������ÁÁÁ®®®���

T5G¤�·��ª�DC=2d��Á®�k��0W2�

ÈÈÈ¶¶¶

,ebG��Á®�k³X2dDH����·×DPerlk{Ê���Â0?�d»^%�cW2�

/usr/share/openldap/migration/ �zÃ��Á×GREADME�Lmigration-tools.txt ¬x
{ÂH½�GjlD12dáfõ`k,¶0W2�

13.8. OpenLDAP §§§������¾¾¾ÊÊÊ2.0QQQGGGyyy���®®®���ÃÃÃ���   
OpenLDAP§��¾Ê2.0@H�slapd LDAP��§�Da<?³X.ed�Ê�z��J54ù%
>èDCcW08�LDAPkRed Hat Linux 7.0¿H«ÏG§��¾Ê$by�®�Ã� 0?�dñ
�H�T5GLDAP�zÃ��Ák�êG�µÊ k³X0?LDIF¬x{ÂQóe-Y»^%�cW
2�

ldbmcat -n > <ldif_file >

êdG�µÊ @H�<ldif_file >kw´¬x{ÂGçÏD>è0W2�êD�«YG�µÊ 
kó´0?,G¬x{ÂkOpenLDAP2.0Q{Ê´��0W2�
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slapadd -l <ldif_file >

lll^̂̂

rootDC<?/usr/sbin/slapadd k³X0W2�0$0��zÃ��Á��§�Hldap ½���A0?¥{
0W2�6G8Z��zÃ��Á��§�Hslapadd @{o.e8¬x{ÂHBe[>è@&W4l�,G
gkKv2dDHslapadd kQ 08¶DêG�µÊ k��0W2�

chown -R ldap /var/lib/ldap

13.9. 666GGG;;;GGGÁÁÁ���������
LDAPD12dõ`Hq��cW2����·@LDAPG #k¦º2dÏD�,ebGÁ����¸
DOpenLDAPGWeb�{�ALDAP Linux HOWTOk|÷0?(9.��

13.9.1. {{{ÊÊÊ���������ÂÂÂ...eee???���ddd   ���¼¼¼¸̧̧ÊÊÊ���

• LDAP man±��— ldap Gman±��H�LDAPD=�?T�DÓS2dGDTCCÜ¦@2�
W8�Á8GLDAP��¹Ê]½��zÁ�zGman±��[�cW2�

• /usr/share/docs/openldap- <versionnumber > — Í}ACREADMEA�<Cõ`%7We
?�W2�

13.9.2. ���DDD���===Web���{{{���

• http://www.openldap.org/ — OpenLDAP®Ä�~��G§�@2�,Gweb�{�D
HOpenLDAPD #D12dxèCõ`%7We?�W2�

• http://www.redhat.com/mirrors/LDP/HOWTO/LDAP-HOWTO.html —�(?[W9^¨G�
dLDAP HOWTO@2�

• http://www.padl.com/ —Á8GE�CLDAP��ÂA»Dnss_ldap Apam_ldap D¦`k0?�
dDÝ@2�

• http://www.kingsmountain.com/ldapRoadmap.shtml—Jeff Hodges’ LDAP Road MapD
H�LDAP®Ä��ÂD12d�(=$GE�CFAQ]T�¢¼��QGÁÊ�%�cW2�

• http://www.webtechniques.com/archives/2000/05/wilcox—LDAPDad�Â�®"�D12dE
�Cõ`%�cW2�

• http://www.ldapman.org/articles —�zÃ��Á�Á�G J]�zÃ��Áì!G���µ{�
Gjlk7Y�LDAPG,e8ó��ACddi%�cW2�

13.9.3. 111ååå������

• Implementing LDAP)Mark WilcoxÓ�Wrox Press, Inc.�*

• Understanding and Deploying LDAP Directory Services�Tim HowesT$Ó�Macmillan Techni-
cal Publishing
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PAM)))Pluggable Authentication Modules ***

½���D���·QGy���skF!d®Ä�À·H�úßA��®Ä��k�1?½���D
+�kÉú0W2�×¶AD6Ga�C®Ä�À·G6e7eHúßG�ßk~o2dGD½ôG3
¥kè<?�W08�Red Hat Linux@H�<(G6Ga�C®Ä�À·kPluggable Authentication
Modules(PAM)A��Á:Z.e8úß®Ä��@³X2da�D #.e?�W2�

PAMG®À�{Êa�C¹�¼À�ì!kX�d,ADa<?����·"��H��G���·X
Gúß´Á�� #D<dGgånkè=,A%woW2�

TAlBGñ��PAMúúy®Á���¾ÊG8ZDPAM #¬x{Âk>è2d»^H�cW4
l�}0�ñ�Da<?HPAM #¬x{ÂkA_2d»^%@d,A%�cW2�PAMG #%/
Ä<?�dA���·��¼Á�zQG�D=C%cW2G@�>èk2dÏD�,ebG¬x{
ÂGì!k��2d,A%l^DCcW2�(áfH�14.3k�Í0?Y.�)�

14.1. PAMGGG���WWW
PAMH«YGa�C�Wk,¶0W2�

• Á8y®Á���¾Ê@³X@&d»�Gúß #k,¶0W2�

• ���·"��Ay®Á���¾Ê¦`�D�úßDM2d,e8gånAj·nkF!W2�

• y®Á���¾Ê¦`�H�®Ä�À·k¦`2djD½ôGúß #k{o2d»^%�cW4
l�

14.2. PAM   ###¬¬¬xxx{{{ÂÂÂ
/etc/pam.d/ �zÃ��ÁDH�PAMúúy®Á���¾ÊG8ZG�PAM #¬x{Â%�c
W2�PAMG�UG§��¾Ê@H�/etc/pam.conf ¬x{Â%³X.e?�W08�0$0�
�l,G¬x{ÂH�Wcl^Ö.eW4l�/etc/pam.d/ �zÃ��Á%5l0C�ñ�G
X�pam.conf ¬x{Â%¾X-WeW2�

14.2.1. PAM ������ªªª���¬¬¬xxx{{{ÂÂÂ

ÁPAMúú®Ä�À·�2Ch:5��ª�6H/etc/pam.d/ �zÃ��ÁD¬x{Âkè:W
2�,ebGÁ¬x{ÂH�6Gj·2dy���D=1?��ª�GçÏ%=�?�W2�

��ª�çG#xA�PAM #¬x{Âk/etc/pam.d/ �zÃ��ÁD{Ê���Â2d
,AHPAMúú®Ä�À·D®50W2�È!I�login ®Ä�À·H�6G��ª�ç
k/etc/pam.d/login A#x0?�W2�

14.3. PAM   ###¬¬¬xxx{{{ÂÂÂGGG444ùùù
ÁPAM #¬x{ÂDH�êGa�C¬��µ��.e8�zÃ��zG�Â�®%7We?�W
2�

<module interface > <control flag > <module path > <module arguments >

,ebG�Ê´�¤Ê�H6e7eêG���¾Ê@£é0?�cW2�
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14.3.1. ¹¹¹���¼¼¼���ÂÂÂ{{{ÊÊÊ������¬¬¬~~~{{{���

4=G�{®GPAM¹�¼�Â{Ê��¬~{�%�c�6e7eúß®Ä��G¼Cd#õD1å
0?�W2�

• auth — ,ebG¹�¼�ÂH�È!I¨�Æ� G^�A�~��kX�?�½���úßk�
�W2�,G{Ê��¬~{�G¹�¼�ÂH��Â�®¸Ê§���®]�Kerberos����C
BGßé�[ #@&W2�

• account — ,ebG¹�¼�ÂHy���%a.ed,Ak�~��0W2�È!I�½�
��Gy�}Ê�%U��e@C�$��d�H½���%6Gé�GÄ�{ÊkúZbe?�d
$�k�~��0W2�

• password —,ebG¹�¼�ÂH¨�Æ� G #AÉúD³X.eW2�

• session — ,ebG¹�¼�ÂH½������¾Êk #0?"�0W2�,G{Ê��¬~
{�G¹�¼�ÂH�½���G²�·�zÃ��ÁGµ}Ê�]½���G¸�Â³���k³
Xa�D2dCBy���GaD»^C�`G���k��2d,A%woW2�

ÈÈÈ¶¶¶

��G¹�¼�ÂHêdGÓ?G¹�¼�Â{Ê��¬~{��d�H6G�3e$k,¶2d,A%@&W
2�È!I�pam_unix.so H4=G{Ê��¬~{�k2R?,¶@&W2�

PAM #¬x{Â@H�¹�¼�Â{Ê��¬~{�HT�D#x.ed¬z�Â @2�È!I�
 #GÇ�AC�HêGa�DCcW2�

auth required /lib/security/pam_unix.so

,eHPAMDM0?pam_unix.so ¹�¼�ÂGauth {Ê��¬~{�k³X2da�DÃñ0?�
W2�

14.3.1.1. ������������¹¹¹���¼¼¼���ÂÂÂ

¹�¼�Â{Ê��¬~{��zÃ��zH�����.ed�=Wcê�D±&�!bedG
@1=G�AGºD�WG¹�¼�Â%Í�D³X@&W2�e<?�úß®Ä��D#�?�¹
�¼�ÂG�����H¤ôDl^@2�

����Dac�"��%½���DúßkF!dÏD5l2R&¸#G÷bk^�2d,A%M¸
DCcW2�È!I�rlogin H�«YGPAM #¬x{Â@ñ0?�da�D��ô�5=G���
�.e8auth ¹�¼�Âk³X0W2�

auth required /lib/security/pam_nologin.so
auth required /lib/security/pam_securetty.so
auth required /lib/security/pam_env.so
auth sufficient /lib/security/pam_rhosts_auth.so
auth required /lib/security/pam_stack.so service=system-auth

rlogin G³X%úa.edÏD�PAMH/etc/nologin %5l0C�,A�¦�Z.e?�C�
¤��Æ���0k�1?rootA0?Á¹��$bÄ�{Ê0a�A0?�C�,A�BlC�Â>W
@[Ä� @&d,AkÉú0W2�6e%2R?C�Cbrhosts Gúß%��.e�6G�0%
a.eW2�rhosts Gúß%�'08ñ�H��ôG¨�Æ� úß%��.eW2�
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14.3.2. jjj···¬¬¬ÀÀÀ���

2R?GPAM¹�¼�ÂH���Â%�dAoÊ¿H�'G^ikyo0W2�j·¬À�H�6G
^iDM2d��jlkPAMD,¶0W2�¹�¼�ÂH¸#G��@����.edG@�j·¬
À�H�½���D6G��ª�QGúßk2d,AGÓKA�ADM0?�,G¸#G¹�¼�Â
GoÊ�d�H�'Gl^pkn#0W2�

4=G�{®Gj·¬À�%#x.e?�W2�

• required — úa%0�2dDH¹�¼�ÂG^iHoÊ@C*eI�*W4l�required ¹
�¼�Â%�'G^ikw2A�{Ê��¬~{�k�Í0?�dÓ?G¹�¼�Â%	 2dW
@�½���H^i`�k>*1cW4l�

• requisite — úa%0�2dDH¹�¼�ÂG^iHoÊ@C*eI�*W4l�}
0�requisite ¹�¼�ÂG^i%�'08ñ��½���H÷:DT�D�'08required �
d�Hrequisite ¹�¼�ÂD12d¸����k>*1cW2�

• sufficient — �~��%�'08ñ��ÞÖ.ed¹�¼�Â@2�890�sufficient ¬
À�¹�¼�ÂG�~��%oÊ0�60? 6Gê�Grequired ¬À�¹�¼�Â%2R?oÊ
08ñ��,G�{®GT$G¹�¼�ÂH�~��.e3�½���Húß.eW2�

• optional — �~��%�'08ñ��ÞÖ.ed¹�¼�Â@2��~��DoÊ0?[�^
iH,G¹�¼�Â{Ê��¬~{�GoÊ]�'Dd08�ßH0W4l�optional ¬À�¹
�¼�Â%úßGoÊD»^DCdGH�6G{Ê��¬~{�k�Í2d;G¹�¼�Â%C�
é@2�,Gñ��optional ¹�¼�Â%�6G{Ê��¬~{�XGÓKGPAMúßk[#0
W2�

lll^̂̂

required ¹�¼�Â%��Â.ed��Hl^@H�cW4l�sufficient Arequisite Gj·¬À�@
H6G��%l^DCcW2�

acvÉCj·GºG�0�j·¬À�Gì%%�lPAMXD�Xa�@2�,G�0�ì%D12
dáfH/usr/share/doc/pam- <version-number >/ �zÃ��Á×D�dPAM �¼¸Ê�
k#¾XY.��(<version-number >HPAMG§��¾Ê��@2)�

14.3.3. ¹¹¹���¼¼¼���ÂÂÂ¨̈̈���

¹�¼�Â¨�Da<?�Ã#.e8¹�¼�Â{Ê��¬~{�AA[D³X2d®À�a�
C¹�¼�ÂGñ�%PAMD©b.eW2��ô�/lib/security/pam_stack.so Ga�D¹
�¼�ÂQG¬Â¨�%ñ.eW2�890�¬Â¨�%,ñ.eC�ñ��Ìñ.e8¹�¼�Â
H�/lib/security/ �zÃ��Á(PAM¹�¼�ÂG�¬�Â�G±)D�dAn¢.eW2�

14.3.4. ¹¹¹���¼¼¼���ÂÂÂGGGÛÛÛWWW

PAMH�O=$G¹�¼�ÂXDúßk0?�d/�®À�a�C¹�¼�ÂQõ`kf28ZDÛ
Wk³X0W2�

8A!I�pam_userdb.so ¹�¼�ÂH�Berkeley DB¬x{ÂDJ5.e8�Ò�k³<?½�
��kúß0W2�Berkeley DBH�<(Gy®Á���¾ÊDçX-We?�d��®Ê���G
���°�����·@2�¹�¼�Â%dbÛWk³X2d,ADa<?Berkeley DBH^�.e8
��ª�D³X2d���°��kn¢@&W2�

PAM #¬x{ÂGÁGÇ�ACpam_userdb.so G�H�«YGa�DCcW2�

auth required /lib/security/pam_userdb.so db= <path-to-file >
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÷ÏGÈ@H�<path-to-file >kBerkeley DB���°��¬x{ÂG	Ó¨�ç@óe�!
W2�

ÞËCÛWHÞÖ.e�PAM¹�¼�ÂGoÊ�d�H�'GB:bD[�Ö0W4l�}0�£B
G¹�¼�Â@H�À�%/var/log/messages ¬x{ÂDÌñ.eW2�

14.4. PAM   ###¬¬¬xxx{{{ÂÂÂGGG���ÊÊÊ®®®ÂÂÂ
«YD�PAMy®Á���¾ÊG #¬x{ÂG�Ê®Âkñ0W2�

#%PAM-1.0
auth required /lib/security/pam_securetty.so
auth required /lib/security/pam_unix.so shadow nullok
auth required /lib/security/pam_nologin.so
account required /lib/security/pam_unix.so
password required /lib/security/pam_cracklib.so retry=3
password required /lib/security/pam_unix.so shadow nullok use_authtok
session required /lib/security/pam_unix.so

T�G�H��¡D5#6µ��%ä`.e?�d�¸Ê�@2�

2��$b4��@HÄ�{ÊúßG¹�¼�Âk3=����0?�W2�

auth required /lib/security/pam_securetty.so

,G¹�¼�ÂH[0½���%rootA0?Ä�{ÊkÙ�0�.bD�/etc/securetty ¬x{Â
%5l2dñ��½���%Ä�{Ê0a�A0?�dtty%,G¬x{ÂDÍ~Ìñ.e?�d,A
kÉú0W2�

auth required /lib/security/pam_unix.so shadow nullok

,G¹�¼�ÂH½���D¨�Æ� k^�0?�/etc/passwd DJ5.e?�dõ`k³X
0?6G¨�Æ� k�~��0W2�¨�Æ� %5l2dñ��/etc/shadow k�~��0W
2�pam_unix.so ¹�¼�ÂHô¥AD�º }¨�Æ� krw0?³X0�½���Gúßk0
W2��º }¨�Æ� D12dáfH�6.5@·~Y.��

ÛWnullok H�pam_unix.so ¹�¼�ÂDM0�
EG¨�Æ� ka2da�DÃñ0W2�

auth required /lib/security/pam_nologin.so

,e%TQúß���®@2�/etc/nologin ¬x{Â%5l2d$B�$kÉú0W
2�nologin %5l0�½���%Â��@C�ñ��úßH�'0W2�

ÈÈÈ¶¶¶

,GÈ@H�T�Gauth ¹�¼�Â%�'0?[�3=Gauth ¹�¼�Â2R?%�~��.eW2�,eH
½���D�úßGBG¥§@¨�.e8$k¸beC�a�D2d8Z@2�6Ga�Cõ`ky����D
f2áH��bD���·k�À��2djlk8]2(ÅG2dák0W2�

account required /lib/security/pam_unix.so

,G¹�¼�Â@�»^Cy�}Ê�GÉß%��.eW2�8A!I��º }¨�Æ� %4Ë
Cñ��pam_unix.so ¹�¼�ÂGy�}Ê��Ê´�¤Ê�H�y�}Ê�GU�%�e?�C�
$�½���%¨�Æ� 8DU/×D¨�Æ� k>è0?�C�$k�~��0W2�
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password required /lib/security/pam_cracklib.so retry=3

¨�Æ� GU�%�e?�dñ��pam_cracklib.so ¹�¼�ÂG¨�Æ� �Ê´�¤Ê�H
�0�¨�Æ� G^�k0W2�6e$b��cD{o.e8¨�Æ� DM0?���k��2
d,ADac�6e%¨�Æ� DM2dö�2åU®Ä�À·Da<?#�Dné2d[G@C�
,AkÉú0W2�T�D,G���D�'08ñ��retry=3 ÛWDe<?��AÍ��Ä´C¨
�Æ� k{dX�%�cW2�

password required /lib/security/pam_unix.so shadow nullok use_authtok

,G�@H�®Ä�À·%½���G¨�Æ� k>è2dñ��pam_unix.so ¹�¼�Â
Gpassword �Ê´�¤Ê�k³<?6G>èk�hC*eICbC�,AkÃ#0W2�,eH¨�
Æ� k>è0C*eICbC�Apam_unix.so ¹�¼�ÂGauth �%n¢08ñ�GX�heW
2�

ÛWshadowH½���G¨�Æ� %è�.edé��º �¨�Æ� k{da�D¹�¼�ÂD
Ãñ0W2�

ÛWnullok H�¹�¼�ÂD½���%¨�Æ� kÀÊ�$b>è2dGka2da�DÃñ
0W2�.[C*eI�ÀÊ�G¨�Æ� H�#y�}Ê�A0?1c�heW2�

,G�GT¶GÛW�use_authtok HPAM¹�¼�ÂG������G®�Èkñ0?�W2�,
GÛWH�¹�¼�ÂDM0½���G�0�¨�Æ� k�ZC�a�DX!W2�6Gbhc
D�6e«ÏG¨�Æ� ¹�¼�Â@ºú.e8�$Cd¨�Æ� [>*óeW2�,Gjl@
H�Ó?G�0�¨�Æ� %�>*óebedÏD��¼yC¨�Æ� Gpam.cracklib.so �
��k¨�0C*eI�*W4l�

session required /lib/security/pam_unix.so

T¶G�H�pam_unix.so ¹�¼�ÂG���¾Ê�Ê´�¤Ê�k³X0?���¾Êk"�2d
,AkÃ#0?�W2�,G¹�¼�ÂH�Á���¾ÊGºZAQc@�/var/log/messages D
½���çA��ª��{®GÄ�k¯0W2�;GX�%»^Cñ�H�;G���¾Ê¹�¼�
ÂD����2dá@�Qc@&W2�

êG #¬x{ÂGÈH�rlogin ®Ä�À·XGauth ¹�¼�Â����kÌ0?�W2�

#%PAM-1.0
auth required /lib/security/pam_nologin.so
auth required /lib/security/pam_securetty.so
auth required /lib/security/pam_env.so
auth sufficient /lib/security/pam_rhosts_auth.so
auth required /lib/security/pam_stack.so service=system-auth

T�Dpam_nologin.so %/etc/nologin G5lk©d8ZD�~��k0W2�5l2dñ
��root««H�[Ä�{ÊwoW4l�

auth required /lib/security/pam_securetty.so

pam_securetty.so H�£Ó@HC���¶¡Â$brootGÄ�{Ê%�heC�a�D0W2�,
e@�rootDadrlogin Ù�G2R?%�y®Á���¾ÊG�#AC��¼Á�z�� G�:
@�ËiAD¨�.eW2�

©©©ÊÊÊ���

root½���A0?Á¹��Ä�{Ê2dDH�bhcDOpenSSHk³X0W2�SSH®Ä��ÂGáfD
10?He18Ôk·~Y.��
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auth required /lib/security/pam_env.so

,G�Hpam_env.so ¹�¼�ÂkÄ� 0?�6e%/etc/security/pam_env.conf DÃ#0
?�d�Â>Wk #0W2�

auth sufficient /lib/security/pam_rhosts_auth.so

pam_rhosts_auth.so ¹�¼�ÂH�½���G²�·�zÃ��ÁD�d.rhosts k
³X0?½���kúß0W2�,e%oÊ2dA�PAMH%ODúßGoÊkúú0W
2�pam_rhosts_auth.so %½���GúßD�'2dAúßGÙ�HÞÖ.eW2�

auth required /lib/security/pam_stack.so service=system-auth

pam_rhosts_auth.so ¹�¼�Â%½���GúßD�'2dA�pam_stack.so %�ôG¨�
Æ� úßk��0W2�

ÛWservice=system-auth H�½���%/etc/pam.d/system-auth D�d���·úß
GPAM #kC:0?¨�2d»^%�d,Akñ0W2�

©©©ÊÊÊ���

securetty G^i%�'DC<8é�PAM%¨�Æ� k^�2dGk�)ºD�pam_securetty.so ¹
�¼�Âkrequired $brequisite Q>è0?Y.��

14.5. PAM¹¹¹���¼¼¼���ÂÂÂGGG{{{ooo
�0�PAM¹�¼�ÂH�PAM-úúy®Á���¾Ê%³X2dºD\é@[�`@&W2�È!
I�¦`�%1�j�G¨�Æ� {olkú�0?�6G�´��GºDPAM¹�¼�Âk��8
ñ��PAM-úúy®Á���¾ÊH�Á�Ê¨{Â];GKvC0D÷:D6G�0�¹�¼�ÂA
¨�Æ� Gjlk³X@&W2�,eDac�¦`�A���·"��H�¶���yÊ µ��
2d9*@C(�Á�Ê¨{ÂC0D9G®Ä�À·XDúßlk���2d,A%@&W2�

¹�¼�Âk�(,AD12d �¼¸Ê�H���·AÍ�D/usr/share/doc/pam-
<version-number >/ �zÃ��ÁD7We?�W2�(,G<version-number >H�PAMG
§��¾Ê��@2)�

14.6. PAM###aaaLLL���§§§{{{���GGG���444sss
Red Hat LinuxDa<?�µ�ÊG��A�Ê��ÂêDÄ�{Ê2dT�G½���DM0��§
{�Gÿ{]¸5���G��CB�ôHroot½���XDJ50?�d�´ka0W2�,e
Hpam_console.so A�Ied�PAM¹�¼�ÂDa<?j·.e?�W2�

14.6.1. ���§§§{{{������444sss

Red Hat LinuxGµ�ÊD½���%Ä�{Ê2dA�pam_console.so ¹�¼�Â%login W8H
�À¬z�ÂÄ�{Ê®Ä�À·gdmAkdmD��Â.eW2�[0�,G½���%��AC�Ê
��Â—console userA�IeW2— QÄ�{Ê2dT�G½���Cb�¹�¼�ÂH�ôÂ��
D�4.edT�C�§{�G�4sk6G½���%è=AXC0W2��Ê��Â½���GT
¶GÄ��Â���¾Ê%Q 2dW@�6G½���H,eb�§{�G�4skè:W2�Íp
½���%Ä�y}�2dA��§{�G�4sHroot½���D
cW2�

,eD�Ö.e�0$06e9*Dj�.e?�C�úSG�§{�DH�}Ê �� �¬Ä�
«� À{�CD-ROM À{@2�



eee14ÔÔÔPAM)))Pluggable Authentication Modules*** 209

,eH�Ä��Â½���DÂ��QG>èk43D�,eb�§{�Gÿ{ka0W2�,Ga
�D��Ê��Â½���G8ZGÍ}AC���k��Z0?�W2�

/etc/security/console.perms ¬x{ÂkKv2d,ADac�"��Hpam_console.so D
a<?j·.ed�§{�GÍ~kA_@&W2�

14.6.2. yyy®®®ÁÁÁ���������¾¾¾ÊÊÊyyy���������

�Ê��Â½���H.bD/etc/security/console.apps/ �zÃ��Á×G�µÊ çGä(
¬x{ÂA»D¸#G®Ä�À·Dy���ka.eW2�

�Ê��Â½���%y���2dl^Cy®Á���¾Ê�Â�®GÍ=H����·kQ W8
HSf¥2d®Ä�À·@2�«YDñ0W2�

• /sbin/halt

• /sbin/reboot

• /sbin/poweroff

,ebHPAM-úúy®Á���¾ÊCG@�³X^�A0?pam_console.so ¹�¼�Âk��Â
0W2�

áfCõ`Hpam_console �console.perms �console.apps ��Luserhelper Gman±��
k�Í0?Y.��

14.7. 666GGG;;;GGGÁÁÁ���������
«YD�PAMG³XA #lD12dÁ���GÍ~kñ0W2�,ebGÁ���G;D�PAMG
 #¬x{Â%BGTDìo.e?�d$k��2dºD���·êGPAMG #¬x{Âk¾l@
Y.��

14.7.1. {{{ÊÊÊ���������ÂÂÂ...eee???���ddd   ���¼¼¼¸̧̧ÊÊÊ���

• man pam— PAMD=�?GC�C¨ó©ú�PAM #¬x{ÂGì!A�A%7WeW2�

• /usr/share/doc/pam- <version-number > — , e D HSystem
Administrators’Guide�Module Writers’ Manual�Application Developers’ Manual� �
L�PAMÇ�G�«��DCE-RFC 86.0%7We?�W2�

14.7.2. ���DDD���===Web���{{{���

• http://www.kernel.org/pub/linux/libs/pam/ — Linux-PAM®Ä�~��G8ZG�U.êWeb�{
��.W/WCPAM¹�¼�Â�FAQ��`GPAMµ¢¼yÂGõ`%7WeW2�
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TCPÀÀÀ���¨̈̈���AAAxinetd

¤��Æ����ª�QGy���Gj·H���§�"��DA<?T[l^C��¼Á�z
���@2�Û�Red Hat LinuxDH�M<8cG°ák2d��Â%W<(�cW2�È!
I�iptables °��G¬x{y}��ÂH���¤ÂG¤��Æ������×@��Q@&
C�¤��Æ��¨���k¬zÂ�D$*W2�,ekþX2d¤��Æ����ª�G8
ZD�TCPÀ�¨�%�BG²��%"À�®08" ¤��Æ��D�0ka.ed$�.eC
�$k#x2d,ADac��`GJ¿÷k`!W2�À�®08¤��Æ����ª�G1=
H�xinetd ��¨���§�@2�,G��ª�%��¨���§�k�Ied�:H�6e%¤�
�Æ����ª�G����QG�0kj·0?�y���j·kac�ÒD2d$b@2�

A15-1H�,ebG��Â%BGa�D0?¤��Æ����ª�kÍ�DJ¿2d$GI§ACÐ
�k0?�W2�

AAA15-1.¤¤¤������ÆÆÆ������������ªªª���QQQGGGyyy���������jjj···

,GÔ@H�¤��Æ����ª�QGy���j·D6*dTCPÀ�¨�G�ßAxinetd DÌWk
±�?�W2�60?�Ä�Ê�AþX"�G£jkÄZ2d8ZD�,ebG��Â%BGTD³
X.ed$k£é0?�&W2�iptables @G¬x{y}��ÂD=�?G�{DHe16Ôk�Í
0?(9.��
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15.1. TCPÀÀÀ���¨̈̈���
TCPÀ�¨�¨����H(tcp_wrappers )Red Hat LinuxD�¬�Â�@{Ê���Â.e?#c�
¤��Æ����ª�DM0²��°��Gy���j·k,¶0W2�¨����×@T[l^
C�Ê´�¤Ê�H/usr/lib/libwrap.a À{ÀÁ@2�Í}ACÌ�@H�TCP@À�®08
��ª�H�libwrap.a À{ÀÁDM0?�Ê¨{Â.e8[GkÃ0W2�

TCPÀ�®G��ª�D�0GÙ�%4<8ñ��6G��ª�HT�D²��y���¬x{
Â(/etc/hosts.allow �L/etc/hosts.deny )Q�Í0?��À{yÊ�²��%�0ka.
ed$B�$k[#0W2�6G¶�syslog��¹Ê(syslogd )k³X0?/var/log/secure ¿
H/var/log/messages Q6G^�0?�d²��çA^���ª�k�&-XW2�

[0��À{yÊ�²��%�0ka.e8ñ��TCPÀ�¨�H^�.e8��ª�QG�0j
·k¦i0�6e«ê�À{yÊ�²��A��§�AG/G��k"0W4l�

y���Gj·AÄ�Ê�D`!?�TCPÀ�¨�H©3�À{yÊ�A�Ük2d8ZG�µÊ 
kf¥0?�6e$b^�.e8¤��Æ����ª�QG�0k¨�2d$�j·G¦ik0W
2�

TCPÀ�¨�H�2R?G��§�"��GÄ´C��¼Á�z��ÂQG^¨G�d�`ACcW
2G@�Red Hat Linux×G£BG¤��Æ����ª�Hlibwrap.a À{ÀÁDM0?ÁÊ�.
e?�W2�6Ga�Cy®Á���¾ÊDH�/usr/sbin/sshd �/usr/sbin/sendmail �60
?/usr/sbin/xinetd %7WeW2�

ÈÈÈ¶¶¶

¤��Æ����ª�§{¡Á%libwrap.a DM0?ÁÊ�.e?�d$B�$n#2dDH�root½���
A0?«YG�µÊ kó´0W2�

strings -f <binary-name > | grep hosts_access

<binary-name >H�¤��Æ����ª�§{¡ÁGçÏ@óe�!W2�

15.1.1. TCPÀÀÀ���¨̈̈���GGG���WWW

TCPÀ�¨�H�;G¤��Æ����ª�j·rxA�Î0?«YGa�C�Wkè<?�W2�

• �À{yÊ�²��AÀ�®08¤��Æ����ª�/G�Öp—�00a�A0?�d�À{
yÊ�AÀ�®08¤��Æ����ª�$bHTCPÀ�¨�%³X.e?�d$B�$©d,A
%@&W4l�vùC½���H^�08��ª�QÄ�{Ê0?�00W2%�íÊ.e8�À
{yÊ�$bG�0H�'0W2�

• �W®Ä��ÂGÁ:"�— TCPÀ�¨�H�6e%J¿2d¤��Æ����ª�$bH9Dq
¤2d8Z�<(G��§�y®Á���¾ÊH#æC"�X #¬x{ÂG»����k»42
d,A%woW2�

15.2. TCPÀÀÀ���¨̈̈���GGG   ###¬¬¬xxx{{{ÂÂÂ
��ª�D�À{yÊ�µ�Ê%�0ka.ed$B�$[#2d8ZD�TCPÀ�¨�HêG2=
G¬x{Âk�Í0W2�,eHÍ}AD²��y���¬x{ÂA�Ied[G@2�

• /etc/hosts.allow

• /etc/hosts.deny
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�À{yÊ�G^�%TCPÀ�®08��ª�@>*ä*be8é�êGa�CI§���®%1b
eW2�

1.��ª�%/etc/hosts.allow k�Í2d� — TCPÀ�®08��ª�Hå0A
D/etc/hosts.allow ¬x{Âkì%��0?6G��ª�@Ã#.e?�dT�Gc$kC
X0W2�M=2dc$%�eI��0ka0W2�6�@C*eI�6eHe2���®Q
A½¥0W2�

2.��ª�%/etc/hosts.deny k�Í2d� — TCPÀ�®08��ª�Hå0A
D/etc/hosts.deny ¬x{Âkì%��0W2�M=2dc$%�eI��0H¨�.eW
2�6�@C*eI�6G��ª�QGy���Húa.eW2�

TCPÀ�¨�k³X0?¤��Æ����ª�kJ¿2dñ��êGl^CWkü�2d»^%�c
W2�

• hosts.allow ×Gy���Gc$%T�DCX.edº�,ebGc$Hhosts.deny ×DÃ#
0?�dc$ac,©.eW2�6G8Z�hosts.allow @��ª�QGy���%a.e8ñ
��hosts.deny G¦1��ª�DM2dy���¨�Gc$HÞÖ.eW2�

• Á¬x{Â×Gc$%ê$bYD¾We�µ�2d��ª�DM0?T�GC=2dc$%1=9*
[X.eW2G@�c$G.±��H¤ôDl^@2�

• B:bG¬x{ÂD[6G��ª�XGc$%C�ñ���d�HB:bG¬x{Â[5l0C�
ñ��6G��ª�QGy���Hºú.eW2�

• TCPÀ�®G��ª�H�²��Gy���¬x{Âc$k�º��¼0W4l�6G8
Z�hosts.allow W8Hhosts.deny QG>èH�¤��Æ����ª�kS¦º0C(?[÷
:Dp�.eW2�

15.2.1. yyy���������ccc$$$GGG¬¬¬������µµµ������

/etc/hosts.allow A/etc/hosts.deny G¬��µ��HÓ(¦1@2�5#6µ��@ºWd
��¿H
E�H2R?ÞÖ.eW2�Ác$H6G½ôG�DC*eICcW4l�

6e7eGc$H«YGa�CI§¬��µ��k³X0?¤��Æ����ª�QGy���kj
·0W2�

<daemon list >: <client list > [: <option >: <option >: ...]

• <daemon list > —®Ä��ç(��ª�ç@HC()G�Êµ@ý�be8Á���¿HALLÆ
{Â �� (�15.2.1.1k�Í)���¹ÊÁ��HW8��15.2.1.3×G(¦½kºú0�ac�
�gånkF!W2�

• <client list > — ²��çG�Êµ@ý�be8Á���²��IPy Ã��¸5¨��Ê
(�15.2.1.2k�Í)��d�H¸5Æ{Â �� (�15.2.1.1k�Í)CB�c$Dac�Ö.ed
²��kú90W2��À{yÊ�Á��H��15.2.1.3D�d(¦½Á��[ºú0?�ac��
gånkF!W2�

• <option > — c$%`¥.e8éD�Ç.ed1=G�®�¾Ê�¥�¿H�Êµ@ý�be8
�¥GÁ����®�¾ÊG¬z�Â HÃÞ(�15.2.3.4k�Í)k�´��0��~Â�µÊ �
y���Ga/¨��Ä�Ê��¥G>èCBG¦ºD³X@&W2(�15.2.3k�Í)�

«YDI§AC²��Gy���c$G�Ê®Âkñ0W2�

vsftpd : .example.com
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,Gc$HTCPÀ�¨�DM0?�example.com  ¸{ÊG²��Ó?$bGFTP��¹
Ê(vsftpd )QG�0k�Ö2da�DÃñ0W2�[0�,Gc$%hosts.allow D�dñ���
0Ha.eW2�,Gc$%hosts.deny D�dñ�H��0H¨�.eW2�

êG²��y���c$G�Ê®ÂHac��@�2=G�®�¾Ê¬z�Â k³X0W2�

sshd : .example.com \
: spawn /bin/echo ‘/bin/date‘ access denied>>/var/log/sshd.log \
: deny

,GÈGÁ@�Á�®�¾Ê¬z�Â %��À��¼(\ )G¶DºW<?�d,ADÈ¶0?(9.
����À��¼G³XH�c$Gò.Dadgk�Ê0W2�

LLL���

²��y���¬x{ÂGT¶G�%���µ��([Enter]��k>0?wdµ��)@C*eI�6G¬x{
Â×GT¶Gc$H��'0?�À�%/var/log/messages ¿H/var/log/secure DÄ�.eW2�,e
H�c$G�%��À��¼k³X2d,AC(��W�Dª)ñ�D[¦TGgACcW2�«YGÈ@
H�«êGB:b$GúÌDadc$ÄpGÄ�¸����G1å2d��kÌñ0?�W2�

warning: /etc/hosts.allow, line 20: missing newline or line too long

,G�Ê®ÂGc$H�SSH��¹ÊQG�0(sshd )%�example.com  ¸{ÊG�d²��$
bGÙ�@�dñ��echo�µÊ k��(¸9¬x{ÂQGÙ�kÄ�0W2) 0?��0k
¨�2da�Dñ0?�W2��®�¾ÊGdeny �zÃ��z%³X.e?�dº�6e
%hosts.allow ¬x{Â×D5l0?[�,G�%y���k¨�0W2��X@&d�®�¾
ÊGáfH�15.2.3@·~Y.��

15.2.1.1. ÆÆÆ{{{ÂÂÂ   ������   

Æ{Â �� G³XDac�TCPÀ�¨�H��¹Ê]²��G�Â�®kac#�DÍ�@&W
2�,ebHy���c$G�À{yÊ�Á��¬z�Â GÁ@<(³X.eW2�

«YGa�CÆ{Â �� %³X@&W2�

• ALL —2R?kÍ�0W2�,eH��¹ÊÁ��A�À{yÊ�Á��G£jD³X@&W2�

• LOCAL—Ä��Â²��CB�«Á� (. )GC�²��k2R?Í�0W2�

• KNOWN—²��ç�²��y Ã���d�H½���%TDn<?�d²��kÍ�0W2�

• UNKNOWN—²��ç�²��y Ã���d�H½���%ãéC²��k2R?Í�0W2�

• PARANOID—²��çA²��y Ã�%Í²0C�²��k2R?Í�0W2�

lll^̂̂

KNOWN�UNKNOWN�PARANOIDG6e7eGÆ{Â �� H�çÏ�[Á@gACdAvùC½���%
��ª�QGy���k1µ2dGkêÊ2da�n%�cW2G@�È¶0?³X0?Y.��
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15.2.1.2. ¨̈̈������ÊÊÊ

¨��ÊHy���c$G�À{yÊ�Á��¬z�Â D³X0?��À{yÊ�²��G�Â�
®kacvÉDÃ#@&W2�

«YD�À{yÊ��Ê�Á�XGT[Í}AD0[G�d¨��ÊGÁ��kñ0W2�

• «Á� (. )@ºWd²��ç— ²��çG©¡D«Á� kä*dA�6GçÏGÁ��.e8
�Ê´�¤Ê�k»42dÓ?G²��kÍ�0W2�«YGÈ@H�example.com  ¸{Ê×G
2R?G²��DCX.eW2�
ALL : .example.com

• «Á� (. )@Q 2dIPy Ã�— «Á� kIPy Ã�GÁ©D±(A��dIPy Ã�GT
�GWåG�Â�®k»42dÓ?G²��kÍ�0W2�êGÈ@H�192.168.x.x ¤��Æ�
�×G2R?G²��DCX.eW2�
ALL : 192.168.

• IPy Ã�/¤��µ��G±y— ¤��µ��Ì�[IPy Ã�G¸#G�Â�®QGy���
kj·2dºD¨��ÊA0?³X.eW2�êGÈ@H�192.168.0.0 $b192.168.1.255 W
@Gy Ã�kè=Ó?G²��DCX.eW2�
ALL : 192.168.0.0/255.255.254.0

• y��Á��(* )— y��Á��H²��çG�Â�®]IPy Ã�GÓKkÍ�2dGD³X.
eW2�,eH;G�{®G¨��Êk7Ya�C�À{yÊ�Á��%;�0?�C�ñ�D4
Ë@2�êGÈ@H�example.com  ¸{Ê×GÓ?G²��DCX.eW2�
ALL : *.example.com

• �À��¼(/ ) — �À{yÊ�Á��%�À��¼@ºWdñ��6eH¬x{ÂçA0?1c�
�W2�,eH�<±G²��kÃ#2dc$%»^Cñ�D�D�=[G@2�êGÈ@H�Ó
?GTelnet�0GºG/etc/telnet.hosts ¬x{ÂQGTCPÀ�¨�kMÓD0?�W2�
in.telnetd : /etc/telnet.hosts

;D[³XàpG��¨��Ê[TCPÀ�¨�@>*ä*beW2�áfH²��y���Gman
5±��@·~Y.��

LLL���

²��ç] ¸{ÊçCB�çÏ�[k»^A2d[GD12dc$k{o0?�dñ���ó�HÁ8G�
Á��k³X0?vÉCçÏ�[k"0W2�.bDH�DNS��ª�QG�$Cd�H�s�G�d
½���@.![¤��Æ����ª�k³XwoC�a�D0?0W�W2�

a�C�c�IPy Ã�k³X2dG%TÐG�@2�

15.2.1.3. (((¦¦¦½½½

�l�y���j·c$H�1=G(¦½�EXCEPTk>*ä*W2�,eH��¹ÊÁ��Ac$×
G�À{yÊ�Á��@³X@&W2�

EXCEPT(¦½G³XDac�¦1c$×@ac�Ü�Í�QA¸9CÃÞ%a�DCcW2�

êGhosts.allow $bGÈ@H�cracker.example.com ««GÓ?Gexample.com ²��$b
G�Ó?G��ª�QG�0%a.eW2�

ALL: .example.com EXCEPT cracker.example.com

[�1=Ghosts.allow ¬x{Â$bGÈ@H�192.168.0.xG¤��Æ��$bG�À{yÊ�
HFTP««H�2R?G��ª�k³X@&W2�
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ALL EXCEPT vsftpd: 192.168.0.

ÈÈÈ¶¶¶

ç�AC*W$bH�ôH�EXCEPT(¦½Hä!ZD³X0?�;Gy���j·¬x{Â@c$GÈ«kÃ
#2dj%a�@0`��,Ga�D2eI�BG"��[µ�2d¬x{ÂkíRd9*@��ª�QGy�
��ka2d²��$�íÊ2d²��k©d,A%@&�.W/WCEXCEPT(¦½kíRd»^%C(C
cW2�

15.2.2. ´́́������µµµ���®®®AAATCPÀÀÀ���¨̈̈���

portmap Gy���j·c$k{o2dñ��TCPÀ�¨�G��H²��GÂ��y�®k�´�
�0C�G@�²��çH³X0C�@Y.��,G�:@�²��kÃ#2déHIPy Ã�$
��Æ� ALLGXk�hosts.allow ¿H�hosts.deny @³X0?(9.��

.bDH�portmap y����Ê�Ä�Âc$QG>èH2)Dp�.eC�ñ�%�cW2�

NIS]NFSCB�Ü(³X.e?�d��ª�Hportmap D®50?þX.e?�dG@�,ebG
j�D[k=*?Y.��

15.2.3. ���®®®���¾¾¾ÊÊÊ¬¬¬zzz���ÂÂÂ   

y���GaA¨�D=�?GI§ACc$G;D�Red Hat LinuxGTCPÀ�¨�G��H�®
�¾Ê¬z�Â k�1?y���j·�½QGÃÞk�´��0?�W2�²��y���c$×
G�®�¾Ê¬z�Â k³X2d,ADac�"��HÄ�G¥{G>è�y���j·GÉ#�
�L�~Â�µÊ Gº¥CBGÁ8���k~o2d,A%woW2�

15.2.3.1. ÄÄÄ���ÊÊÊ���

�®�¾Ê¬z�Â Dac"��H�severity �zÃ��zk³X0?Ä� ¨Ac$G,©p
k#�D>è2d,A%@&W2�

«YGÈ@H�example.com  ¸{ÊG²��$bGSSH��¹ÊQG�0H�emergG,©pkè
=�¬�Â�Gauthpriv  ¨( ¨¨%Ã#.e?�C�º)DÄ�.eW2�

sshd : .example.com : severity emerg

severity �®�¾Êk³X0? ¨kÃ#2d,A[@&W2�êGÈ@H�alert G,©pkè
=local0  ¨QGexample.com  ¸{ÊG²��DadSSH��ª��0GÙ�kÄ�0W2�

sshd : .example.com : severity local0.alert

ÈÈÈ¶¶¶

�jDH�,GÈHlocal0  ¨Qsyslog��¹Ê(syslogd )%Ä�2da�D #.edW@�X�0W4
l����·Ä� ¨G #D12dáfD=�?Hsyslog.conf Gman±��k#¾XY.��
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15.2.3.2. yyy���������GGGjjj···

�®�¾Ê¬z�Â Dac�"��Hallow ¿Hdeny �zÃ��zkTQ�®�¾ÊA0?�`
2d,A@�1=Gc$×@éÉDa��d�H¨�%@&da�DCcW2�

È ! I � ê G2= G È H �client-1.example.com $ b GSSH� 0 k  a 0 W 2
%�client-2.example.com $bG�0k¨�0W2�

sshd : client-1.example.com : allow
sshd : client-2.example.com : deny

y���j·kc$�°��@a2d,ADac��®�¾Ê¬z�Â H"��%Ó?Gy�
��c$k1=G�Ê�Â¬x{Â�hosts.allow �¿Hhosts.deny D��@&da�D0W2�
Ob$G0�DA<?H,Gjl%y���c$k#�Dìo.4?(ed@0`��

15.2.3.3. ���~~~ÂÂÂ���µµµÊÊÊ   

�®�¾Ê¬z�Â Dac�y���c$HêG2=G�zÃ��zk�1?�~Â�µÊ kº
¥@&W2�

• spawn — �~Â�µÊ k½®Ä��A0?º¥@&W2�,G�®�¾Ê�zÃ��z
H/usr/sbin/safe_finger G³XCBG���k��0�^�0?�d�À{yÊ�Gõ`k
µ8c�echo �µÊ k³X0?¸5CÄ�¬x{Âk{o08c0W2�

êGÈ@H�example.com  ¸{Ê$bTelnet��ª�Qy���kÙ�2d�À{yÊ�H�Ò
$D¸5C¬x{ÂDÄ�.eW2�
in.telnetd : .example.com \
: spawn /bin/echo ‘/bin/date‘ from %h>>/var/log/telnet.log \
: allow

• twist —^�.e8��ª�kÃ#.e8�µÊ @óe�!W2�,G�zÃ��zH�ó�
DM2d°Ø*(ÓG�A��W2)k2dGDa(³X.eW2�W8�00?�d�À{yÊ�D
¸����k��2d8ZD[³X.eW2��{���µÊ H�c$�GÁ©D±(»^%�
cW2�

«YGÈ@H�example.com  ¸{Ê$bFTP��ª�Qy���kÙ�0?�d�À{yÊ�
%echo�µÊ Dac¸����k>*1cW2�
vsftpd : .example.com \
: twist /bin/echo "421 Bad hacker, go away!"

�~Â�µÊ G�®�¾ÊD12dõ`Hhosts_options Gman±��@·~Y.��

15.2.3.4. ÃÃÃÞÞÞ

ÃÞH�spawn]twist �zÃ��zAÍ�D³X0?��À{yÊ����§��®Ä��CB
G1åGõ`k,¶0W2�

«YD�´��.e?�dÃÞGÁ��kñ0W2�

• %a—�À{yÊ�GIPy Ã��

• %A—��§�GIPy Ã��

• %c— ½���çA²��ç�¿H½���çAIPy Ã�CBGa�CÁ8G�À{yÊ�Gõ
`k,¶0W2�

• %d—��¹ÊG®Ä��ç�

• %h—�À{yÊ�G²��ç(¿H�6e%C�ñ��IPy Ã�)�

• %H—��§�G²��ç(¿H�6e%C�ñ��IPy Ã�)�



218 eee15ÔÔÔTCPÀÀÀ���¨̈̈���AAAxinetd

• %n— �À{yÊ�G²��ç�C�ñ�H�unknown%w´.eW2�[0�À{yÊ�G²�
�çA²��y Ã�%Í²0C�ñ�H�paranoid %w´.eW2�

• %N— ��§�G²��ç�C�ñ�H�unknown%w´.eW2���§�G²��çA²��
y Ã�%Í²0C�ñ��paranoid %w´.eW2�

• %p—��¹ÊG®Ä��ID�

• %s — ��¹ÊG®Ä��]��§�G²��¿HIPGy Ã�CBG.W/WC�{®G��
§�õ`�

• %u—�À{yÊ�G½���ç�C�ñ�Hunknown%w´.eW2�

«YGc$G�Ê®ÂH�spawn�µÊ AÍ�DÃÞk³X0?���µ{�Ä�¬x{ÂGÁG
�À{yÊ�²��kú90?�W2�

,eHTCPÀ�¨�DM0?�SSH��¹Ê(sshd )QG�0%example.com  ¸{ÊG²��$b
Ù�.e8ñ�H�echo�µÊ k��0?��À{yÊ�G²��ç(%hÃÞk³X0?)k7Y6
GÙ�k¸5¬x{ÂQÄ�2da�DÃñ0?�W2�

sshd : .example.com \
: spawn /bin/echo ‘/bin/date‘ access denied to %h>>/var/log/sshd.log \
: deny

¦TD�ÃÞH�À{yÊ�D�cC2¸����k�0Z2dGD³X.eW2�êGÈ@
H�example.com  ¸{Ê$bFTP��ª�Qy���kÙ�0?�d�À{yÊ�H��b%��
§�D�:ócíÊAC<8,Ak�©.e?�W2�

vsftpd : .example.com \
: twist /bin/echo "421 %h has been banned from this server!"

�X@&dÃÞ��L�`Gy���j·�®�¾ÊD12d��A£éDH�hosts_access G
ºGman±��G���¾Ê5 (man 5 hosts_access )Ahosts_options Gman±��k·~Y.
��

TCPÀ�¨�D12d�`GÁ���D=�?H��15.5k�Í0?Y.��

15.3. xinetd

xinetd ��¹ÊH�FTP�IMAP�Telnetk7Y0[G�d¤��Æ����ª�G����QG
y���kj·2dTCPÀ�®08��¨���ª�@2�,eH�y���j·�ÄZÄ�Ê��
^��jÏU��Á���ãXj·CBGºD��ª�¸4G #�®�¾Êk,¶0W2�

�À{yÊ�²��%�xinetd @j·.e8¤��Æ����ª�Q�0kÙX8ñ����¨�
��§�H^�k>*?��3e$GTCPÀ�¨�y���j·c$k�~��0W2�y���%
a.edñ��xinetd H6G��ª�XGô+Gy���c$G�@�0%a.ed,AkÉú
0W2�60?��ª�%6Gßc�?«êGÁ���kÈ¢0?�C�,A]�#x.e8c$k
Äp0?�C�,A[Éú0W2�6G¶�^�.e8��ª�G{Ê��Ê�k¦º0�6G�0
Gj·k�~.4W2�1p�0%É�.edA�xinetd H[���À{yÊ�²��A��§�/
G��k"2d,AH�cW4l�

15.4. xinetd GGG   ###¬¬¬xxx{{{ÂÂÂ

xinetd G #¬x{ÂH«YGa�DCcW2�

• /etc/xinetd.conf —�Ä�§ÂCxinetd  #¬x{Â�
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• /etc/xinetd.d/ �zÃ��Á—Ó?G��ª�¸4G¬x{Âk7l9�zÃ��Á�

15.4.1. /etc/xinetd.conf ¬¬¬xxx{{{ÂÂÂ

/etc/xinetd.conf DH�xinetd Gj·G�@Ó?G��ª�%�Ök>*dÍ}ACìoG #
%7We?�W2�xinetd ��ª�%¦º.edéD1�9*¾X-Wed8Z� #G>è%p�
.eda�D2d8ZDH"��HW8�xinetd ��ª�kSf¥2d»^%�cW2�«YD�Ê
®ÂG/etc/xinetd.conf ¬x{Âkñ0W2�

defaults
{

instances = 60
log_type = SYSLOG authpriv
log_on_success = HOST PID
log_on_failure = HOST
cps = 25 30

}
includedir /etc/xinetd.d

,ebG�H�xinetd G.W/WC#õkj·0W2�

• instances — xinetd %1pDM�@&dTdG^�Wk #0W2�

• log_type — xinetd k #0?authpriv Ä� ¨k³X0W2�,eHÄ��Ê�Á�
k/var/log/secure ¬x{ÂD�&-XW2�FILE /var/log/xinetdlog Ga�C�zÃ�
�zk,,D�`2dA�/var/log/ �zÃ��ÁGÁDxinetdlog A�����·Ä�¬x
{Âk{o0W2�

• log_on_success — xinetd k #0?��0%oÊ08$B�$kÄ�0W2��¬�Â�@
H�Á¹��²��GIPy Ã�A^�k®Ä��0?�d��§�G®Ä��ID%d�.eW
2�

• log_on_failure — xinetd k #0?��0�'%�d$B�$¿H��0%a.e?�C
�$B�$kÄ�0W2�

• cps — xinetd k #0?BG��ª�D[³Ò25�0«êHa0C�a�D0W2�,G�p
D�~08ñ�H���ª�H30Ò9*�90W2�

• includedir /etc/xinetd.d/ —/etc/xinetd.d/ �zÃ��ÁD�d��ª�¸4G #
¬x{Â@¬�0?�d�®�¾Êk7ZW2�,G�zÃ��ÁGáfD=�?H�15.4.2k�
Í0?Y.��

ÈÈÈ¶¶¶

<(Gñ��/etc/xinetd.conf ×Glog_on_success Alog_on_failure G£jG #H�.bD��ª
�¸4GÄ�¬x{Â@A_.eW2�,G�:@�,G¬x{Â%ñ2«êDµ�2d��ª�Ä�DHac
<(Gõ`%Ìñ.eda�n%�cW2�Ä�Ê��®�¾ÊGáfD=�?H�15.4.3.1k·~Y.��

15.4.2. /etc/xinetd.d/ ���zzzÃÃÃ������ÁÁÁ

/etc/xinetd.d/ �zÃ��Á×G¬x{ÂDH�xinetd @"�.e?�dÁ��ª�G #¬x
{ÂA�6G��ª�D1å08¬x{ÂGçÏ%7We?�W2�xinetd.conf Gñ�A¦TD,
G¬x{ÂHxinetd ��ª�%¦º2déD9*¾X-WeW2�>èkp�.4d8ZDH�"
��Hxinetd ��ª�kSf¥2d»^%�cW2�
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/etc/xinetd.d/ �zÃ��Á×G¬x{ÂG¬��µ��H/etc/xinetd.conf A¦1�Èk³
X0W2�Á��ª�G #%9�G¬x{ÂDÅ�.e?�d0C�:H����µ{�k#�D
2d,AA�;G��ª�D�ÖkF!da�n%´C(Cd$b@2�

,ebG¬x{Â%BGa�Dìo.ed$k©dDH�/etc/xinetd.d/telnet ¬x{Âkü�
0?Y.��

service telnet
{

flags = REUSE
socket_type = stream
wait = no
user = root
server = /usr/sbin/in.telnetd
log_on_failure += USERID
disable = yes

}

,ebG�H�telnet ��ª�G.W/WC#õkj·0W2�

• service — ��ª�çk#x0W2��ô�/etc/services ¬x{ÂDÁ��0?�d��ª
�D�h4W2�

• flags — �0GºG»^CWG-nk���0W2�REUSEHxinetd DM0?Telnet�0G�
���kS³X2da�DÃñ0W2�

• socket_type —¤��Æ������G�{®kstream D #0W2�

• wait —��ª�%�Ê�Â�Ã� (yes )$¿HµÂ��Ã� (no)$k#x0W2�

• user —®Ä��%��D³X2d½���IDk#x0W2�

• server —º¥2dD#G§{¡Á��¬x{Âk#x0W2�

• log_on_failure —TDxinetd.conf D#x0?�d�D�`0?�log_on_failure XGÄ
�Ê�¨À¸��k#x0W2�

• disable —��ª�%4Ë$B�$#x0W2�

15.4.3. xinetd    ###¬¬¬xxx{{{ÂÂÂGGG>>>èèè

xinetd @J¿.e?�d��ª�XDH�X@&d<(G8ÅG�zÃ��z%�cW2�,G�
��¾ÊHacÍ}AD³X.e?�d�®�¾ÊGÍ�kÄí0?£é0W2�

15.4.3.1. ÄÄÄ���ÊÊÊ������®®®���¾¾¾ÊÊÊ

«YGÄ�Ê��®�¾ÊH�/etc/xinetd.conf A/etc/xinetd.d/ �zÃ��Á×G��ª�
¸4G #¬x{ÂG£j@�X@&W2�

«YDacÍ}AD³X.e?�dÄ�Ê��®�¾ÊGÍ~kÌñ0W2�

• ATTEMPT—�'GÙ�%�<8á�kÄ�0W2(log_on_failure )�

• DURATION — Á¹�����·Da<?³X.e8��ª�Gé/Gò.kÄ�0W
2(log_on_success )�

• EXIT —��ª�GQ ������¿HQ^��¡ÂkÄ�0W2(log_on_success )�

• HOST—Á¹��²��GIPy Ã�(log_on_failure Alog_on_success )kÄ�0W2�

• PID —^�k>*?�d��§�G®Ä��IDkÄ�0W2(log_on_success )�
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• RECORD— ��ª�%����@&C�ñ�D�Á¹�����·D12dõ`kd�0W
2�login ]finger CBG¸#G��ª�GX%,G�®�¾Ê(log_on_failure )k³X@&
W2�

• USERID — Ó?GµÂ��Ã� ���·GºDRFC 1413@#x.e8jlk³X0?�dÁ
¹��½���kÄ�0W2(log_on_failure Alog_on_success )�

Ä�Ê��®�¾ÊG��AÁ��D=�?H�xinetd.conf Gman±��k·~Y.��

15.4.3.2. yyy���������jjj···GGG���®®®���¾¾¾ÊÊÊ

xinetd G½���H�TCPÀ�¨�²��y���c$G³X$�xinetd  #¬x{ÂC:@Gy
���j·GX¶$�¿H6G£jkÉo@&W2�TCPÀ�¨�²��y���j·¬x{ÂG³
XD12dõ`H�15.2@|d,A%@&W2�,G���¾Ê@H��ª�QGy���kj·2
d8ZGxinetd G³Xk£é0W2�

ÈÈÈ¶¶¶

TCPÀ�¨�AH¼Cc�xinetd G"��%xinetd ��ª�kSf¥08ñ�DGX�y���j·QG>
è%p�.eW2�

xinetd ²��y���j·H�TCPÀ�¨�@³X.e?�djlA¼CcW2�TCPÀ�¨�%
Ó?Gy��� #k2=G¬x{Â�/etc/hosts.allow A/etc/hosts.deny D.±2dGDM
0?�/etc/xinetd.d ×GÁ��ª�¬x{ÂH6eô+Gy���j·c$k7Y,A%@&W
2�

«YG²��y����®�¾ÊH�xinetd Da<?�´��.e?�W2�

• only_from —¸#G²��GXD��ª�G³Xka0W2�

• no_access —Á��D�d²��G��ª��Xk¨�2d�

• access_times — ¸#G��ª�%�X@&dé/�kÃ#2d�,Gé/�H24é/4ù
@HH:MM-HH:MMGÌñk2d»^%�cW2�

only_from Ano_access �®�¾ÊHIPy Ã�¿H²��çGÍ~��d�H¤��Æ��ÓK
GÃ#%@&W2�TCPÀ�¨�GTD�ÄZÄ�Ê� #A»Dxinetd y���j·k^�2d
,ADac�6e7eG�0Ù�Gd�káfD1cC%b�íÊ.e?�d²��$bG^�k
Ä��0?��¼Á�zkÄZ@&W2�

È!I�«YG/etc/xinetd.d/telnet ¬x{ÂH�¸#G¤��Æ���Â�®$bGTelnety
���kÄ��0?�a.e8½���D.![�Ä�{Êa�Cé/Pkj�2dºD³X@
&W2�

service telnet
{

disable = no
flags = REUSE
socket_type = stream
wait = no
user = root
server = /usr/sbin/in.telnetd
log_on_failure += USERID
no_access = 10.0.1.0/24
log_on_success += PID HOST EXIT
access_times = 09:45-16:15

}
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,GÈ@H�10.0.1.2CBG10.0.1.0/24¤��Æ��G�À{yÊ����·%�Telnet��ª�Dy
���kÙX8ñ��«YGa�DÌñ08¸����k>*1d,ADCcW2�

Connection closed by foreign host.

.bD��bGÄ�{ÊÙ�H�êGa�D/var/log/secure GÁDd�.eW2�

May 15 17:38:49 boo xinetd[16252]: START: telnet pid=16256 from=10.0.1.2
May 15 17:38:49 boo xinetd[16256]: FAIL: telnet address from=10.0.1.2
May 15 17:38:49 boo xinetd[16252]: EXIT: telnet status=0 pid=16256

TCPÀ�¨�kxinetd y���j·A(X2dñ��2=Gy���j·¸�¢�·/G1+k��
2d,A%l^@2�

�À{yÊ�%�0G^�k08é�xinetd Da<?0*bed¥&G��k«YDñ0W2�

1. xinetd ��¹ÊHlibwrap.a À{ÀÁ��ÂkC:0?�TCPÀ�¨�²��y���c
$Dy���0W2�[0¨�Gc$%�À{yÊ�²��DC�2dCbI�6G�0H�¢
.eW2�aGc$%�À{yÊ�²��AC�2dñ���0%xinetd Df.eW2�

2. xinetd ��¹ÊH�xinetd ��ª�A^�.e8��ª�G£jGºD�ô+Gy���j
·c$k�~��0W2�[0�¨�Gc$%�À{yÊ�²��DC�2dñ���0H�¢
.eW2�6G;Gñ�H�xinetd H^�.e8{Ê��Ê�k¦º0?�0Gj·kf0W
2�

lll^̂̂

TCPÀ�¨�y���j·kxinetd y���j·A(X2dñ��È¶%»^@2� #¶�H®$bE^i
k¼(,ADCcW2�

15.4.3.3. §§§{{{ÊÊÊ   AAAÁÁÁ���{{{ÃÃÃ���������®®®���¾¾¾ÊÊÊ

xinetd XG��ª� #H���ª�k�dIPy Ã�D§{Ê 0�6G��ª�XG^�k9
GIPy Ã��²��ç��d�H´��QÁ�{Ã��0W2�

§{Ê�zÊ�H���ª�¸4G #¬x{ÂGÁ@bind �®�¾ÊA»Dj·.e?#c���
ª�k���·êGIPy Ã�Aå^0W2� #.edA�bind �®�¾ÊH�vùCIPy Ã
�GºG^�GXk6G��ª�Qy���2dak0W2�,Gjl@¼Cd��ª�H¼Cd
¤��Æ��{Ê��¬~{�DD^°��@§{Ê @&W2�

,eH�¸D�WG¤��Æ��y�®��$��WGIPy Ã�k #08���·DHE�C[
G@2�,Ga�C���·@H�TelnetCBG£Ó@C���ª�H®À{°��C¤��Æ��D
�0.e?�d{Ê��¬~{�ê@GXÁ��Ê2da�D0?�{Ê��¤���0G{Ê��
¬~{�@HÁ��Ê0C�a�D #@&W2�

redirect �®�¾ÊH�IPy Ã�¿H²��çA6eD0(´����k>*ä*W2���ª
�k #0?�,G��ª�XG^�kÓ?Ã#08²��$�¿H´����DÁ�{Ã��@&
da�D0W2�,GX�H¦1���·êG´��$b9G´��Q´{Ê�2d��d�H^�
k¦1µ�ÊêG9GIPy Ã�QÁ�{Ã��2d��d�H^�kÓ(9G���·A´���
�Q½¥2d��d�H,ebG�®�¾ÊGç�4k2dñ�D³X@&W2�,GTD0?��
��·êG¸#G��ª�D�00?�d½���H�gC(;G���·Q��.eda�D@
&W2�

xinetd ��¹ÊH�Á����k��08�À{yÊ�µ�ÊA�jD��ª�k,¶2d²��%
�0.e?�d/9*4ËC®Ä��kyo0�2=G���·/@���kU�2d,ADa<?�
,GÁ�{Ã��k��0W2�
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bind Aredirect �®�¾ÊG�WH�6eb%Í�D³X.edéDH<&cAn9@&W2�
��ª�k���·êG¸#GIPy Ã�D§{Ê 0?�6G¶6G��ª�XG^�k1��Gµ
�Ê9*%|d,A%@&d2��Gµ�ÊDÁ�{Ã��2d,ADac�×�G���·%Ó(9
G¤��Æ��GºD��ª�k,¶2d,AD³X@&W2�9GjlA0?�W²�·Gµ�Ê
êG¸#G��ª�%�T©GIPy Ã�QGí!.ed,Akj�08c�W86G��ª�G^
�k6G�AXD¸#G #k08µ�ÊQÁ�{Ã��2dGD³X@&W2�

È!I�Telnet��ª�XD,G #@¬x{y}��ÂA0?³X.e?�d���·kü!?|W
0`��

service telnet
{

socket_type = stream
wait = no
server = /usr/sbin/in.telnetd
log_on_success += DURATION USERID
log_on_failure += USERID
bind = 123.123.123.123
redirect = 10.0.1.13 21 23

}

,G¬x{Â×Gbind Aredirect �®�¾ÊH�µ�ÊêGTelnet��ª�%{Ê��¤�
�DÏ*8«�IPy Ã�(123.123.123.123)D§{Ê .e?�d,AkÉ#0W2�.bD
H�123.123.123.123D��.e8Telnet��ª�QG^�H2��G¤��Æ��y�®��k�1
?�×�IPy Ã�G10.0.1.13DÁ�{Ã��.e�,eH¬x{y}��ÂA×�G���·0$
y���@&C�a�DC<?�W2�¬x{y}��ÂH6G¶�6G2=G���·/@��k0
W2G@��00?�d���·H�jDH9Gµ�ÊD�0.e?�dúS@[123.123.123.123D
�0.e?�da�D|!W2�

,GX�H�Ä� §Ê �0@1=G�#IPy Ã�k0?�d½���D¸D�D�:W
2�NAT(Network Address Translation)k³X2dA&�×�XGIPy Ã�k³X2d����
}~{µ�ÊG+¶D�d���·H���}~{µ�Ê«�Gµ�Ê$bH�X@&W4l�0
$0�xinetd @j·.e?�d¸#G��ª�%bind Aredirect �®�¾Ê@ #.e?�dñ
��6G���}~{µ�ÊH«����·A��ª�k,¶2da�D #.e?�d¸#G×�
µ�Ê/@G®Ä��GÍ8A0?¥{2d,A%@&W2�.bDH�Á8Gxinetd y���j·
AÄ�Ê��®�¾Ê%�Á�{Ã��.e8��ª�G¦é�0GW±kj�2dCBG��`G
J¿%,¶.ed,ADCcW2�

15.4.3.4. ÁÁÁ���������"""���GGG���®®®���¾¾¾ÊÊÊ

xinetd ��¹ÊH�DoS(Denial of Service��ª�G¨�)åU$bDM2dI§AÃ°ÂGJ¿k
�`2d,A%@&W2�«YGÁ��@H�6Ga�CQcGC�åUkj�@&d�zÃ��z
kÌñ0W2�

• per_source — ���IPy Ã�³G��ª�XG{Ê��Ê�GTdWk#x0W2�,eH
qWGXkÛWA0?>*ä*�xinetd.conf ×Axinetd.d/ G��ª�¸4G #¬x{Â×
@³X@&W2�

• cps — ³ÒG�0TdWk#x0W2�,G�zÃ��zHÁ/D�±��kóe82=
GqWÛWk³�W2�1��H1Ò/D�0%a.edTdW@2�2��H��ª�k
S¦º2déDxinetd %QX2d»^G�dé/GÒW@2�qWGXkÛWA0?>*ä
*�xinetd.conf ×Axinetd.d/ �zÃ��ÁG��ª�¸4G #¬x{Â×G£j@³X@
&W2�

• max_load —��ª�GCPU³X�¡k#x0W2�,eHÛWD³WWk>*ä*W2�
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;D[�X@&dxinetd XGÁ���"��®�¾ÊH�cW2�áfHRed Hat Linux��¼Á
�z�{ ×G��§���¼Á�zA��Ôk·~Y.��W8�xinetd.conf Gman±��[�
Í0?Y.��

15.5. 666GGG;;;GGGÁÁÁ���������
TCPÀ�¨�Axinetd D12d�`Gõ`%����· �¼¸Ê�AWebD�cW2�

15.5.1. {{{ÊÊÊ���������ÂÂÂ...eeeddd   ���¼¼¼¸̧̧ÊÊÊ���

���·DäR2d �¼¸Ê�AWebD�TCPÀ�¨��xinetd G�`õ`%di.e?�W2�

• /usr/share/doc/tcp_wrappers- <version >/ — ,,D7We?�dREADME¬x{Â
@�TCPÀ�¨�G¥{£éA�5l2dÁ8²��çA²��y Ã�Gm�D=�?£é0?
�W2�

• /usr/share/doc/xinetd- <version >/ — ,,D�dREADME¬x{Â@H�y���j·
Asample.conf ¬x{ÂG#õA»D�/etc/xinetd.d/ �zÃ��Á×G��ª�¸4G #
¬x{ÂkA_2dÁ8y{�yk£é0?�W2�

• man 5 hosts_access — TCPÀ�¨�G²��j·y���¬x{ÂGºGman±���

• man hosts_options — TCPÀ�¨�G�®�¾Ê¬z�Â Gman±���

• man xinetd.conf — xinetd G #�®�¾ÊkÁ��08man±���

• man xinetd — xinetd ��¨���ª���¹ÊGman±���

15.5.2. ���DDD���===Web���{{{���

• http://www.xinetd.org—xinetd G`Òª@� #¬x{ÂG�Ê®Â�2R?GX�GÍ~�4
�CFAQ%7We?�W2�

• http://www.macsecurity.org/resources/xinetd/tutorial.shtml—¸#G��¼Á�z÷bD�h4?
�¬�Â�Gxinetd  #¬x{ÂkKv2d.W/WCjlkáfD£é08�S@2�

15.5.3. 111ååå������

• Red Hat Linux��¼Á�z�{  ; Red Hat, Inc. — TCPÀ�¨�Axinetd D12d¸#G,§
kè=�Æ������¾Ê���§���L¤��Æ����¼Á�zG°^k,¶0W2�

• Hacking Linux Exposedby Brian Hatch, James Lee, and George Kurtz; Osbourne/McGraw-Hill —
TCPÀ�¨�Axinetd D12dõ`A¸àA08,OC��¼Á�z1åGÁ���@2�
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iptables

Red Hat LinuxDH¤��Æ��XG�pC��Â¨���¬zÂ�ÁÊ� (��¤Â×@¤��Æ�
�����Q¤��Æ��¨���%-ó��~�]w2dGkj·2d®Ä��)%{Ê���Â.
e?�W2�§��¾Ê2.4«ÏG��¤ÂH¨���¬zÂ�ÁÊ�GºDipchains D®50?#
c�¬zÂ�ÁÊ�®Ä��GÁ���®@¨���DCX.edc$GÍ~k³X0?�W08�
§��¾Ê2.4G�oDac�iptables (¤��¬zÂ�A[��W2)%¨ó.e�ipchains Aâ
?�W2%�¤��Æ��¨���G¬zÂ�D�Xwodã¥�°�Lj·kd�DÃÞ0W2�

,GÔ@H�¨���¬zÂ�ÁÊ�GIâDÌWk�?�ipchains Aiptables GÄ�kéÉD
0�iptables �µÊ @³X@&d.W/WC�®�¾Êk£é0����·kêDÁ��0?[
¬zÂ�ÁÊ�c$kJè@&djlkñ0W2�

iptables Gc$G{oA,ebGc$DI>(¬x{y}��ÂG #D=�?H��16.5k�Í0
?(9.��

LLL���

2.4��¤ÂY@�¬�Â�G¬x{y�}��ÂX�Hiptables @2�0$0�ipchains %TDf¥0?
�dCb�iptables H³�á%@&W4l�ipchains %���·f¥éD5l2eI���¤ÂH�À�k
Ìñ0iptables Gf¥D�'0W2�

,ebG�À�¸����Hipchains GX�D�ÖkF!d[G@H�cW4l�

16.1. ¨̈̈���������¬¬¬zzzÂÂÂ���ÁÁÁÊÊÊ���
�À¬z��H�¨���A0?¤��Æ��×k½¥0W2�¤��Æ��¨���H¸#G�{
�A4ùG���G_�K@2�¬x{Âk¤��Æ���0DU�2dºD��#G�Ê«¼��
H�X2d¤��Æ��®Ä��ÂGc$k³X0�¬x{Âk¨���D�ß0?¤��Æ��@
��0W2�Á¨���D¬x{Â���G³?%Å�.eW2�¨���k>�2dA�>�#G
�Ê«¼��H¨���$b¬x{ÂkSì¶0W2�

Á¨���DH�¤��Æ��×k½¥0?��©D�~2d8ZGõ`%7We?�W2�¨��
�%½¥2djÁD�d�Ê«¼��A��©Gµ�ÊH�¨���G������©��{®C
BGõ`k©d,A%@&W2�TAlBG¨���H���kX�2da�D J.e?�W2
%�¸9Cjl@¨���k³X2d®Ä��Â[�cW2�8A!I�5TPC)X�j·®Ä��
Â*6@³X.edSYN¨���H2=G���·/G��k¦º2d8ZG[G@����H7We
?�W4l�

Linux��¤ÂDH¨���k¬zÂ�ÁÊ�2d8ZGX�%çX-We?�dG@�Í�G¨��
�9*%���·Dó<?(da�D2d,A%@&W2�2.4��¤ÂG¤��¬zÂ�DH3=G
ç-X2��Â�2Ch:c$Í~%7We?�W2�6eH«YGa�C[G@2�

• filter —¤��Æ��¨���k��2d�¬�Â�G��Â�

• nat —�c�0k{o2d¨���G>èD³X�

• mangle —¨���>èG¸#G�{®D³X�

,ebGÁ��ÂH��Dç-X2G�~�ÊG�Â�®kè:�,eH¤��¬zÂ�Da<?
¨���ê@��.edy��¾ÊD	�2d[G@2�

¬zÂ���ÂXGç-X2�~�ÊH«YGa�DCcW2�
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• INPUT —²��XG�����A.e?�d¤��Æ��¨���DCX0W2�

• OUTPUT—Ä��ÂyoG¤��Æ��¨���DCX0W2�

• FORWARD—²��k�<?Â��zÊ�08¤��Æ��¨���DCX0W2�

nat ��ÂXGç-X2�~�ÊH«YGa�DCcW2�

• PREROUTING—¤��Æ��¨���%�À2dA6ek>è0W2�

• OUTPUT—Ä��ÂyoG¤��Æ��¨���%��.edÏD6ek>è0W2�

• POSTROUTING—¤��Æ��¨���%��.edÏD6ek>è0W2�

mangle ��ÂGç-X2�~�ÊH«YGTDCcW2�

• INPUT —²��XD�����.e?�d¤��Æ��¨���k>è0W2�

• OUTPUT—Ä��ÂyoG¤��Æ��¨���k��.edÏD>è0W2�

• FORWARD—²��k�0?Â��zÊ�08¤��Æ��¨���k>è0W2�

• PREROUTING—À�G¤��Æ��¨���kÂ��zÊ�.edÏD>è0W2�

• POSTROUTING—¤��Æ��¨���k��.edÏD>è0W2�

Linux���·$b>�08c�Linux���·Q��08c2d¤��Æ��¨���GÓ?H�´
C(A[1=G��ÂDa<?Eå.eW2�

¨���H��~�ÊGÁ©Dw?(dÏDÁ��ÂGÁ@�WGc$DM0?�~��.eW
2�,ebGc$GìoA�AH>Z0W2%�¸#G®Ä��ÂA¤��Æ����ª�k³X2
déDH�ô�¸#GIPy Ã��¿Hy Ã�G���$bÄ(��d�H6,QÏ$�¨���
kú90a�A0W2�

6G�AªD1+C(�¨���%��ÂG�d¸#Gc$DC�2dA��d������2C
h:�y��¾Ê%¨���DCX.eW2�c$%C�2d¨���GºDACCEPT�����kÃ
#0?�dñ��¨���Hc$�~��G¯cG��k���®0?�6G�AªD-Y,Ak
a.eW2�c$%DROP�����kÃ#0?�dñ��¨���H���·QGy���k¨�.
e?¨���k`�08²��DH\[C�.eW4l�c$%QUEUE�����kÃ#0?�dñ
��¨���H½����±��Q¨�.ed,ADCcW2�c$%�®�¾ÊGREJECT����
�kÃ#0?�dñ��¨���H Ä�®.eW2�0$0�À�¨���%¨���G`��Q
�beW2�

6e7eG�~�ÊHACCEPT�DROP�REJECT�QUEUEG�3e$G�¬�Â�´Á��kè<?�
W2�,G�~�Ê×Gc$GBe[¨���DC=0C�ñ��¨���H�¬�Â�´Á��D
e<?�heW2�

iptables �µÊ H,ebG��Âk #2d9*@C(�»^@�eI��0���ÂG��
�y�®[0W2�

16.2. iptables AAAipchains GGGÄÄÄ���

Í|08A,f@H�ipchains Aiptables H¤ôDâ?�da�DÂheW2�B:bGjl@¨
���¬zÂ�ÁÊ�k�<?[�Linux��¤Â×@4ËCc$G�~�Êk³X0?����·D
wóc@&d¨���k[#2d9*@C(�¸#Gc$kÉ82¨���D=�?G¥{k[#0
W2�0$0�iptables k³X2dA¤ôDgåCjl@¨���k¬zÂ�ÁÊ�@&dG@�"
��H���·k��D43D&Zf$�j·k��,A%@&W2�

¸D�ipchains k³��e?�d½���H�êGa�Cipchains Aiptables GÓ0�Ä�kú
ú0?$b�iptables k³X0?(9.��

• iptables G�@H�¬zÂ�ÁÊ�2dÁ¨���H�WG�~�Ê@HC(1=G�~�
ÊGXGc$k³X0?��.eW2�=Wc�ipchains k³X2d���·Dó<?&
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8FORWARD̈ ���H�INPUT�FORWARD�OUTPUTGÁ�~�Êk�bC�A��©D
-ZW4l%�iptables @H��©%Ä��Â���·Gñ�HINPUT�~�Ê�Ä��Â��
�·%¨���kyo08ñ�HOUTPUT�~�ÊGXD¨���%��.eW2�,G�:@�
¨���k�jDíRdc$GÁ@¸#G¨���k1c-YTD J.e8c$kX¶0W2�

• DENY�����HDROPD>è.eW08� ipchains @H��~�Ê×Gc$DÍ²08¨
���HDENY�����D�beW2�,G�����Hiptables G�@HDROPD>è.e
C*eI�*W4l�

• c$GÁ@�®�¾Êk ±2dé�6G��%d�@2� «ÏH�ipchains @c$G�®�¾
ÊG��H�Wc1+�cW4l@08�iptables �µÊ @H�[<A�ÒCì%k³X0W
2�È!I�iptables �µÊ GÁG®Ä��Â(ICMP�TCP�UDP)H����¿H��©G
´��GÏ@Ã#2d»^%�cW2�

• c$@³X2d¤��Æ��{Ê��¬~{�kÃ#2dñ��INPUT�~�Ê
$FORWARD�~�Ê@HÀ�{Ê��¬~{�)-i �®�¾Ê*�FORWARD�~�Ê
$OUTPUT�~�Ê@H`�{Ê��¬~{�)-o �®�¾Ê*GXk³X2d»^%�cW2�
,eH�À�{Ê��¬~{�@HOUTPUT�~�Ê%³X.e3�INPUT�~�Ê%`�{Ê
��¬~{�k�~2d¨���Da<?|!C�8Z@2�

iptables H9§AD{c÷.e8¤��Æ��¬zÂ��CG@�>èWH,e%2R?@H�cW
4l�áfD=�?H��16.5GÁGLinux 2.4 Packet Filtering HOWTOk�Í0?Y.��

16.3. iptables ���µµµÊÊÊ   @@@³³³XXX222ddd���®®®���¾¾¾ÊÊÊ

��¤Â%¨���k¬zÂ�@&da�D2dc$H�iptables �µÊ k��2d,A@4ËD
CcW2�iptables �µÊ k��2déDH«YG�®�¾ÊkÃ#0W2�

• ¨����{®—�µÊ %¬zÂ�2d¨���G�{®kÃñ0W2�

• ¨���G���/��© — ¨���G����¿H��©D=1?�µÊ %¬zÂ�2d¨
���G�{®kÃñ0W2�

• �����—êdGI�DC�2d¨���DM0?��.edy��¾ÊkÃñ0W2�

��Giptables c$A»D³X.ed�®�¾ÊH�c$k4ËD2dºDc$ÓKG�AA÷bk
�D0?��AD�Â�®Z2d»^%�cW2�

16.3.1. ������ÂÂÂ

iptables GÄ´C¸àA0?��WG��Âk³X0?�¸#G¨���G�jk[#
@&W2�iptables GgånG#ß@�¸#G�AD�h4?��Âk{o0?�6e
k/lib/modules/ <kernel-version >/kernel/net/ipv4/netfilter/ �zÃ��ÁGÁD
J5@&W2�,G<kernel-version >AH��¤ÂG§��¾Ê��G,A@2�

�¬�Â�G��ÂHfilter A��çÏ@�Ç�ACINPUT�OUTPUT�FORWARDGÁ
�~�Ê%çX-We?�W2�,eH�ipchains @³X2dÇ�AC�~�ÊA´0â?�W2�
0$0�iptables DH�¸9C¨���¬zÂ�ÁÊ�{Ýk��2=G��Â%�¬�Â�@�
`.e?�W2�nat ��Âk³X2dA¨���Dd�.e?�d���A��©Gy Ã�k>
è2d,A%@&�mangle ��Âk³X2dA¸9Cjl@¨���k>è2d,A%@&W2�

Á��ÂDH��ÂG�ADI>�?»^C{Ýk���¬�Â�G�~�Ê%7We?�W2
%�BG��ÂD[�0��~�Êk�`2d,A%woW2�

16.3.2. ììì!!!

<(Giptables �µÊ Gì!H�êGa�DCcW2�
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iptables [-t <table-name >] <command> <chain-name > <parameter-1 > \
<option-1 > <parameter-n > <option-n >

,GÈ@H�<table-name >�®�¾ÊDa<?�¬�Â�Gfilter ��Â««G��Âk³
X@&W2�<command>�®�¾ÊH� <chain-name >�®�¾Ê@Ã#.edc$G�`�d
�H|£CB���2d¸#G{ÝkÃñ0W2�<chain-name >«�D�dGH¨À¸��A�®
�¾ÊG±y@�¨���%c$DC�08ñ�Df,d,Ak#x0W2�

iptables �µÊ Gì!k|?XdA�;G£BG�µÊ AH¼Cc�iptables �µÊ Gò
.A��nH6G�ADI>�?>èwod,Akúú0?#(,A%d�@2��~�Ê$bc$
G1=k|£2d#�C�µÊ H�A?[�(@&W2%�¸#G�¤��$b��.e¸#G¨
À¸��A�®�¾Êk³X2d¨���k¬zÂ�2da�D J08�µÊ H�$Ccò(C
cW2�iptables �µÊ k{o2dé�O=$G¨À¸��A�®�¾ÊH�.bD«ÏG�®
�¾ÊG^�kÃ#2d8ZD�;G¨À¸��A�®�¾Êk»^A2da�n%�d,Akúú
0?#(Aa�@0`��4ËCc$kìo2dDH�;G�®�¾Ê���k^�2d¨À¸��
A�®�¾Ê%2R?É*.edW@D02d»^%�cW2�

iptables -h Aó´2dA�iptables �µÊ Gì!G��ACÍ~%Ìñ.eW2�

16.3.3. ���µµµÊÊÊ   

�µÊ @H�iptables %��¸#G¥{kÃ#0W2�1=Giptables �µÊ %åØD=�?
Ã#@&dGH�1=G�µÊ 9*@2�¯Â®�µÊ k£(2R?G�µÊ H�d%å@ó´
0W2�

iptables G�µÊ DH�êGa�C[G%�cW2�

• -A —Ã#08�~�ÊGQhcDiptables c$k�`0W2�,eH��~�Ê×Gc$G��
%g@C�ñ�D��Dc$k�`2d8ZG�µÊ @2�

• -C—Ã#08�~�ÊD�`2dÏD¸#Gc$k�~��0W2�,G�µÊ H�¨À¸��
A�®�¾Êk�`2dA&D®ÄÊ®�%Ìñ.edG@���Ciptables c$k{o2dñ
�DE�@2�

• -D—��@Ã#08c$k¸#G�~�Ê$b|£0W2�8A!I��~�Ê×G5��Gc$
k|£2dñ�H5kÃ#0W2�c$ÓKkó´2dA�6eDÍ²2dc$%�~�Ê$b|£
.eW2�

• -E — ½���%#x08�~�ÊGçÏk>è0W2���ÂGì!DHW<8(�ÖkF!
W4l�

• -F —Éo08�~�Ê$b2R?Gc$k|£0W2��~�ÊkÃ#0C�ñ�H�2R?G
�~�ÊG2R?Gc$%|£.eW2�

• -h — �µÊ Gì!GÍ~A�µÊ ¨À¸����®�¾ÊG#�C£éCB%Ìñ.eW
2�

• -I — ½���#xGW¨@Ã#.e8±D�~�Ê×Gc$kýó0W2�W¨%Ã#.e?
�C�ñ��iptables H6G�µÊ k�~�ÊGTê�D±&W2�

LLL���

c$k�`2dA&H�³X2d�®�¾Ê)-A$-I *DÈ¶0?(9.���~�Ê×D�dc$G��
HBGc$kBG¨���DCX2d$k[#2dGDl^@2�

• -L —�µÊ G¶@Ã#2d�~�Ê×D�d2R?Gc$kÍ~Ìñ0W2��~�ÊA��
ÂkÃ#0C�ñ�H��¬�Â�Gfilter ��Â×D�d2R?G�~�ÊG2R?Gc$%
Í~Ìñ.eW2�6e««Gñ�H�êGì%k³X0?�c$kÍ~2d�~�ÊA��Â
kÃ#0W2�
iptables -L <chain-name > -t <table-name >
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c$G��]£éka�D2d-L �µÊ GÄ´C�®�¾ÊD=�?H��16.3.7k�Í0?(
9.��

• -N—Ã#08çÏ@�0��~�Êk{o0W2�

• -P —¸#G�~�ÊD=�?�¬�Â�G´Á��k #0W2�,eDa<?�¨���%
�~�Ê×D�d2R?Gc$kÉ8.C�ñ�D�ACCEPT]DROPCB¸#G�����D�
d,A%@&W2�

• -R — ¸#G�~�ÊGc$k±&�!W2�c$G��H�~�ÊçG¶@Ã#2d»^%�c
W2��~�Ê×GT�Gc$%�c$��516DCcW2�

• -X —Ã#08�~�Êk|£0W2�BG��ÂD=�?[��b$1ZçX-We?�d
�~�ÊH|£@&W4l�

• -Z —¸#G��ÂD=�?2R?G�~�ÊG§{�A¨����}Ê�k0D0W2�

16.3.4. ¨̈̈ÀÀÀ¸̧̧������

¸#G�~�ÊD#*dc$G�`�|£�ýó�Ã�CBGc$k7YÍ#Giptables �µÊ k
Ã#2dA�¨���¬zÂ�ÁÊ�c$kì¶2d8ZG¨À¸��%»^DCcW2�

• -c —¸#Gc$G�}Ê�kÁ���0W2�,G¨À¸��@H�PKTS�®�¾Ê
$�BYTES�®�¾Êk³X0?Á���2d�}Ê�kÃ#@&W2�

• -d — c$kÉ82¨���G��©²��ç�IPy Ã��¤��Æ��GBe$k #0W
2�¤��Æ��AÍ²2dñ��«YGa�CIPy Ã�/¤��µ��%�´��.eW2�

• N.N.N.N / M.M.M.M — ,,@N.N.N.N HIPy Ã�G�°@�c�M.M.M.MH¤��µ�
�@2�

• N.N.N.N / M —,,@N.N.N.N HIPy Ã�G�°@�c�MH¤��µ��@2�

• -f —¢?Z.e8¨���GXDc$kCX0W2�

,G¨À¸��G¶@! �®�¾Êk³X2dA�¢?Z.e?�C�¨���GXDc$%CX.
eW2�

• -i — eth0 ]ppp0CBGÀ�¤��Æ��{Ê��¬~{�k #0W2�iptables @H�
,G�®�¾Ê¨À¸��k³X@&dGH�filter ��ÂGñ�HINPUT�~�
Ê AFORWARD� ~ � Ê A » D � W 8nat � �  Â Amangle � �  Â G ñ �
HPREROUTING�~�ÊA»D�³X2dé9*@2�

,G¨À¸��HW8�«YGa�C¸5�®�¾Ê[�´��0W2�

• ! —,G¨À¸��@Ã#08{Ê��¬~{�kc$$b£«0W2�

• + — ¸#G%åØDÍ²2d2R?G{Ê��¬~{�kÍ²GMâA2dÆ{Â �� %
å@2�8A!I�-i eth+ A��¨À¸��kÃ#2dA����·êD�d2R?G{��
¤��{Ê��¬~{�Dc$%CX.e�ppp0CB;G{Ê��¬~{�DHCX.eW4
l�

-i —¨À¸��k³X2dñ�D{Ê��¬~{�kÃ#0C�A�2R?G{Ê��¬~{�%
MâACcW2�

• -j — ¨���%¸#Gc$kÉ808ñ�D¸#G�����D�ºÊ®2da�Ã#0W
2�-j �®�¾Ê@³X@&d�����DH�ACCEPT�DROP�QUEUE�RETURNA��Ç�G
�®�¾ÊA�LOG�MARK�REJECTCB�Red Hat Linuxiptables RPM¨����D�¬�Â
�@Ä� .e?�d¹�¼�ÂkC:0?�Xa�CÃÞ�®�¾Ê%�cW2�,GáfA;
G�����D12dõ`Hiptables Gman±��k·~Y.��

�lG�~�Ê«D�d½���#xG�~�ÊD�c$kÉ82¨���k�d,A%@&W
2�6�2d,A@;Gc$[6G¨���DCX@&W2�
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�����kÃ#0C�ñ���$Cd¥{[�h3D¨���%�~0W2�0$0�¨���
H¸#Gc$kÉ808G@�6Gc$G�}Ê�DH1%`!beW2�

• -o — 1=Gc$GºD`�¤��Æ��k #0W2�filter ��ÂGñ�HOUTPUT�~�
ÊAFORWARD�~�Ê�nat ��ÂAmangle ��ÂGñ�HPOSTROUTING�~�ÊG
X@³X@&W2�,G¨À¸��G�®�¾ÊH�À�¤��Æ��{Ê��¬~{�¨À¸�
�)-i *Gñ�A¦1@2�

• -p — c$D=�?IP®Ä��Âk #0W2�icmp�tcp �udp�all GBe$��´��0?
�d®Ä��ÂkÃ#@&W2�.bDH�/etc/protocols DÍ~Ìñ0?�d®Ä��Â[³
X@&W2�c$k{o0?�déWD,G�®�¾Ê%Ï�.e?�dA�all �®�¾Ê%�
¬�Â�DCcW2�

• -s —��©¨À¸��)-d *A¦1ì%k³X0?�¸#G¨���G���k #0W2�

16.3.5. ���ÎÎÎ���®®®���¾¾¾ÊÊÊ

¼Cd¤��Æ��®Ä��ÂH�¸9C�Î�®�¾ÊkX¶0?�6G®Ä��Âk³X0?
¸#G¨���AÍ²2da�D¸5C #k0W2�[:fl�,G®Ä��ÂHT�D�-p
tcp <protocol-name >k³X0?iptables �µÊ GÁDÃ#0?#&(,,@<protocol-
name>H�����®Ä��Â@2�)�6G®Ä��ÂXG�®�¾Êk�X@&da�D2d»
^%�cW2�

16.3.5.1. TCP®®®ÄÄÄ������ÂÂÂ

TCP®Ä��Â)-p tcp *@H�«YG�Î�®�¾Êk³X@&W2�

• --dport — ¨���G��©´��k #0W2�¤��Æ����ª�ç)www]smtpC
B*�´�����´����G�°G�3e$k³X@&W2�¤��Æ����ª�
GçÏ]��{Áy�A6G¤��Æ����ª�%³X2d´����k�~2dD
H�/etc/services ¬x{Âk�Í0?(9.��--destination-port G�Î�®�¾Ê
H�--dport A¦xACcW2�

´����G�°kÃ#2dDH�-p tcp --dport 3000:3200 Ga�D2=G��k�ÄÊ
): *@ý�cW2�TdG4Ë�°H�0:65535 @2�

W8�--dport �®�¾ÊG¶@��ó)! *k¬À�A0?³X2dA�iptables DM0?6
G¤��Æ����ª�$��d�H´��k³X0C�2R?G¨���k�Î2da�DÃ#
@&W2�

• --sport — --dport A¦1�®�¾Êk³X0?�¨���G���´��k #0W2�--
source-port G�Î�®�¾ÊH--sport A¦x@2�

• --syn —Í}DSYN̈ ���A�Ied���k¦º2da� J.e82R?GTCP̈ ���k
c$GMâD0W2����kX�2d¨���H�Ök>*W4l�--syn �®�¾ÊG¶@�
�ó)! *k¬À�A0?³X2dA�SYN¨���««G2R?G¨���%MâDCcW2�

• --tcp-flags — ¸#Gª��)¬À�*kè=TCP̈ ���kc$A�Î.edTD0W2�-
-tcp-flags G�Î�®�¾ÊH2=G¨À¸��k>*ä*W2�1��G¨À¸��Hµ��
@�¨���×@¬À�%rG@&da�D0W2�2��G¨À¸��@H�Í²2da�D #
2d»^G�d¬À�kÃ#0W2�

³X@&d¬À�H«YGa�DCcW2�

• ACK

• FIN

• PSH

• RST



eee16ÔÔÔiptables 231

• SYN

• URG

• ALL

• NONE

8A!I�-p tcp --tcp-flags ACK,FIN,SYN SYN AÃ#2dA�SYN¬À�% #.e?
�?ACK¬À�AFIN¬À�H #.e?�C�TCP̈ ���GX%c$kÉ80W2�

��ó(! )k--tcp-flags G¶@³X2dA��Î�®�¾ÊGM=%�U.eW2�

• --tcp-option —¸#G¨���@ #@&dTCP̧ 4G�®�¾Êk�Î0a�A0W2���
ó)! *k³X2dA�¶ÌkpMD2d,A%@&W2�

16.3.5.2. UDP®®®ÄÄÄ������ÂÂÂ

UDP®Ä��Â)-p udp *@H�«YG�®�¾Êk³X@&W2�

• --dport — ��ª�ç�´�����´����G�°GBe$k³X0?�UDP̈ ���G
��©´��kÃ#0W2�--destination-port G�Î�®�¾ÊH--dport A¦xACcW
2�,G�®�¾ÊG.W/WC³XlD=�?H��16.3.5.1G--dport �Î�®�¾Êk�Í
0?(9.��

• --sport —��ª�ç�´�����´����G�°GBe$k³X0?�UDP̈ ���G�
��´��kÃ#0W2�--source-port G�Î�®�¾ÊA¦x@2�,G�®�¾ÊG.W
/WC³XlD=�?H��16.3.5.1G--sport �Î�®�¾Êk�Í0?(9.��

16.3.5.3. ICMP®®®ÄÄÄ������ÂÂÂ

ICMP)Internet Control Message Protocol*k³X2d¨���Gñ�(-p icmp )�êG�®�¾Ê
k³X0?�Îk��,A%@&W2�

• --icmp-type —c$kÉ82ICMP�{®G��$çÏk #0W2�4ËCICMPçGÍ~
H�iptables -p icmp -h A���µÊ k��2dAÌñ.eW2�

16.3.5.4. 666GGG;;;GGG���ÎÎÎ���®®®���¾¾¾ÊÊÊ%%%���ddd¹¹¹���¼¼¼���ÂÂÂ

6G;G�Î�®�¾Ê[iptables �µÊ Da<?Ä� .ed¹�¼�Â@�X@&W2��Î
�®�¾Ê¹�¼�Âk³X2dDH�-m <module-name >CBG-m�®�¾Êk³X0?�çÏ
GÃ#@¹�¼�ÂkÄ� 2d»^%�cW2(<module-name >H¹�¼�ÂGçÏ@óe�!
W2)�

�¬�Â�@<WG¹�¼�Âk³X2d,A%@&W2�½���½ôG¹�¼�Âk{o0?�
�0��Î�®�¾Êk³X2d,A[@&W2�

<(G¹�¼�Â%�cW2%�,,@Ha(³X.ed¹�¼�ÂGXk£é0W2�

• limit ¹�¼�Â—,G³XDac¸#Gc$kÉ82¨���GWkj�@&W2�d±GÍ²
¨���%¦1¸����@Ä�kÍ(D08c���·GÁ���kÞID³X2d,A%C�
a�D0?�c$GÍ²kÄ�2déD¸DE�@2�

limit ¹�¼�ÂH«YGa�C�®�¾Êk4ËD0W2�

• --limit —¸#Gé/PD�Î2d�Wk #0W2�<number >/ <time >A��4ù@�
WAé/kÃ#0W2�8A!I�--limit 5/hour AÃ#2dA�1é/D5�9*c$%�
Î.eW2�
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�WAé/kÃ#0C�ñ�H��¬�Â�¨G3/hour %³X.eW2�

• --limit-burst —¦éD�Î@&d¨���GWkj�0W2�,G�®�¾ÊH�--
limit �®�¾ÊAA[D³X0?(9.��,G�®�¾Ê@H�¦éD�Î@&d¨���
GTdWkÃ#0W2�

¨kÃ#0C�ñ��5=G¨���9*%c$kÉ82,A%@&W2�

• state ¹�¼�Â—�0úSD=�?�Îk4ËD0W2�

state ¹�¼�ÂH«YGa�C�®�¾Êk4ËD0W2�

• --state —«YG�0úSD=�?¨���k�Î0W2�

• ESTABLISHED—É�.e8�0×D�d;G¨���D1+%�d¨���%c$kÉ80
W2�

• INVALID —T©G�0D^Lä*beC�¨���%c$kÉ80W2�

• NEW—�0��0k{o0?�d¨���$��d�H6eW@DC$<8ïjÏ�0GÍ�
AC<?�d¨���%c$kÉ80W2�

• RELATED—T5G�0A\b$G1+%�d�0��0k¦º2d¨���%c$kÉ80W
2�

,ebG�0úSk�WçX�h4?³X2dDH�-m state --state INVALID,NEW Ga
�D�Êµ@ý�cW2�

• mac¹�¼�Â—¦� }~yMACy Ã�G�Îk4ËD0W2�

mac¹�¼�ÂH«YGa�C¹�¼�Âk4ËD0W2�

• --mac-source — ¨���G���@�d¤��Æ��{Ê��¬~{��� GMACy 
Ã�k�Î0W2�,Gc$$bMACy Ã�k£«2dDH�--mac-source �Î�®�¾
ÊG¶D��ó(! )kä*W2�

;G¹�¼�Â@³X@&d�Î�®�¾ÊkÉú2dDH�iptables Gman±��k�Í0?Y.
��

16.3.6. ������������������®®®���¾¾¾ÊÊÊ

¨���%¸#Gc$kÉ82A�c$H6G¨���G.W/WC�jk[#0ñ�Da<?H�
`¥{k.4d,A[a�@2�Á�~�ÊDH�¬�Â�G�����%�c�6G�~�ÊGc
$kÉ82¨���%C�ñ�$��d�H¨���%É808c$G�3e[%�����kÃ#
0?�C�ñ�D³X.eW2�

Ç�(�¬�Â�)G�����DH«YGa�C[G%�cW2�

• <user-defined-chain > — <user-defined-chain >H��Â×G½���#xG
�~�ÊGçÏ@óe�!W2�,G�����H¨���k������~�ÊDf0W2�

• ACCEPT—¨���%��©W8H9G�~�ÊD½¥2d,Aka0W2�

• DROP— ¨���k��08���·DH\[�©43D¨���k Ä�®0W2�¨���k
��08���·Hã��G`�[>*W4l�

• QUEUE— ½����±��Gy®Á���¾Ê@��.eda�D¨���k�¼�Dg�0W
2�
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• RETURN— �lG�~�Ê×Gc$DM2d¨���G�~��k�Ê0W2�RETURN����
�G¨���%9G�~�Ê$b�Lw.e8�~�ÊGc$kÉ82ñ��6G¨���HT�
G�~�ÊD
.e�6,@c$�~��%S¦.eW2�çX-X2G�~�Ê@RETURNc$k
³X0?�?¨���%ÏG�~�ÊD
eC�ñ�H��lG�~�ÊG�¬�Â������
Da<?��%[#.eW2�

,ebGÇ������GT$D�5�����¹�¼�Â6A�IedÃÞX�@Á8G����
�k³X@&W2��Î�®�¾Ê¹�¼�ÂGáfD=�?H��16.3.5.4k�Í0?(9.��

<(GÃÞ�����¹�¼�Â%�cW2%�TAlBH¸#G��Â$úÌGXDCX.eW
2��¬�Â�@Red Hat LinuxD7We?�d�����¹�¼�Â@a(³X.ed[GDH�ê
Ga�C[G%�cW2�

• LOG— c$kÉ822R?G¨���kd�0W2�¨���kd�2dGH��¤ÂCG
@�w´©H/etc/syslog.conf ¬x{ÂDa<?[#.eW2��¬�Â�Gw´©
H�/var/log/messages ¬x{Â@2�

LOG�����@H�.W/WC�®�¾Êk³X0?d�k��jlkÃ#@&W2�

• --log-level — {°Ê�kd�2d,©�k #0W2�,©�GÍ~D=�?
H�syslog.conf Gman±��k�Í0?(9.��

• --log-ip-options —IP¨���G¯���@ #.e?�d�®�¾Êkd�0W2�

• --log-prefix —Ä�kd�2dA&D��G©¡D29%åW@G%åØk ±0W2�,e
H�¨���Gd�AA[D³X2dsyslog¬zÂ�k{o2dñ�D[E�@2�

• --log-tcp-options — TCP̈ ���G¯���@ #.e?�d�®�¾Êkd�0W2�

• --log-tcp-sequence —¨���GTCP���Ê���kd�0W2�

• REJECT— ¨���k��08���·D�À�¨���k�cC0?�¨���k Ä�®0W
2�

REJECT�����@H�--reject-with <type >(<type >H¨¥G�{®)�®�¾Êk³
X0?��À�¨���A»DC�.edáfõ`kÃ#@&W2�;G�®�¾Ê%³X.e?
�C�ñ��¸����port-unreachable %�¬�Â�@F!bed<type >G�À�@2�
³Xa�C<type >�®�¾ÊG��Í~Hiptables Gman±��@·~Y.��

nat ��Âk³X08IPµ��Ã� �¿Hmangle ��Âk³X08¨���>è@�D8=[
GCB�6G;G�����ÃÞGO=$H�iptables Gman±��k�Í0?(9.��

16.3.7. ÁÁÁ���������®®®���¾¾¾ÊÊÊ

�¬�Â�GÁ���µÊ iptables -L H��¬�Â�G¬zÂ���ÂG�lG�~�ÊD=
�?¤ôDI§AC°^õ`k,¶0W2��`G�®�¾ÊHèDáfõ`k,¶0W2�

• -v —Á�~�Ê%�~��08¨���WA§{�W�Ác$kÉ808¨���WA§{�W�
¸#Gc$DCX.ed{Ê��¬~{�CB�îòCõ`kw´0W2�

• -x —W¨GvÉC¨kw´0W2�øv%d&����·@H�¸#G�~�Ê$��d�Hc$
%�~��08¨���WA§{�WGQhcDK)�Ä*�M)¸�*�G)��*kä*?Ì�
kÏ�2dñ�%�cW2�,G�®�¾ÊkÃ#2dA�vÉC¨%w´.eW2�

• -n —IPy Ã�A´����k��¬�Â�G²��çA¤��Æ����ª�G4ù@HC(W
¨4ù@w´0W2�

• --line-numbers —Á�~�ÊGc$G@D�~�Ê×G����kw´0W2�,G�®�¾Ê
H�¸#Gc$k|£2dñ�]c$kýó2dñ�k�2ñ�DE�@2�

• -t —��ÂçkÃ#0W2�
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16.4. iptables GGGõõõ`̀̀GGGÅÅÅ���

iptables �µÊ @{o08c$H�¸¹Á�(RAM)DÅ�.eW2�08%<?�iptables G
c$k #08¶@���·kSf¥2dA�6Gc$H�heW2�¤��¬zÂ�c$%��
�·GSf¥³D¯da�D2dDH�6G×M%J5.ed»^%�cW2�,ek��2dD
H�root@Ä�{Ê0?êGa�Dó´0W2�

/sbin/service iptables save

,eDa<?�iptables G�UZ��Á®�H/sbin/iptables-save ®Ä�À·k��0��
lGiptables G #k/etc/sysconfig/iptables ¬x{ÂD�&-XW2�,G¬x{ÂH�
Â��½���««H¾ZC�a�D0?(9.��

êD���·k��2dA�iptables G�UZ��Á®�H/sbin/iptables-restore �µÊ
 k��0?�/etc/sysconfig/iptables ¬x{ÂDJ5.e?�8c$kSLCX0W2�

/etc/sysconfig/iptables ¬x{ÂDJ52dÏD�0�iptables Gc$k���2dGH®
�ü!@2%�9G���·D�d¬x{Â$biptables Gc$k�«�2d,A[@&W2�,G
jlk³X2dA�iptables Gc$k�WGµ�ÊD¦éD2I](.ê2d,A%@&W2�

lll^̂̂

;Gµ�ÊD/etc/sysconfig/iptables ¬x{Âk�.2dñ�H�6G¶@/sbin/service ipta-
bles restart Aó´0?��0�c$k4ËD2d»^%�cW2�

16.5. 666GGG;;;GGGÁÁÁ���������
iptables kX�8¨���¬zÂ�ÁÊ�D12d�`õ`H«YGõ`�k�Í0?Y.��

16.5.1. {{{ÊÊÊ���������ÂÂÂ...eeeddd   ���¼¼¼¸̧̧ÊÊÊ���

• man iptables — Á8G�µÊ �¨À¸����®�¾ÊD=�?GÜwC£é%7We?�
W2�

16.5.2. ���DDD���===Web���{{{���

• http://netfilter.samba.org — LinuxGIP¬x{y}��ÂGJ2k�<?�dRusty RussellDad
Á8G4�C�{ ]�2da�n%�dgDM�2d8ZGFAQCB�iptables D12d
<YCõ`%7We?�W2�,G�{�GHOWTO �¼¸Ê�@H�I§AC¤��Æ��G
°��2.4��¤ÂG¨���¬zÂ�ÁÊ�ANATG #CBGzgk�<?�W2�

• http://www.linuxnewbie.org/nhf/Security/IPtables_Basics.html —̈���%Linux��¤Âk�
~2dT½D12d¤ôDI§A@Í}AC£éA�#�Ciptables �µÊ k{o2djl%
7We?�W2�

• http://www.redhat.com/support/resources/networking/firewall.html —,G±��H�T�C¨
���¬zÂ��õ`GT�ÁÊ�%�cW2�
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Kerberos

kerberosH�¤��Æ��QG½���úßk2dº�MÓ�¦�lkX�8�MIT@¦`.e
8¤��Æ��úß®Ä��Â@2�—¤��Æ��ê@¨�Æ� k�d»^%C(CcW
2�Kerberosk³X0?¤��Æ����ª�D½���kúß2dA�úßGC�½���%�
¤��Æ��G�À¬z��k�Ö0?¨�Æ� k1c-[�A0?[C�DêÊ.eW2�

17.1. Kerberos GGG���WWW
eoG¤��Æ�����·GTAlBH¨�Æ� °��GúßKBk³X0?�W2�,GTC
úßKBH�¸#G¤��Æ����§D½���%½���çA¨�Æ� k¶¢0?úßkµd
30&k^�0W2�¯�C%b<(G��ª�×@úßõ`G��H¦�Z.e?�W4l�,G
TCúßKBk£ÓD2dºDH�¤��Æ��%«�$by���ãa�D0�6G¤��Æ��
êGÓ?G�Ê«¼��A½���H�q@&?��q2d^¨kè=»^%�cW2�

,GTD08���@.![�{Ê��¤��D�0.e?0W�A�6G¤��Æ��H[�£Ó
@C�a�n%�cW2�y���k1µ2dy����H�#�C¨�����(¨����¢�
¬xA[�O)k³X0�êyGjl@U�.e8½���çA¨�Æ� k�X1c�½���y�
}Ê�AÓKG��¼Á�zI�% k>*W2�

KerberosG#[C J�ÇH�¤��Æ��C:@��.ed®Ã�Ê����G¨�Æ� kÞ(
2A��á@2�KerberoskC�D³X2d,A@�¨����¢�¬x%F!d¤��Æ��êG
Ñ³kË�ADÀÈ0W2�

17.1.1. Kerberos GGGZZZWWW

KerberosDac�Í}A@�àpG��¼Á�zÑ³H£¥@&W2%�.W/WC�:Da
c�Kerberosk��2d,AHæ0�,A%�cW2�

• /etc/passwd ]/etc/shadow A�<8�Ç�ACUNIX¨�Æ� ���°��$bKerberos̈
�Æ� ���°��QA½���G¨�Æ� k½�2dGH��íC{ÝACda�n%�c
W2�A��GH�,G½�kô¥AD��2d¸�¢�·%5l0W4l�,eD12dáf
H�«YGURL@�ÊÀ{Ê5Kerberos FAQ6GÁG
��2.23k�Í0?Y.��

http://www.nrl.navy.mil/CCS/people/kenh/kerberos-faq.html.

• KerberosH�Red Hat Linuxk��2dTAlBG��§�@³X.e?�dPAM)Pluggable
Authentication Modules*���·AG°�nk��AD0$è<?�W4l�,GgGáfD
=�?H��17.4k�Í0?(9.��

• y®Á���¾ÊD#�?Kerberosk³X2d8ZDH�KerberosGÀ{ÀÁkv0(��Â2
d8ZD�y®Á���¾ÊG���kKv0C*eI�*W4l�y®Á���¾ÊDa<?
H�y®Á���¾Ê�{��¿H6G JGºD��CgDCd,A%�cW2�6G;G°
�nGC�y®Á���¾ÊDH���§A�À{yÊ�#%��woda�D>è2d»^%�
cW2�,,@[¿�Ü�°D�O®Ä�À¶Ê�%»^DCcW2��¬�Â�@Hkerberosk
�´��0?�C��Ä�� ���y®Á���¾ÊA(X2d,A[0I0IgACcW
2�

• Kerberos@H��X@&d½���%�X@&C�¤��Æ��ê@�X@&C�²��k³X
0?�d,Akú#0W2�KerberosGeÍ�ÇH�®Ã�Ê����G¨�Æ� %6G¤��
Æ��C:@��.eC�a�D2d,A@2�890�ãvC½���%�3e$G²���—
¸Dkey distribution center(KDC)—A�IedúßG8ZG����k`�2d²��Dy���
0?�dA�KerberosGúß���·ÓK% k>*dF�n%�cW2�
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• KerberosH5ALL or Nothing6G�Á¼��¾Ê@2�¤��Æ��@Kerberosk³X2d,A
D[Z8ñ�DH�KerberosDadúßk³X0C���ª�D¨�Æ� k�ä2dA�¨
����¢�¬x�D�hedF�ky2ák�eC�@Y.��6�CdA�¤��Æ��
@Kerberosk³X2d¸Á��HW<8(�cW4l�KerberosDa<?¤��Æ��kJ¿2d
8ZDH�®Ã�Ê����G¨�Æ� k��2d�À{yÊ�/��§y®Á���¾Êk2R
?kerberosZ2d$�¤��Æ��D#�?,Ga�Dã£#Cy®Á���¾ÊG³Xk]Zd
$�B:b$k�hC*eI�*W4l�

17.2. Kerberos GGGXXX½½½
KerberosD[T�C��ª�k#x2d8ZG½ôGX½%�cW2�KerberosGX�k��2dÏ
D©<?#(»^G�dX½k«YDñ0W2�

¦�%

‘ ¦�Z.e8����

�À{yÊ�

‘ Kerberos$b����kµdá%@&d¤��Æ��êG�Kç�(½����²���y®Á
���¾ÊCB)�

ßé��º��¼W8H����¬x{Â

‘ ½���AÁ8¤��Æ����ª�G/G��k¦�Z2d8ZG�k7Y¬x{
Â�Kerberos 5H�6G;G�º��¼�{®)8A!I»4¸¹Á*k³X2d8ZG�çX
k,¶0W2%�¬x{ÂGj%G%0?�´��.e?�W2�

¦�¦��¼

‘ ½��GúßD³�ÍjÏ¦��¼�®Ã{Ê����ac��¼y@2%�C�xèC�À�
��DA<?H�M¸D�¾.ed[G@2�

GSS-API

‘ wX��¼Á�z��ª�y®Á���¾Ê®Ä�À·{Ê��¬~{�(GSS-API) [RFC-
2743]HÍåGX����@��@¥{0?�dXìG¸9C©ú%C(?[��À{yÊ�%
��§QGúßD³X0���§H�À{yÊ�kúß2dGD³X@&W2�¤��Æ��
��ª�(È�IMAP)%GSS-APIk³X0?�dA�Kerberosk³<?úß%woW2�

�

‘ ���k¦�Z/��Z2djD³X.ed����¦�Z.e8���G��ZH�v0�
�(¿Hï�08ú�´)C0@Hãa�@2�

KDC (Key Distribution Center)

‘ KerberosG����k`�2d��ª���ôHTicket Granting ServerA¦ÍG²��ê@¥{
0W2�

key table¿Hkeytab

‘ ¦�Z.e?�C�®ÁÊ�¨ÂA6G�GÍ~k7Y¬x{Â���§�
H �kinit k ³ X 4 3 D �keytab¬ x { Â $ b » ^ C � k 1 c w 0 W 2 �
� ¬ � Â � Gkeytab¬ x { Â H/etc/krb5.keytab @ 2 �KDC " � � �
§�/usr/kerberos/sbin/kadmind GX%�6G;G¬x{Âk³X2d��ª�@2�
)6eH/var/kerberos/krb5kdc/kadm5.keytab k³X0W2*�
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kinit

‘ Ä�{Ê0?�d®ÁÊ�¨ÂHkinit �µÊ Dac��UGTGT(Ticket Granting Ticket)k
1µ0��º��¼J5@&W2�kinit �µÊ G³XD=�?GáfH6Gman±��k·
~Y.��

®ÁÊ�¨Â

‘ ®ÁÊ�¨ÂHKerberosk³X0?úß@&d�½¸G½���ç��d�H��ª�ç�®
ÁÊ�¨ÂçG4ùH�root[/instance]@REALM @2�Í}AC½���Gñ��rootH�
½���GÄ�{ÊIDA�0(CcW2�instance H��®�¾Ê@2�®ÁÊ�¨Â%1=
G{Ê��Ê�kè=ñ��{Ê��Ê�Arootk�À��¼)"/"*@ý�cW2�
G%åØ
)""*[�jDH4ËC{Ê��Ê�ACcW2)�¬�Â�GNULL{Ê��Ê�AH¼CcW
2*%�³X2dA;wG[ADCcW2�1=GrealmD-2d2R?G®ÁÊ�¨ÂH�½ô
G�kè:W2��H¨�Æ� $b¨&w.ed$���ª�XDÀÊ�·D #.eW2�

realm

‘ Kerberosk³X08¤��Æ���KDCA�IedÍcW8H´WcG��§�A¤ôD<WD
Cda�nG�d�À{yÊ�$bìo.eW2�

��ª�

‘ ¤��Æ��C:@y���.ed®Ä�À·�

����

‘ ¸#G��ª�D10?�À{yÊ�G+�kú92d8ZG�ÍéAC\½ßé�G����

TGS (Ticket Granting Service)

‘ ½���%�jDy���2d8ZD³X2d�AG��ª�DM0�����k`�2d��
§��TGSH�ô�KDCA¦ÍG²��ê@¥{0W2�

TGT (Ticket Granting Ticket)

‘ �b8Z?KDCDM0?^�0C(?[��À{yÊ�%�`G����k1µ@&da�D2
d¸5C�����

¦�ZGC�¨�Æ� 

‘ ®Ã{Ê����G�0/D¾X1ed¨�Æ� �

17.3. Kerberos GGGXXX���
KerberosH�;GúßjlAH¼CcW2��9G½���k�9G¤��Æ����ª�Dú
ß2dG@HC(�KerberosHMÓ¦�lA�X@&d�� ¨��z—Key Distribution Center
(KDC)A0?©be?�W2�—k³X0?ÍåG¤��Æ����ª�Q½���kúß0W2�
KA8LKDCD½���%úß.edA�6G���4G����k½��Gµ�ÊD��0�¨�
Æ� k³�úßk½��D�ZdbhcDÓ?GKerberosZ.e8��ª�H½���µ�ÊêG
,G����k�0W2�

kerberosZ.e8¤��Æ��ê@�½���%ô�GÆ������¾ÊDÄ�{Ê2dA�
½���G®ÁÊ�¨Â%Key Distribution CenterD��.e�Ticket Granting Service (TGS)$b
GTicket Granting Ticket(TGT*k^�0W2�,G^�H�Ä�{Ê®Ä�À·Da<?��2dG
@�½���DH�~A@2�W8Ä�{Ê08¶@½���%kinit ®Ä�À·k³<?��08
c2d,A%@&W2�

KDCH����°��×D®ÁÊ�¨Â%5l2d$B�$k�~��0W2�®ÁÊ�¨Â%|=
$<8ñ��KDCHTGSDÃñ0?TGTk{o0�½���G�k³X0?6GTGTk¦�Z0?
$b½���QAC�0W2�
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�À{yÊ�µ�ÊêGÄ�{Ê$�kinit ®Ä�À·GB:b$%�½���G�)½���G¨
�Æ� $bJ¦.eW2*k³X0?TGTk��Z0W2�½���G�H��À{yÊ�µ�Ê
ê@GX³X.e�¤��Æ��DH��.eW4l�

TGTHÍ#Gé/(�ô10é/)%C~2dA4ËU�%�eda�D #.e?�W2%��À{
yÊ�µ�ÊGßé��º��¼GÁDJ5.eW2�4ËU/% #.e?�dGH�TGT%�
We8A0?[��ó�%³X@&dGkÍ#Gé/D�#2d8Z@2�ÍpTGT%`�.ed
A�TGTG4ËU�%�ed$�Ä�y}�0?SpÄ�{Ê2dW@�½���HKDCQSp¨�
Æ� kó´2d»^H�cW4l�

½���%¤��Æ����ª�Dy���2d»^%y18ñ�H��À{yÊ��¬�}~y
%TGTk³<?�TGS)Ticket Granting Service*D6G��ª�XG�cG����k^�0W
2���ª�XG����H6G��ª�DM0��~AD½���kúß2dGD³X.eW2�

LLL���

Kerberos���·@H�=@[¤��Æ��êGBG½��D[�KerberosZ.e?�C���ª�DM0
?�®Ã{Ê����@¨�Æ� úßk�dA� k>*d,ADCcW2�08%<?�KerberosZ.
e?�C���ª�G³XHGÅ@&W4l�,Ga�C��ª�GÈA0?�telnet]ftp%�cW2��úA
@H�cW4l%�;G��¼yC®Ä��Â�OpenSSH]SSL�@£ÓC��ª�k³�ák#�Z0W
2�

,eH�BGa�DKerberosúß%¤��Æ��ê@¥{2d$k°*08D~'W4
l�KerberosúßD12d��DH��17.7k�Í0?(9.��

ÈÈÈ¶¶¶

KerberosH�v0(¥{2d8ZD¸#G¤��Æ����ª�D®50?�W2�W3�KerberosH¤�
�Æ��êGµ�Ê%G/@�TUvÉDéJG¦U%1be?�d,Ak»^A0W2�¤��Æ��D
M0�ntpd CBGéJG¦UZ®Ä�À·k���y�®2d»^%�cW2�ntpd G #Dä�?Gáf
H/usr/share/doc/ntp- <version-number >/index.htm @¤��Æ���{·®Ä��Â��§G 
#lk·~Y.��

W8�KerberosG¸#G��%DNS)Domain Name Service*D®50?�W2@�¤��Æ��ê
GDNS�Ê�ÁA²��%2R?v0( #.e?�d,AkÉú0?(9.��,GáfD=�?
H/usr/share/doc/krb5-server- <version-number >GÁ@�PostScript4ùAHTML4ù@,¶.
e?�dKerberos V5 System Administrator’s Guidek·~Y.��

17.4. Kerberos AAAPAM
�lGA,f�kerberosZ.e8��ª�H�W<8(PAM)Pluggable Authentication Modules*
k�X0?�W4l�— kerberosZ.e8��ª�H	ÓDPAMk§{¨�0W2�89
0�PAMk³X08y®Á���¾Ê@H�pam_krb5 ¹�¼�Â)pam_krb5 ¨����@,¶.
eW2*%{Ê���Â.e?�dCbI�úßXDKerberosk�X@&W2�pam_krb5 ¨���
�DH�login ]gdmCBG��ª�%�½���kúß08c�½���G¨�Æ� k³<?�U
ßé�k1µ08c2d,Aka�D2d��Ê®ÂG #¬x{Â%7We?�W2�¤��Æ�
���ª�DM2dy���%�ôDkerberosZ.e8��ª�W8HIMAPCBGGSS-APIk³X
08��ª�k³X0?�hedCbI�6G¤��Æ��H$Cc£Ó9Aü!d,A%@&W
2�

"��H�ÞF9D¤��Æ����ª�@½���%Kerberos̈ �Æ� k³X08úßkµd
ak0C�a�DÈ¶2d»^%�cW2�,ebG��ª�@³X2d®Ä��ÂGTAlBH�
¤��Æ��C:@��2dÏD¨�Æ� k¦�Z0W4lG@Kerberos���·G^¨kÞID
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0?0W�W2�ÈA0?H�½���DTelnetê@Kerberos̈ �Æ� k³X0?úß@&da
kF!dR&@H�cW4l�

êGÔ@H�I§ACKerberos��§�Gì¶jlk£é0W2�

17.5. Keberos 5 ������§§§���GGG   ###
Kerberoskì¶2dDH�T�D��§k{Ê���Â0W2��Ã���§�kì¶2
dDH�µ���A�Ã���§�1+kì¶2dáf%Keberos 5 Installation Guide
(/usr/share/doc/krb5-server- <§��¾Ê��>�zÃ��ÁGÁ)D�cW2G@�Í0?(
9.��

I§ACKerberos��§k #2dDH�«YG���®De�W2�

1. Kerberos 5k{Ê���Â2dÏD�éJ¦UADNS%��§�@vôD¥{0?�dákÉ
ú0?(9.��Kerberos��§�AÁ�À{yÊ�/GéJ¦UH¸DÈ¶0?(9.��[
0���§�A�À{yÊ�GéJ%Ð�«ê¼C<?�8b�(,eH�¬�Â�GKeberos
5 #é/@2�)Kerberos�À{yÊ�H��§�Dúß.eW4l�,GéJ¦UH�vcG
½���Am<?���Kerberos����kX�dy����k�Ê2d8ZD»^@2�

KeberoskX�?�C�ñ�@[�¤��Æ��@�À{yÊ�/��§�°�GNTP(Network
Time Protocol)G #k2R&@2�Red Hat LinuxDH�#�D{Ê���Â@&
dntp ¨����%7We?�W2�Network Time Protocol��§G #D12dáfD
H/usr/share/doc/ntp- <version-number >/index.htm k�Í0?�NTPD12d6
G;Gõ`D=�?H http://www.eecis.udel.edu/~ntpk·~Y.��

2. KDC% � � 2 d a � D [ # 0 ? � d  X µ � Ê D �krb5-libs , krb5-server ,
krb5-workstation k{Ê���Â0W2�,Gµ�ÊH¸D��¼y@�d,A%»^@
2�—a�Cb�KDC««G;G��ª�H��0C�,A%�WeW2�

Kerberosk " � 2 d G D �GUI(Graphical User Interface)k ³ � 8 � ñ �
H�gnome-kerberos ¨����[{Ê���Â0?(9.��,G¨����DH�krb5 A
������k"�2dGUI��Â%7We?�W2�

3. realmç A   ¸ { Ê-realm/ µ � « Ê � k p � 2 d 8 Z D
H/etc/krb5.conf A/var/keberos/krb5kdc/kdc.conf   # ¬ x { Â k A
_ 0 ? ( 9 . � � # � CreamlHEXAMPLE.COMAexample.com G È k   ¸ { Ê
ç—d%å$³%å$�v0�¬��µ��kÉ$Z?Y.�—@±&�!�60
?KDCkkerberos.example.com $bKerberos��§�çD>è2d,A@�ì¶@&W
2��SAD�realmçHd%å@�DNS²��çA ¸{ÊçH³%å@2�,eb¬x{Â
4ùGáfD=�?H�µ�2dµ¢¼yÂ±��k�Í(9.��

4.�~Â®ÄÊ®�$bkrb5_util ½��zÁ�zk³<?���°��k{o0W2�
/usr/kerberos/sbin/kdb5_util create -s

create �µÊ HKerberos realmG�kÅ�2d8ZD³X2d���°��k{o0W
2�-s �{��H�µ�����§��kÅ�2dstash¬x{Âk{o0W2��k¾Y8Z
Gstash¬x{Â%Þ�ñ�H�Kerberos��§�(krb5kdc )Hf¥2dpD�½���Dµ�
����§�¨�Æ� (�kSyo2dGD³hed)Gó´k"0W2�

5. /var/kerberos/krb5kdc/kadm5.acl ¬x{ÂkA_0W2�,G¬x{ÂHBG®ÁÊ�
¨Â%Kerberos���°��DBGÃ°Â@y���2d$k[Zdkadmind @³heW2�
<(Gñ��«YGTDÍ�@A_@&W2�
*/admin@EXAMPLE.COM *

TAlBG½���H����°��êD�ÍG®ÁÊ�¨Â(È!Ijoe@EXAMPLE.COMG
Èa�DNULL�d�H
@*@Ìñ.eW2�,G #kX�?�eÍG®ÁÊ�¨Â
kè<?�d½���H(È!Ijoe/admin@EXAMPLE.COMGa�D)adminGÈk³<
?realmGKerberos���°��ê@Ós�k³�á%@&W2�
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Í��kadmind %��§�ê@f¥2dA�realm×G�À{yÊ�]��§�$bkadmin k
f¥2dá@�BG½���[6G��ª�Dy���@&W2�0$0�kadm5.acl ¬x{
ÂDdi.e?�d½��9*%�ô+G¨�Æ� >è««Cb�BGa�C>è[����
°��DM0?�!W2�

ÈÈÈ¶¶¶

kadmin ½��zÁ�zH¤��Æ���0Dkadmind ��§�A��0?#c�úßk��8Z
DKerberosk³�W2��Ò�¤��Æ���0D��§�D�02dÏD�¤��Æ��k"�2d
eÍ®ÁÊ�¨Âk{o2d»^%�cW2�eÍ®ÁÊ�¨Âk{o2dDHkadmin.local �µÊ
 k³X0W2�,eH¸DKDCA¦1²��@³X2da�D J0?�c�úßXDKerberosk³
X0W4l�

eÍ®ÁÊ�¨Âk{o2dDH�KDC��¶¡Â@êGkadmin.local �µÊ kó´0W
2�
/usr/kerberos/sbin/kadmin.local -q "addprinc username /admin"

6.«YG�µÊ @Kerberoskf¥0W2�
/sbin/service krb5kdc start
/sbin/service kadmin start
/sbin/service krb524 start

7. addprinc �µÊ Akadmin ³X0?½���G8ZG®ÁÊ�¨Âk�`0W
2�kadmin Akadmin.local HKDCG�µÊ À{Ê{Ê��¬~{�@2�,GÁ@
H�kadmin ®Ä�À·kf¥08¶D<(G�µÊ %�X@&W2�áfHkadmin Gman
±��k·~Y.��

8.���·%����k`�@&d$É$ZW2�T�D�kinit k��0?����kyo0�
ßé��º��¼¬x{ÂDÅ�0W2�6e$bklist k³X0?�º��¼×Gßé�Í~
kÌñ0?�6G¶�kdestroy kX�?��º��¼A6GÁ+Gßé�k�W0W2�

ÈÈÈ¶¶¶

�¬�Â�@H�kinit H�T�D���·(Kerberos��§�@HC�*DÄ�{Ê08éD
³<8y�}Ê�GÄ�{Ê½���çkX�?�úß0a�A0W2�6G���·G½�
��ç%Kerberos���°��G®ÁÊ�¨ÂA�²0?�C�ñ�H��À�¸����%
Ìñ.eW2�,Gñ�H��µÊ À{ÊGÛWA0?®ÁÊ�¨ÂGçÏkkinit DF!W
2�(kinit principal )�

«êG���®k	 2dA�Kerberos��§�Hf¥0{¥0?dH3@2�êH�Kerberos�À
{yÊ�G #k0W2�

17.6. Kerberos 5 ���ÀÀÀ{{{yyyÊÊÊ���GGG   ###
Kerberos 5�À{yÊ�G #H���§�G #D�R?´C(?^XW2�T³���À{yÊ
�¨����k{Ê���Â0?�v0�krb5.conf  #¬x{ÂkÁ�À{yÊ�D¶¢0?(9
.��KerberosZ08rsh Arlogin D[Ob$G #>è%»^@2�

1. Kerberos�À{yÊ�AKDC@é/¦U%~o.e?�d,AkÉú0?(9.��á
fH�17.5k�Í0?(9.��.bD�Kerberos�À{yÊ�®Ä�À·k #2dÏ
D�Kerberos�À{yÊ�ê@DNS%C�D¥{0?�dákÉß0?Y.��

2.Ó?G�À{yÊ�µ�ÊDkrb5-libs Akrb5-workstation ¨����k{Ê���Â0
?(9.��6e7eG�À{yÊ�DH�1=G§��¾ÊG /etc/krb5.conf k¶¢2d
»^%�cW2��ô,eH�KDC@³X.edGA¦1krb5.conf ¬x{Â@2�
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3. realm×G6e7eGÆ������¾ÊD�KerberosZ08rsh ]rlogin kX�?�
02d½���ka2dÏD�Æ������¾ÊDxinetd ¨����k{Ê�
��Â0?Kerberos���°��×DôbG²��®ÁÊ�¨Âk{o2dá%»^@
2�kshdAklogind ��§�®Ä�À·[���ª�®ÁÊ�¨ÂXG�Dy���2d»^
%�cW2�

kadmin k³<?�KDCêGÆ������¾ÊXG²��®ÁÊ�¨Âk�`0W2�,
Gñ�GÈA0?H�Æ������¾ÊG²��ç%�cW2�-randkey �®�¾Ê
kkadmin Gaddprinc �µÊ Dä*?³X2dA�®ÁÊ�¨Â%{o.e�ÀÊ�·�%
ßc�?beW2�
addprinc -randkey host/ blah.example.com

,e@�®ÁÊ�¨Âk{o@&W08�Æ������¾Êê@�kadmin kf¥0�60
?kadmin GÁGktadd �µÊ k³<?�Æ������¾ÊXG�kÛ&w4W2�
ktadd -k /etc/krb5.keytab host/ blah.example.com

4.;GkerberosZ08¤��Æ����ª�k³X08�ñ�H�6ekf¥0C*eICcW4
l�«YDÍ}ACkerberosM=G��ª�GÍ~A6ebk4ËD2djlkñ0W2�

• rsh Arlogin — kerberosZ 0 8rsh Arlogin k ³ � 8 Z D
H�klogin �eklogin �kshell %4Ë@C*eICcW4l�

• Telnet — kerberosZ08Telnetk³X2dDH�krb5-telnet k4ËD2d»^%�cW
2�.

• FTP — FTPy���kX¶2dDH�ftp Groot@®ÁÊ�¨ÂXG�k{o0�Û&
w2»^%�cW2�FTP��§G	ÓK�4G²��çQGáÈk #0?�6e$
bgssftp k4ËD0W2�

• IMAP — imap¨ � � � � D 7 W e ? � dIMAP� � § H � v 0 � �
k/etc/krb5.keytab @|ä*d,A%wodCb�Kerberos 5k�X0?�GSS-APIú
ßk³�W2�®ÁÊ�¨ÂGrootHimap@�d»^%�cW2�

• CVS — CVSGkerberosZ08gserver H�cvs Groot@®ÁÊ�¨Âk³X0�6G;Gõ
@HCVSpserver AÓ(¦1@2�

��ª�ka�D2dáfHRed Hat Linux���µ{��{ G��ª�y���"�Ôk�
Í0?(9.��

17.7. 666GGG;;;GGGÁÁÁ���������
KerberosD12dáfCõ`H�«Yk�Í0?(9.��

17.7.1. {{{ÊÊÊ���������ÂÂÂ...eee???���ddd   ���¼¼¼¸̧̧ÊÊÊ���

• /usr/share/doc/krb5-server- <version-number > — Kerberos V5 Installation Guide�
LKerberos V5 System Administrator’s GuidekPostScriptAHTML 4ù@�Í@&W2�krb5-
server ¨����k{Ê���Â0?#(»^%�cW2�

• /usr/share/doc/krb5-workstation- <version-number > — Kerberos V5 UNIX User’s
GuidekPostScriptAHTML 4ù@�Í@&W2�krb5-workstation ¨����k{Ê���
Â0?#(»^%�cW2�

17.7.2. ���DDD���===Web���{{{���

• http://web.mit.edu/kerberos/www — MITGKerberos: The Network Authentication ProtocolD=�
?G²�·±���
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• http://www.nrl.navy.mil/CCS/people/kenh/kerberos-faq.html — KerberosD12dFAQ(a(�d

A6G��)�

• ftp://athena-dist.mit.edu/pub/kerberos/doc/usenix.PS — Jennifer G. Steiner�Clifford
Neuman�Jeffrey I. Schiller»ÓGPostScriptxKerberos: An Authentication Service for Open
Network Systems�KerberosD=�?dy08�Á�¡ÂG�%@2�

• http://web.mit.edu/kerberos/www/dialogue.html —Designing an Authentication System: a
Dialogue in Four Scenes��Á�¡ÂHBill BryantÓG1988�x@��4xHTheodore Ts’oÓ
G1997�x@2�,G%vH�Kerberos2Gúß���·G{ok�1?Â�0820G¦`�G
M�kdy08[G@2���4ùG{�k�<?�d8Z�§�HKerberosG���DA<?,
e83ÛAC<?�W2�

• http://www.ornl.gov/~jar/HowToKerb.html —How to Kerberize your siteH�¤��Æ��
kKerberosZ2dºG®��ü�ACcW2�

• http://www.networkcomputing.com/netdesign/kerb1.html —Kerberos Network Design Manual
H�Kerberos���·Gc�08°^%,¶.e?�W2�
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SSH®®®ÄÄÄ������ÂÂÂ

SSH™G³X@½���H�Á¹��$b²�����·QÄ�{Ê%a�ACcW2�FTP
]TelnetAH¼Cc�SSHHÄ�{Ê���¾Êk¦�Z0W2G@��ó�%�Áy����G
¨�Æ� k1cw2,AH4cµW4l�

SSHDH�telnet]rshCBG�(?�Ã°Â��¼Á�zGÁ¹��²��XÄ�{Êy®Á��
�¾Êk±&�!d J%C.e?�W2�,eD1å08scpA�Ied®Ä�À·H�rcpCB²
��/@¬x{Âk�«�2d JG��®Ä�À·k±&�!W2�,ebG��jGy®Á��
�¾ÊH�À{yÊ�A��§�/@��.ed¨�Æ� k¦�Z0C�º�a�C�c,ebk
£*?Y.��Á¹�����·DÄ�{Ê2déD£ÓC3¥k³X2d,AH��À{yÊ��
��·AÁ¹��²��£jGÁ��k�´.4W2�

18.1. SSHGGG¸̧̧ààà
SSH (,eHSecureSHellG�)H��À{yÊ�/��§Gy�����ºk³X0?2=G���·/
@£ÓC�0kÉ�2d8ZG®Ä��Â@2�

SSH®Ä��Â@H�êGJ¿3¥%1beW2�

• �U�0G¶��À{yÊ�H«ÏD�008GA¦1��§D�00?�d,AkÉß@&W
2�

• �À{yÊ�HÄ´C128ª��¦�k³X0?���§Dúßõ`k�ä0W2�

• ���¾ÊG/D�>�.e8���GÓ?H�128ª��¦�k³X0?��.eW2G@�6e
k@1c0?[��A¾X1c%¤ôDæ0(CcW2�

• �À{yÊ�H��§$bX11y®Á���¾Ê1kX�@&W2�,GX11¬�Æ��zÊ�A�
IedrxH¤��Æ��ê@�À¬z�Ây®Á���¾Êk³X2dºG£ÓC3¥k,¶0
W2�

SSH®Ä��ÂH�6e%�>�2d2R?k¦�Z2d8Z�6GWW@Hã£ÓC®Ä��Âk
£ÓD2d8ZD³X.eW2�´��¬�Æ��zÊ�A�Iedrxk³X2eI�SSH��§
%POPCBGð¥H£Ó@C�®Ä��Âk£ÓD2dCìDCc�ÓKAD���·A���G�
�¼Á�zkÏê0W2�

Red Hat LinuxDH�Í}ACOpenSSḦ ����)openssh *�OpenSSH��§�¨�
��(openssh-server )�L�À{yÊ�¨����(openssh-clients )[7We?�W
2�OpenSSHG{Ê���ÂAãXDä�?G§×HRed Hat Linux���µ{��{ GÁD�
dOpenSSHA���{�ÂGÔk·~Y.��W8�OpenSSḦ ����HOpenSSL̈ ���
�(openssl )k»^A2d,ADÈ¶0?Y.��OpenSSLH�OpenSSH%¦�Z.e8��kX
¶@&da�D2d8ZGO=$Gl^C¦�ZlÀ{ÀÁk{Ê���Â0W2�

SSH®Ä��Âk³X@&d�À{yÊ�®Ä�À·A��§�®Ä�À·H8(.l�cW2��
l³X.e?�d0^CTAlB2R?G�±Ã��zÊ����·D�h4?�Á8GSSH�À{
yÊ�§��¾Ê%X¶.e?�W2�

1. X11AHX11R6}zÊ }�z�®Ã{���·G,A@�X�ADX A�IeW2�Red Hat LinuxD

H�X11R6kI§D08�Ü�°@³X.ed��®Ê���GX }zÊ }���·@�dXFree86%7We

?�W2�
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18.1.1. SSHkkk³³³XXX222ddd���:::

�
C�Ê«¼��½���H��d���·QGy���kµdºD¤��Æ���À¬z��D
M0?�0����É�Cì>èCBka�D2d.W/WC��Âk�è0?�W2�Í}ACÌ
�@H,ebGÑ³H«YG���Á�D�Å@&W2�

• 2=G���·/G��G�É— ,G3Î@H��ó�H�¤��Æ��êG��XìG/GB,
$D�l0�6G/k�~2dõ`k�«�0W2��ó�H��É0õ`k@1c2d$�¿H
6Gõ`k>è0?6G§oG>��D�cä*da�n%�cW2�

,GåUH�¨����¢�¬x(Í}AC¤��Æ��½��zÁ�z)k³X0?µ}Ê�@&d
[G@2�

• ¸#²��Gm�—,G��Gñ�H��ó�G���·%��G§oG>��A0?���a�
D #.e?�W2�,G��%oÊ2eI�½���G���·H/Ä<8	3A��0?�d
,AD[%ä&W4l�

,GåUH�DNŚ {�¢Ê�(7¸)�2¿HIP�®�¬zÊ�A0?©bedrx@µ}Ê�@&
d[G@2�3

B:bG3Î@[l^CXÒõ`k�É2d,A%@&�6G�É%�¶G�d�@�dñ����
C^iACc!W2�

SSH%Á¹��G�~ÂÄ�{ÊA¬x{Â�«�GºD³X.edG@�eI�,ebG��¼Á
�zÑ³Hd�D�´@&W2�,eHSSHG�À{yÊ�A��§�%ô+G+�kßé2dGD
���Â�çk³X2dº@2�.bDH��À{yÊ�A��§�/G2R?G��%¦�Z.e
?�W2�Ä��ÂAÁ¹��G���·GX%è=�k³X0?¦�Z0?�d8Z�,G��G
B:b$G+�k�®�¬(m�)0a�A0?[oÊ0W4l�

18.2. SSH ®®®ÄÄÄ������ÂÂÂGGG§§§������¾¾¾ÊÊÊ
SSH®Ä��Âk³X2d,A@�,G®Ä��ÂG°TD�h4?{o.e8�À{yÊ�®Ä�
À·]��§�®Ä�À·H£ÓD��0���	°D³X0��,A%@&W2�

�lSSHDH2=G§��¾Ê%5l0W2�SSH§��¾Ê1H�¸kè=W8G¦�ZyÂ�Á
�·k³X(}0�¸GO=$HU�%�e?�W2)0W2%�����Á�·D�ó�G���
ýókúZda�nG�d��¼Á�z²�ÂQG.Ìkè:W2�Red Hat LinuxDF�.e?�
dOpenSSH���H�¬�Â�@SSH§��¾Ê2k³X0W2%�§��¾Ê1[�´��0W2�

lll^̂̂

a�C�cHSSHG§��¾Ê2°�G��§��L�À{yÊ�k³X.ed,A%G®.eW2�

18.3. SSH���000GGG{{{°°°ÊÊÊ������������ÊÊÊ���
«YGÍåG{°Ê�Dac2=G²��/GSSH��GÍ,nkJ¿2d&�k0W2�

2. DNŚ {�¢Ê�H��ó�%DNS��§�k�À��0?�À{yÊ����·k�¶kè<?��m�

08²��DÏ*d,A@`y0W2�
3. IP�®�¬zÊ�H�ó�%�¤��Æ��ê@�q.e8²��$b��.e8a�Dm�08¤��

Æ��¨����k��2d,ADac`y0W2�
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• ¦�Z08¦Ê �~��%C.e?�À{yÊ�Hv0���§�A��0?�d,Akßé@
&W2�

• �À{yÊ�AÁ¹��²��/G�0êG�ÀÊ�´��÷HMÓ¦�k³<?¦�Z0W2�

• �À{yÊ�%ô�ô+k��§�DM0?úß0W2�

• Á¹���À{yÊ�H�,,@¦�Z08�0k�0?Á¹��²��A£ÓDÃ�%woW
2�

18.3.1. ���ÀÀÀÊÊÊ���´́́������÷÷÷

�ÀÊ�´��÷G#[C�ßH�úßéAúß¶D2=G²��/@£ÓC��kÉ�2d,A@
2��ÀÊ�´��÷H����G¦�ZA��k��0?����¨���k�>�2djDÍ,
nkÉJ2d,ADa<?,ek��0W2�.bD��ÀÊ�´��÷H��s[,¶@&d8
Z�õ`GU�k�«� y�®0W2�

SSH�À{yÊ�%��§�A��2dA�2=G���·%�ÀÊ�´��÷kv0(ì¶@&da
�D��ACdõ`%Ã�.eW2�,GÃ�G/�«YG���®%��.eW2�

• �GÃ�2d

• É¦�¦�ZyÂ�Á�·k[#2d

• MÓ¦�ZyÂ�Á�·k[#2d

• ¸����úßyÂ�Á�·k[#2d

• ³X2d¦��¼yÂ�Á�·k[#2d

�kÃ�2dj���§�H½ôG²���k³<?�À{yÊ�Dô�ô+kßé0W2�,G�
À{yÊ�%«ÏD,G¸#G��§�A1p[��08,A%C�A��À{yÊ�H��§�G�
k©cW4lG@��0H@&W4l�OpenSSHH�½���%�©k>*�0�²���G>�k
Éú08¶D���§�G²���kºú2d2d,A@,Ggk��0?�W2�,e@�ê�
$bG�0@���§�G²���A��À{yÊ�DJ5.e?�d§��¾ÊkÂ&�h4d,
A%@&d8Z��À{yÊ�%§�D�AG��§�A��0?�d,Akßé@&W2�6e«
��²���%C�0C(C<8ñ���0k~o2dDH½���H�À{yÊ�DJ5.e?�
d§��¾Êk|£2d»^%�cW2�

XXX���

Ä��Â���·H�AG��§�A�ó�%���y�®08mcG��§�AGÄ�%h$bC�G@�T
�D�008éW@��ó�%��§�km�2d,AHa�@2�,ek�)DH�T�D�02dÏD�
¿H²���GãC�GéW@��§�"��Aåtk1c��0�SSH��§�GÍ,nkÉ$ZdR&@
2�

SSHH�TAlB2R?G8ÅGÉ¦�yÂ�Á�·]�Ê���zÊ�4ùk³X@&da�D{
be?�W2�T�G�Ã�@Ã�08c�Ò¨k»42d¦��¼¨kyo0�2=G���·H�
úßA�,G�0k�0?��.ed���GJ¿k��8ZD��0��AyÂ�Á�·GJ¦k
89:D¦º0W2�

¸#G�AyÂ�Á�·k=$<?��d1pG���k��08¶(vÉC±H�SSHG��D®5
0W2�)�9G¦��¼¨A»4�Ò¨G���kyo2d9G�QGÃ�%f,cW2�6Gº�
[D�ó�%¦��¼¨A»4�Ò¨k�¾@&8A0?[�6Gõ`H��#.e8é/9*0$
�D�:W4l�
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18.3.2. úúúßßß

�ÀÊ�´��÷%�2=G���·/@õ`G>*f0k��8ZG£ÓC�Ê¤Âk{o0Qhd
A���§�H��Ò�@�Ê�� 08�çG³X]�¨�Æ� Gó´CBG�´��.e?�
dÁ8Gúßjlk�À{yÊ�DX!W2��À{yÊ�H��´��.e?�djlG1=k³<
?���§�DM0ô�ô+kúß0W2�

SSH��§�A�À{yÊ�H�.W/WC�{®Gúßk�´��2da�Dìo@&�6Gúß
jlH�Á#@TCDj·2d,A%@&W2���§�H���¼Á�z¹�ÂDI>�?�BG
¦�Zjlk�´��2d$kÃ#2d,A%@&��À{yÊ�H��X@&d�®�¾ÊGÁ$
b�úßjlkÙ�2d��kÉO,A%@&W2�SSH®Ä��Â÷G£ÓnA��n
G#$+
@�²��A¨�Æ� °��GúßCB�£ÓnDZ*da�Cúßjl@[£�0?³X2d,
A%@&W2�

18.3.3. ���ºººÊÊÊ¤¤¤ÂÂÂ

SSH�ÀÊ�´��÷@úß%vôQ 2dA�µÂ�®Ã��Ê�A�IedrxDac�W
G�ºÊ¤Â%¦&W2�4,ebG�ºÊ¤Â@�Á8G�Á���¾ÊXA��.e8X11��
�¾ÊXG��%��.eW2�

�À{yÊ�A��§�H£jA[�0��ºÊ¤Âk{o@&W2�Á�ºÊ¤ÂDH�6e7e
G#@9�G��%ßc�?beW2��À{yÊ�%�0��ºÊ¤Âk¦,�A2dñ���À
{yÊ�H6G�ºÊ¤Â��k^�AÍ�D�cW2�,G��õ`H���§�DÅ�.e?#
c�6G�ºÊ¤ÂG��jÏ[#D³X.eW2�,G�AH�.W/WC�{®G���¾Ê%
°�D�Ö0C�a�D2d,A@�c�1=G���¾Ê%Q 08éW@�6G�ºÊ¤ÂH�I
§SSH�0k�¢2d,AC(11d,A%@&W2�

�ºÊ¤ÂH����k��v0(�>�@&d�¬Ä�j·[�´��0?�W2�,Ga�D�
�ºÊ¤Âê@G�����H��ºÊ¤Â%¦�8A��¸����k²��%>*1dW@¦º
.eW4l�

�À{yÊ�A��§�H��À{yÊ�%^�2d��ª�]½���%¤��Æ��D�008
jlD®52d�Á�ºÊ¤ÂG¸àkô¥AD¤�����0W2�,G,AH�®Ä��ÂGI
§ACì!k>è2d,AÞ0D�¼Cd�{®GÁ¹���0k��d&Cô:pk[8b0W
2�

18.4. OpenSSHGGG   ###¬¬¬xxx{{{ÂÂÂ
OpenSSHDH�2=G¼Cd #¬x{ÂG���%�cW2�1=H�À{yÊ�®Ä�À·X
)ssh�scp�sftp *@�[�1=H���§���¹ÊX)sshd*@2�

���·ÓKGSSH #õ`H�/etc/ssh/ �zÃ��ÁDÅ�.eW2�

• moduli —��¼yC�ÀÊ�´��÷kì¶2d8ZDl^C�Diffie-Hellman�Ã�D³X2
d�Diffie-Hellman�Â�®%Å�.eW2�SSH���¾Êk¦º2dA&��%Ã�.ed
A�?j�½@H[#@&C�»4�Ò¨kyo0W2�,G¨H�6G¶�²��úßk��j
D³heW2�

• ssh_config —�¬�Â�G���·ÓKGSSH�À{yÊ� #¬x{Â�½���%�²�·
�zÃ��Á×D�Xa�C½ôG #¬x{Âkè<?�dñ��6G #¬x{ÂG¨%,©
0W2�)~/.ssh/config *

• sshd_config — sshd��¹ÊXG #¬x{Â�

4. µÂ�®Ã���0H�»4G»�1Kk�0?��.ed�WG��$boc�:W2�SSH@H�»�

G£ÓC�0k�0?Á8�ºÊ¤Â%��.eW2�
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• ssh_host_dsa_key — sshd��¹Ê@³X2dDSA�Ò��

• ssh_host_dsa_key.pub — sshd��¹Ê@³X2dDSAÉ¦��

• ssh_host_key — SSH®Ä��ÂG§��¾Ê1Gsshd��¹Ê@³X2dRSA�Ò��

• ssh_host_key.pub — SSH®Ä��ÂG§��¾Ê1Gsshd��¹Ê@³X2dRSAÉ¦��

• ssh_host_rsa_key — SSH®Ä��ÂG§��¾Ê2Gsshd��¹Ê@³X2dRSA�Ò��

• ssh_host_rsa_key.pub — SSH®Ä��ÂG§��¾Ê2Gsshd@³X2dRSAÉ¦��

½����4GSSH #õ`H�½���G²�·�zÃ��Á×G~/.ssh/ �zÃ��ÁDÅ�.
eW2�

• authorized_keys — ,G¬x{ÂH��§�XDúa.e8É¦�GÍ~kJ40?�W2�
�À{yÊ�$b��§�D�0.e8A&���§�H,G¬x{ÂDÅ�0?�d�çä&G
É¦�kÉú2d,ADac�À{yÊ�kúß0W2�

• id_dsa —½���GDSA�Ò�%Å�.eW2�

• id_dsa.pub —½���GDSAÉ¦�%Å�.eW2�

• id_rsa — SSH®Ä��ÂG§��¾Ê2Gssh@³X2dRSA�Ò��

• id_rsa.pub — SSH®Ä��ÂG§��¾Ê2Gssh@³X2dRSAÉ¦��

• identity — SSH®Ä��ÂG§��¾Ê1Gssh@³X2dRSA�Ò��

• identity.pub — SSH®Ä��ÂG§��¾Ê1Gssh@³X2dRSAÉ¦��

• known_hosts — ½���%y���2dSSH��§�GDSA²���%Å�.e?�W
2�SSH�À{yÊ�%v0�SSH��§�D�00?�d$É$Zd8ZD�,G¬x{ÂH¤
ôDl^@2�

lll^̂̂

SSH��§�G²���%>è.e8ñ���À{yÊ�H½���DM0�������z�k³X0
?known_hosts ¬x{Â$b��§�G²���k|£2dW@�0H-�@&C�,Ak©b4W2�}
0�,ek��2dW!D����·"��Dåt0?��§�%�.e?�C�%B�$Éú2R&@
2�

SSH #¬x{Â@�X@&dÁ8�zÃ��z1+Gõ`D=�?H�sshAsshdGman±��
k�Í0?(9.��

18.5. SSHGGGáááfff
£ÓC�µÊ À{Ê{Ê��¬~{�H�SSHk³X@&dW<(GjlGW.D¦ºW@2�v
0�±GPÉ�%ßc�?be?�eI�X11���¾ÊkSSH�ºÊ¤Âê@��2d,A%@&
W2�W8�TCP/IP¬�Æ��zÊ�k³X2d,A@�«ÏH£ÓnDZ*?�8���·/G
´���0k¸#GSSH�ºÊ¤ÂDµ�®2d,A%@&W2�

18.5.1. X11¬¬¬���ÆÆÆ������zzzÊÊÊ���

É�.e?�dSSH�0ê@X11���¾Êk¦(,AH�Ä��Âµ�Ê@X®Ä�À·k��2d
GA¦1(b�#�C,A@2���¼y�~Â®ÄÊ®�$bX®Ä�À·k��2dA�SSH�
À{yÊ�ASSH��§�%�lGSSH�0×@�0�£ÓC�ºÊ¤Âk{o0�X®Ä�À·G
���%6G�ºÊ¤Âk�0?�~AD�À{yÊ�µ�ÊD�beW2�

X11¬�Æ��zÊ�H¤ôDE�@2�8A!I�X11¬�Æ��zÊ�k³X0?�up2date A
G£Ó@{Ê�À��zC���¾Êkìo@&W2�,ek��2dDH�sshk³X0?��
§�D�00?«Ykó´0W2�
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up2date &

��§�XGrooẗ �Æ� kó´2dA�6G¶�Red Hatèèè������������~~~ÊÊÊ���%Ìñ.eÁ¹��
½���H£ÓDÁ¹�����·Gè�k2d,A%woW2�

18.5.2. ´́́������¬¬¬���ÆÆÆ������zzzÊÊÊ���

SSHkX�dA�6GWW@Hã£ÓCTCP/IP®Ä��Âk´��¬�Æ��zÊ�C:@£ÓD2
d,A%woW2�,Grxk³X2dé�SSH��§�HSSH�À{yÊ�DM0?¦�Z.e8
�Ê���(Cì)DCcW2�

´��¬�Æ��zÊ�H��À{yÊ�êGÄ��Â´��k��§�êGÁ¹��´��Dµ�
®2d,A@�¥{0W2�SSH@���§�GBG´��[��À{yÊ�êGBG´��D[
µ�«Ê�@&W2�SSHk¥{.4d8ZD�´����kC�.4d»^H�cW4l�

Ä��Â²��ê@�0k>�QX2dTCP/IṔ ��¬�Æ��zÊ��ºÊ¤Âk{o2dDH�
êG�µÊ k��0W2�

ssh -L local-port : remote-hostname : remote-port username @hostname

ÈÈÈ¶¶¶

´��¬�Æ��zÊ�k #0?1,024«YG´��@>�QX2dñ�Hrooty���s%»^@2�

e<?�¦�Z.e8�0@POPk³X0?�dmail.example.comA����§�êG\½¸�Âk
�~��2dDH�êG�µÊ k³X0W2�

ssh -L 1100:mail.example.com:110 mail.example.com

´��¬�Æ��zÊ�G�ºÊ¤Â%�À{yÊ�µ�ÊA¸�Â��§�G/@ #.e
dA�Ä��Â²��êG´��1100k³X0?�0�¸�Âk�~��2da�D�POP̧ �
Â�À{yÊ�DÃñ@&W2��À{yÊ����·êG´��1100Q�be8^�HBe
[mail.example.com��§�D£ÓDU�.eW2�

mail.example.com@SSH��§�%��.e?�C(?[�¦1¤��Æ��êG9Gµ�Ê@��
0?�dñ�H�,G�0GÍ�k£ÓD2dºDSSHk³XwoW2�}0�«YGa�D´�¼
Cd�µÊ k»^A0W2�

ssh -L 1100:mail.example.com:110 other.example.com

, G È @ H � � À { y Ê � µ � Ê G ´ � �1100$ b ´ � �22ê GSSH� 0 k
� 0 ?SSH� � § �other.example.com DPOP̂ � k U � 0 ? � W 2 � , e
@ �other.example.com H �mail.example.com ê G ´ � �110D � 0 0 ? � � 0 �
¸�Â%�dB�$k�~��0W2�,G3l@£ÓCGH��À{yÊ����·
Aother.example.com SSH��§�/G�09*@�d,ADÈ¶0?Y.��

´��¬�Æ��zÊ�H�¤��Æ��¬x{y}��Âk�X0?õ`k£ÓD1µ2dGD[
³X@&W2�Ç�´��(22)C:GSSH�À¬z��Ha2d*eB[�;G´��QGy��
�HêÊ2da�D¬x{y}��Âk #08ñ��êÊ.e8´��k³X2d2=G²��/G
�0H�É�.e8SSH�0k�0?��kÁ�{Ã��2d,A@a�DCcW2�
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ÈÈÈ¶¶¶

´��¬�Æ��zÊ�k³X0?,Ga�D�0kU�2dA��À{yÊ����·êG½���H��@
[�6G��ª�D�0@&da�DCcW2�[0�À{yÊ����·D�ó%�<8ñ���ó�[U�
.e8��ª�Dy���@&W2�

´ � � ¬ � Æ � � z Ê � k � � 0 ? � d � � � · " � � H �/etc/ssh/sshd_config ×
GAllowTcpForwarding�@No¨À¸��kÃ#0?�sshd��ª�kSf¥2d,A@���§�G,GX
�kÞËD2d,A%@&W2�

18.6. ÁÁÁ¹¹¹���������000DDD###***dddSSHGGG»»»^̂̂÷÷÷bbb
SSHk§�DËiAD2dDH�Telnet]FTPCBG£ÓnDZ*d�0®Ä��ÂG³XHíÊ
2R&@2�6�0C�ASSHk³X0?1=G���¾Ê@½���G¨�Æ� %J¿.e?
[�Telnetk³X0?Ä�{Ê2eI6G¨�Æ� H�é.eda�n%�cW2�

³XãaD2d��ª�GO=$kYDñ0W2�

• telnet

• rsh

• rlogin

• vsftpd

���·QG£ÓnDZ*d�03¥kÞËD2dºDH��µÊ À{Ê®Ä�À
·chkconfig �ncurses°��G®Ä�À·ntsysv�¿H�À¬z�Ây®Á���¾Ê@�d������
ªªª���   ###������ÂÂÂ(redhat-config-services )G�3e$k³X0W2�,ebG��ÂÓ?D
Hroot@Gy���%»^@2�

ÀÊÃ°Â]chkconfig �ntsysv ]������ªªª���   ###������ÂÂÂk³<8��ª�G #D=�?Gáf
H�Red Hat Linux���µ{��{ G��ª�DM2dy���Gj·GÔk�Í0?(9.��
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e19Ô

Tripwire

TripwireG���JÓnJß�¬�}~yk³X2dA�l^C���·¬x{ÂA�zÃ��ÁD
M2d>èk2R?rw2d,A@�6ebG�qnkÉú2d,A%@&W2�TripwireH�ô¥
Z.e8#UACrß3¥k�0?,ek~o0W2�TripwireHrG08¬x{Â%>è.e8,
Ak�©08ñ��\½¸�Âk�0?���·"��D�~0W2�TripwireH��`�>è�¿
H|£.e8¬x{Âk�àADú9woW2G@���G»^%�d¬x{ÂGWkT��DJ
:���$bG��é/k�s0W2�,ebGX�Dac���§QG�ór©A8Í^k�Z
d���·"��DA<?H�TripwireHæsb0���ÂACcW2�

TripwireH�¬x{Â±G���°���>èñé�6G;G���DÍb0?¬x{Â]�zÃ
��Ák�Î2d,ADacX�0W2����°��H�¸#GéWDÃ#.e8¬x{ÂA�z
Ã��Ák1<8�¡�®�¾��— I�(°��À{Ê)k7l@�W2�I����°��G×M
H����·%�ó.e�dúSDCdÏ(¤��Æ��D�02dÏ)Dyo2d»^%�cW2�I
����°��%{o.edA�TripwireH�lG���·k,eA�Î0�>è��`�|£G�
3e$%�eI`�0W2�

TripwireH�Red Hat LinuxG£ÓCúSk�G2dºGelC��Â@H�cW2
%�TripwireHRed Hat, Inc.@�´��.eW4l�TripwireD10?Gáfõ`%»^Cñ�H�,
G®Ä�~��G�{�http://www.tripwire.orgk�Í0?Y.��

19.1. Tripwire GGG³³³XXXjjjlll
êG¬Ä��º��H�Tripwire%BGa�D¥{2d$kñ0?�W2�
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AAA19-1. TripwireGGG³³³XXX

A19-1@ñ0?�d��äGÄ��k[�´0á0(£é0W2�

1. Tripwirek{Ê���Â0?´Á��¬x{Âk���µ{�2d�

‘ Tripwire RPMk{Ê���Â0W2�(�19.2k�Í)�êD��Ê®ÂG #¬x{Â
)/etc/tripwire/twcfg.txt *A´Á��¬x{Â)/etc/tripwire/twpol.txt *k�
��µ{�0� #��Á®�)/etc/tripwire/twinstall.sh *k��0W2�áf
H�19.3k�Í0?(9.��
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2. Tripwire���°��k�UZ2d�

‘ �cG��ç^XTripwire´Á��¬x{Â)/etc/tripwire/tw.pol *DI>&��Ö2d
l^C���·¬x{ÂG���°��kì¶0W2�áfH�19.4k�Í0?(9.��

3. TripwireJÓn�~��k��2d�

‘ �0({o.e8Tripwire���°��A�jG���·¬x{Âk�Î0�ã*0?�d¬x
{Â]>è.e8¬x{Âkr�0W2�áfH�19.5k�Í0?(9.��

4. TripwireÃ´��¬x{Âkrß2d�

‘ /usr/sbin/twprint @TripwireÃ´��kÌñ0?JÓnÄpkíRW2�áfH�19.6.1k
�Í0?Y.��

5.ÞaGJÓnÄp%`y08ñ��C�C��¼Á�zM�k�Ç2d�

‘ �ÖÁG¬x{Â%ãvD>è.e?�dñ�H�§��y�®$b�Á�¡ÂAF0U!d
$�®Ä�À·kS{Ê���Â�¿H�±Ã��zÊ����·k	ÓDS{Ê���Â0W
2�

6.¬x{ÂG>è%4Ë@�dñ��Tripwire���°��¬x{ÂkrG0?è�2d�

‘ �Ö2d¬x{ÂQG>è%¶AA@�dñ��Tripwire���°��kA_0?^iÃ´��
×G,ebG>èkÞÖ0W2�áfH�19.7k·~Y.��

7.´Á��¬x{Â%rßD�'2dñ��Tripwire´Á��¬x{Âkè�2d�

‘ Tripwire@�Ö2d¬x{ÂGÍ~]JÓnÄpG1c��jlk>è2dDH�X
¶0?�d´Á��¬x{Â(/etc/tripwire/twpol.txt )kè�0?��ç^XG�
«�(/etc/tripwire/tw.pol )�kSyo0�Tripwire���°��kè�0W2�áf
H�19.8k�Í0?(9.��

6e7eG3�Gá0�£éH�,GÔGµ�2d���¾Êk�Í0?(9.��

19.2. Tripwire RPM GGG{{{ÊÊÊ���������ÂÂÂ
Tripwirek{Ê���Â2d[<A[#�CjlH�Red Hat LinuxG{Ê���ÂéDTripwire
RPMkÉo2d,A@2�890Red Hat Linuxk2@D{Ê���Â0?�dñ�H�rpm�µ
Ê �¿H¨̈̈������������"""���������ÂÂÂ (¨̈̈������������"""���������ÂÂÂ)k³X0?Red Hat Linux 9 CD-ROM$
bTripwire RPMk{Ê���Â0W2�

Tripwire%{Ê���Â0?�d$B�$ãéCñ�H��~Â®ÄÊ®�@êG�µÊ kó´0
W2�

rpm -q tripwire

Tripwire%{Ê���Â0?�dñ�DH�,G�µÊ HêGw´kÌñ0W2�

tripwire- <version-number >

êdw´G×�<version-number >AH�¨����G§��¾Ê��@2�

Tripwire%{Ê���Â.e?�C�ñ�H��~Â®ÄÊ®�D
cW2�

«YD�CD-ROM$bRPM�µÊ À{Êy®Á���¾Êk³<?Tripwirek|ä*?�{Ê�
��Â2djlkdW$D£é0W2�

1. Red Hat Linux9{Ê���ÂCD-ROMGÁGCD 2kýó0W2�

2. CD-ROM%ô¥µ}Ê�.eC�ñ�H�êG�µÊ kó´0W2�
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mount /mnt/cdrom

3.«YGa�Dó´0?Tripwire RPM%CD-ROMêD�d,AkÉú0W2�
ls /mnt/cdrom/RedHat/RPMS/ | grep tripwire

,GRPM%CD-ROMêG�dñ�H�¨����GçÏ%Ìñ.eW2�

RPM%CD-ROMêDC�ñ�H��~Â®ÄÊ®�D
cW2�,Gñ��T�D6GCD-
ROMkyÊµ}Ê�0?�1�$b3�W@G���®k�cC0�;GRed Hat Linux 9{Ê
���ÂCD-ROMk�~��2d»^%�cW2�

yÊµ}Ê�2dDH�CD-ROMy{�Êkå�Á��0?EjectkÉo2d$��d�H�~
Â®ÄÊ®�@êGa�Dó´0W2�
umount /mnt/cdrom

4. Tripwire RPMk|ä*8¶@H�root½���@êGa�D�µÊ kó´0?�6ek{Ê
���Â0W2�
rpm -Uvh /mnt/cdrom/RedHat/RPMS/tripwire*.rpm

/usr/share/doc/tripwire- <version-number >/ �zÃ��Á×D�dTripwireXGÁÁ��
¥��AREADME¬x{Âk|ä*d,A%wod@0`��(,,@<version-number >A
H��¬�}~yG§��¾Ê��@2),ebG �¼¸Ê�DH��¬�Â�G´Á��¬x{Â
A6G;G�«��D12dl^Cõ`%7We?�W2�

19.3. Tripwire GGG���������µµµ{{{���
Tripwire RPMG{Ê���Â%Q 2dA��¬�}~yk�UZ2d8ZDêG���®kÓ?�
�2d»^%�cW2�

19.3.1. /etc/tripwire/twcfg.txt GGGAAA___

,G�Ê®ÂTripwire #¬x{ÂGA_H»?@H�cW4l%�½���G�ñDa<?HA_
2d,A%»^DCd$[©eW4l�È!I�Tripwire¬x{ÂGñ�k>è2d�\½¸�Â 
#k���µ{�2d�¿HÁ´��XGáfÃ°Âk���µ{�2dCBGñ�D»^@2�

«YD/etc/tripwire/twcfg.txt ¬x{Â×@»?ACd½��� #a�C>Wkñ0W2�

• POLFILE — ´Á��¬x{ÂGñ�kÃ#0W2�/etc/tripwire/tw.pol %�¬�Â�G¨
@2�

• DBFILE — � � � ° � � ¬ x { Â G ñ � k Ã # 0 W
2�/var/lib/tripwire/$(HOSTNAME).twd %�¬�Â�G¨@2�

• REPORTFILE — Ã ´ � � ¬ x { Â G ñ � k Ã # 0 W 2 � � ¬ � Â � @ , G ¨
H/var/lib/tripwire/report/$(HOSTNAME)-$(DATE).twr D���.e?�W2�

• SITEKEYFILE — �{���¬x{ÂGñ�kÃ#0W2�/etc/tripwire/site.key %�
¬�Â�G¨@2�

• LOCALKEYFILE — Ä � � Â � � ¬ x { Â G ñ � k Ã # 0 W
2�/etc/tripwire/$(HOSTNAME)-local.key %�¬�Â�G¨@2�

lll^̂̂

 #¬x{ÂkA_0?[�êdG�3e$G>WkÍ#xGWWD2dA� #¬x{ÂHÞËDCcW2�
,GúSDCdA�tripwire �µÊ k��08éD��À�k`�0?Q 0?0W�W2�
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�Ê®ÂG/etc/tripwire/twcfg.txt ¬x{Â×G¯cG #a�C>WH�®�¾ÊACcW
2�,eDH«Y%7WeW2�

• EDITOR—Tripwire@�L-Wed������z�kÃ#0W2��¬�Â�G¨H/bin/vi @
2�

• LATEPROMPTING— true D���.e?�dñ��,G>WH�Tripwire%½���D¨�Æ�
 k^�2dW@wod@*ò(Q=a�D0?�6eDac¨�Æ� %¸¹Á×D5l2dé
/kT³�D2da� #0W2��¬�Â�G¨Hfalse @2�

• LOOSEDIRECTORYCHECKING— true D���.e?�dñ��,G>WH�Tripwirek�ÖÁG
�zÃ��Á×G¬x{Â%>è.e8ñ�H`�0?��zÃ��Áô+G>èH`�0C�a
�D #0W2�,e@TripwireÃ´��GEïkj�0W2��¬�Â�G¨Hfalse @2�

• SYSLOGREPORTING— true D���.e?�dñ��,G>WH�Tripwire%½��� ¨kC
:0?syslog��¹ÊQõ`k`�2da�D #0W2�Ä�Ã°ÂHnotice D���0?�
cW2�áfHsyslogd Gmank·~Y.���¬�Â�G¨Hfalse @2�

• MAILNOVIOLATIONS— true D���.e?�dñ��,G>WH�Tripwire%ÄpG`yD$
$hb3�Í#GU/@\½¸�ÂG`�kw2a�D #0W2��¬�Â�G¨Htrue @2�

• EMAILREPORTLEVEL— \½¸�Â`�GáfÃ°ÂkÃ#0W2�,G>WG4ËC¨H0$
b4@2��¬�Â�G¨H3AC<?�W2�

• REPORTLEVEL— twprint �µÊ Dacyo.e8Ã´��XGáfÃ°ÂkÃ#0W2�,G
¨H�µÊ À{Êê@�&�!woW2%�¬�Â�@H3D���.e?�W2�

• MAILMETHOD— Tripwire%³X2R&¸�Â®Ä��ÂkÃ#0W2�4ËC¨
H�SMTPASENDMAIL@2��¬�Â�¨HSENDMAIL@2�

• MAILPROGRAM— Tripwire%³X2R&¸�Â®Ä�À·kÃ#0W2��¬�Â�¨
H/usr/sbin/sendmail -oi -t @2�

�Ê®Â #¬x{ÂkA_08¶H��Ê®Â´Á��¬x{Âk #2d»^%�cW2�

LLL���

��¼Á�zG�A@�{Ê���Â��Á®�G���¿H�ç^XG #¬x{ÂkSyo08¶DH�®
Ã{Ê����@�d/etc/tripwire/twcfg.txt G2R?G�«�k|£2d$�¿H£ÓCñ�DJ52
d»^%�cW2�;GjlA0?Hs�k>è0?�;$bH¾X1eC�a�D0W2�

19.3.2. /etc/tripwire/twpol.txt GGGAAA___

»?@HC�G@2%����·êG¸#Gy®Á���¾Ê�¬x{Â��zÃ��Á�kü�
0?�d�D�¸Ê�.e?�d,G�Ê®ÂTripwire´Á��¬x{ÂkA_2d»^%�cW
2�RPMGÞ>èG�Ê®Â #Dqd,AH���·kC�DJ¿@&C�a�n%�cW2�

´Á��¬x{Âk>è2d,AH�¬x{Â]³X0?�C�®Ä�À·QG¾`k��2d,
A��L\½¸�Â�©CBGX�G�`DacTripwireG³X^¨kÏê0W2�

ÈÈÈ¶¶¶

\½¸�ÂDad�©H�¬�Â�@H #.e?�W4l�,GX�G #GáfD=�?H�19.8.1k·
~Y.��
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 #��Á®�k��08¶@�Ê®Â´Á��¬x{Âk>è2dñ�H��ç^X´Á��¬x
{ÂGSyojlk�19.8@·~Y.��

LLL���

��¼Á�zG�A@�{Ê���Â��Á®�G���¿H�ç^XäG #¬x{ÂkSyo08¶DH�
®Ã{Ê����@�d/etc/tripwire/twpol.txt GÓ?G�«�k|£2d$�¿H£ÓCñ�DJ52
d»^%�cW2�;GjlA0?Hs�k>è0?�;$bH¾X1eC�a�D0W2�

19.3.3. twinstall.sh ������ÁÁÁ®®®���GGG������

root½���A0?��~Â®ÄÊ®�@/etc/tripwire/twinstall.sh Aó´0? #��Á®
�k��0W2�twinstall.sh ��Á®�%�{�AÄ��ÂG¨�Æ� k5F?&W2�,e
bG¨�Æ� HTripwire¬x{ÂkJ¿2dºG¦�Z��kyo2dGD³X.eW2�

�{�AÄ��ÂG¨�Æ� kÉo2dA&�êG�{ À{Êkü�2d»^%�cW2�

• ½¸G¨�Æ� k��W%å�Ld�@T�8%å$bTd1023%åW@D0?³X2d�

• ¨�Æ� ×DHÛXó�H³X0C��

• TripwireG¨�Æ� H�	ÓD���·XGroot]6G;G¨�Æ� AH9G[GA0? #2
d�

• �{���AÄ��Â��H6e7e½¸G¨�Æ� A2d�

�{���¨�Æ� HTripwire #¬x{ÂA´Á��¬x{ÂG£jkJ¿0W2�Ä��Â
��¨�Æ� HTripwire���°��AÃ´��¬x{ÂkJ¿0W2�

LLL���

¨�Æ� k�e8ñ�H��ç^X¬x{Âk�¾2djlH�cW4l�¨�Æ� k�e8ñ��¬x{
ÂH³X@&3� #��Á®�kSp��2d»^%�cW2�

 #�´Á������°���Ã´��¬x{Â�k¦�Z2d,A@�TripwireH��{�A
Ä��ÂG£¨�Æ� kè<?�C�0�%6ebk¾X-Y,Ak�'W2�,eH�ó�%�
��·Grooty���k1µ08A0?[�6G4�kÈ28ZGTripwire¬x{Â>èH@&C�A
��¶Ì@2�

Íp¦�Z.e?�ç.edA�twinstall.sh ��Á®�k��0?yo.ed #A´Á��G
¬x{ÂH�çÏ>è]½¥H2R&@H�cW4l�

19.4. Tripwire ���������°°°������GGG���UUUZZZ
���°��k�UZ2déD�TripwireH´Á��¬x{ÂGc$DI>�?ÍåG¬x{Â��
�·��~��kìo0W2�,G���°��HJÓn�~��GºGIâA0?G�ßk0W
2�

Tripwire���°��k�UZ2dDH�êG�µÊ k³X0W2�

/usr/sbin/tripwire --init
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,G�µÊ H��DW�$$d,A%�cW2�

,ebG���®kv0(Q 2dA�TripwireH�l^C¬x{Â×G>èkíRdGD»^C
¬x{Â���·GIâ�¡�®�¾��kè=a�DCcW2�Tripwire���°��G�UZ%
Q 2dA��UJÓn�~��k��2d»^%�cW2�,G�~��H�Ê«¼��k¤��
Æ��D=C�@{okºZdÏD2R&[G@2�áfG£éH�19.5k·~Y.��

É*@&dúSDTripwire% #@&8b�,e@ô:D���·k{ÝD³X2d,A%woW
2�

19.5. JJJÓÓÓnnn���~~~������GGG������
�¬�Â�@H�Tripwire RPMH/etc/cron.daily/ �zÃ��ÁDtripwire-check A��
�~Â��Á®�k�`0W2�,G��Á®�H�1ñ1�ô¥ADJÓn�~��k��0W
2�

0$0�«YG�µÊ kó´2eI��=@[TripwireGJÓn�~��k��2d,A%woW
2�

/usr/sbin/tripwire --check

JÓn�~��@�TripwireH�l�jD³X.e?�d¬x{Â���·��~��k����
°��Dd�.e?�d6ebG¬x{ÂG®Ä¨�zA�Î0W2�Äp×MH�õDw´.e�
Ã´��G¦�Z08�«�%/var/lib/tripwire/report/ DÁDyo.eW2�,GÃ´��
G×MH�19.6.1D°^%ñ.e?�d�c�twprint �µÊ k³X0?Ìñ2d,A%woW
2�

¸#GJÓnÄp%`y08jD\½¸�ÂG�©k>*da�D08�ñ�H�´Á��¬x{Â
k6Ga�D #0W2�6G #G°jAX�G���D10?G£éH�19.8.1k·~Y.��

19.6. Tripwire ÃÃÃ´́́������GGGrrrGGG
¦�Z.e8TripwireÃ´��A���°��kÌñ2dDH/usr/sbin/twprint k³X0W2�

19.6.1. Tripwire ÃÃÃ´́́������GGGÌÌÌñññ

twprint -m r �µÊ H�TripwireÃ´��G×Mk¾X]2�����@Ìñ0W2�BGÃ
´��¬x{ÂkÌñ2d$k�twprint DÃ#2d»^%�cW2�

twprint �µÊ @TripwireÃ´��kÌñ2dH�êGa�D)2R?1�@*ó´0W2�

/usr/sbin/twprint -m r --twrfile /var/lib/tripwire/report/ <name>.twr

�µÊ G-m r �®�¾Ê%twprint D�TripwireÃ´��k��2da�DÃñ0W2�--
twrfile �®�¾ÊHtwprint D³X2dTripwireÃ´��¬x{ÂkÃ#0W2�

TripwireÃ´��GçÏH�Tripwire%Ã´��{oD�~��08²��GçÏA{oñék7l@
�W2�TDJ5.e?�dÃ´��H\é@[Ìñ2d,A%@&W2�TripwireÃ´��GGÍ
~k|dDHls /var/lib/tripwire/report Aó´0W2�

|=$<8Äp]yo.e8�À�GWDa<?H�Ã´��H$Ccò(CcW2�Ã´��GT
�G��H�êGa�DCcW2�

Tripwire(R) 2.3.0 Integrity Check Report

Report generated by: root
Report created on: Fri Jan 12 04:04:42 2001
Database last updated on: Tue Jan 9 16:19:34 2001
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=======================================================================
Report Summary:
=======================================================================
Host name: some.host.com
Host IP address: 10.0.0.1
Host ID: None
Policy file used: /etc/tripwire/tw.pol
Configuration file used: /etc/tripwire/tw.cfg
Database file used: /var/lib/tripwire/some.host.com.twd
Command line used: /usr/sbin/tripwire --check

=======================================================================
Rule Summary:
=======================================================================
-----------------------------------------------------------------------
Section: Unix File System
-----------------------------------------------------------------------
Rule Name Severity Level Added Removed Modified
--------- -------------- ----- ------- --------
Invariant Directories 69 0 0 0
Temporary directories 33 0 0 0

* Tripwire Data Files 100 1 0 0
Critical devices 100 0 0 0
User binaries 69 0 0 0
Tripwire Binaries 100 0 0 0

19.6.2. Tripwire ���������°°°������GGGÌÌÌñññ

twprint k³X0?�Tripwire���°��ÓK]���°��×GÉo08¬x{ÂD12dõ`
kÌñ2d,A[@&W2�,eDac����·êGBe(b�Gõ`kTripwire%��0?�d
$kÉú@&W2�

Tripwire���°��ÓKkÌñ2dDH�êG�µÊ kó´0W2�

/usr/sbin/twprint -m d --print-dbfile | less

,G�µÊ k��2dA�dC±G���%w´.eW2�«YGw´ÈH�6G�:G-(T�
G��@2�

Tripwire(R) 2.3.0 Database

Database generated by: root
Database generated on: Tue Jan 9 13:56:42 2001
Database last updated on: Tue Jan 9 16:19:34 2001

=================================================================
Database Summary:
=================================================================
Host name: some.host.com
Host IP address: 10.0.0.1
Host ID: None
Policy file used: /etc/tripwire/tw.pol
Configuration file used: /etc/tripwire/tw.cfg
Database file used: /var/lib/tripwire/some.host.com.twd
Command line used: /usr/sbin/tripwire --init

=================================================================
Object Summary:
=================================================================
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-----------------------------------------------------------------
# Section: Unix File System
-----------------------------------------------------------------

Mode UID Size Modify Time
------ ---------- ---------- ----------

/
drwxr-xr-x root (0) XXX XXXXXXXXXXXXXXXXX

/bin
drwxr-xr-x root (0) 4096 Mon Jan 8 08:20:45 2001

/bin/arch
-rwxr-xr-x root (0) 2844 Tue Dec 12 05:51:35 2000

/bin/ash
-rwxr-xr-x root (0) 64860 Thu Dec 7 22:35:05 2000

/bin/ash.static
-rwxr-xr-x root (0) 405576 Thu Dec 7 22:35:05 2000

Tripwire%��0?�d¸#G¬x{Â)È�/etc/hosts *D12dõ`kÌñ2dDH�êGa
�Dó´0W2�

/usr/sbin/twprint -m d --print-dbfile /etc/hosts

,G�µÊ k��2dA�êGa�Cw´%Ìñ.eW2�

Object name: /etc/hosts

Property: Value:
------------- -----------
Object Type Regular File
Device Number 773
Inode Number 216991
Mode -rw-r--r--
Num Links 1
UID root (0)
GID root (0)

6G;G�®�¾ÊD=�?H�twprint Gman±��k�Í0?(9.��

19.7. Tripwire ���������°°°������èèè���
JÓn�~��k��0?Äp%|=$<8ñ��W3T�D�`|.e8Äp%��G��¼Á
�z�CG$�v�C>èDad[G$kn¢2d»^%�cW2�Tö�y®Á���¾ÊG{
Ê���Â]l^C���·¬x{ÂGA_k08ñ��TripwireHJÓn�~��Äpkv0(`
�0W2�,Gñ��Tripwire���°��kè�0?�«¶6ebG>è%ÄpA0?`�.eC
�a�D0W2�Íj����·¬x{ÂDM0?ãvC>è%.e?�?JÓn�~��Äp%`
�.e8ñ�H�§��y�®$b�Á�¡ÂG¬x{Âk��2d$�Äp%à�Cñ�H�±
Ã��zÊ����·kS{Ê���Â0W2�

Tripwire���°��kè�0?Ã´��×GÄpkºú2dDH�TripwireH©3���°��D
M0?Ã´��¬x{Âk	°�Í0?�6G¶�Ã´��¬x{Â$bºú@&dÄpk��0W
2����°��kè�2déDH�T�GÃ´��k³X2da�D[kä*?Y.��

Tripwire���°��kè�2dDH�êG�µÊ k)2R?1�@*ó´0W2�,,@nameA
HT�GÃ´��¬x{ÂGá@2�

/usr/sbin/tripwire --update --twrfile /var/lib/tripwire/report/ <name>.twr



260 eee19ÔÔÔTripwire

TripwireH�6G #¬x{Â×GEDITOR�@Ã#08�¬�Â�G������z�k³X0?
Ã´��¬x{ÂkÌñ0W2�,,@�Tripwire���°��×Dè�08(C�¬x{Â%�e
I�Éok�£@&W2�

lll^̂̂

���°��GÁ@H�ºú.e8JÓnÄpGXk>è2d,A%l^@2�

Tripwire���°��Gè�D#G2R?H�¬x{ÂçGÏ%[x] @ºWcW2�«YGÈGa�D
CcW2�

Added:
[x] "/usr/sbin/longrun"

Modified:
[x] "/usr/sbin"
[x] "/usr/sbin/cpqarrayd"

ºú.e8JÓnÄpk¸#0?�Tripwire���°��QG�`$b«2DHxk1c£&W2�

�¬�Â�G������z�vi GÁ@¬x{ÂkA_2dDH�i kó´0?[Enter]��k>0?
ýó¹� Dóc�6e$b»^C>èk0W2�Q 2dA[Esc]��k>0?:wqAó´0?$
b[Enter]��k>0W2�

��z�%11?$b�Ä��Â¨�Æ� kó´2dA���°��%Sìo.e��ç.eW
2�

�cGTripwire���°��%�&-We8¶H��0(ºú.e8JÓnÄpDHL�Ìñ%wC
(CcW2�

19.8. Tripwire ´́́ÁÁÁ������¬¬¬xxx{{{ÂÂÂGGGèèè���
Tripwire���°��Dd�.e?�d¬x{Âk>è08c�\½¸�ÂD #k>è08c�`
�.edÄpG1pk>è2dDH�Tripwire´Á��¬x{ÂkA_2d»^%�cW2�

W3��Ê®Â´Á��¬x{Â)/etc/tripwire/twpol.txt *D»^C>èk`!W2�,G
¬x{Âk|£0?�dñ�(TripwireG #Q ¶H��2R&ÿ{)�êG�µÊ k`�0?6e
kSyo2d,A%woW2�

twadmin --print-polfile > /etc/tripwire/twpol.txt

,G´Á��¬x{ÂQGÍ}AC>èH����·êD5l0C�¬x{Âk�¸Ê�y}�0?
6eb%TripwireÃ´��@¬x{Â%|ä$cW4lG�À�kyo0C�a�D2d,A@2�È!
I����·D/etc/smb.conf ¬x{Â%C�ñ��êGÈGa�D#Öktwpol.txt �G©¡D
ä*?��¸Ê�y}�2d,A@�Tripwire%6ekû�0C�a�D0W2�

# /etc/smb.conf -> $(SEC_CONFIG) ;

êD��cG�ç^X/etc/tripwire/tw.pol ¬x{Âk{o0?�,G´Á��õ`DI>�?
���°��¬x{Âkè�0W2�A_08´Á��¬x{Â%/etc/tripwire/twpol.txt A
2dA�êGa�D�µÊ kó´0W2)2R?1�@ó´0W2*�

/usr/sbin/twadmin --create-polfile -S site.key /etc/tripwire/twpol.txt

�{�¨�Æ� Gó´k�ZbeW2�ó´2dA�twpol.txt ¬x{Â%¦�Z.e?�ç.e
W2�
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�0�/etc/tripwire/tw.pol ¬x{Âk{o08b�»3Tripwire���°��kè�0W2�
[<A[É�CjlH��lG���°��k|£0?��0�´Á��¬x{Âk³X0?�8D
���°��k{o2d]cj@2�

³XÁGTripwire���°��GçÏ%bob.domain.com.twd A2dA�,G���°��k|£
2dDHêG�µÊ kó´0W2�

rm /var/lib/tripwire/bob.domain.com.twd

0*?�êG�µÊ kó´0?è�08´Á��¬x{Âk³X08�0����°��k{o0
W2�

/usr/sbin/tripwire --init

���°��%v0(>è.e?�d$B�$kÉú2dDH�3¥@T�GJÓn�~��k��
0?Ã´��G×MkÉú0W2�,ebG{ÝG3�H��19.5A�19.6.1k�Í0?(9.��

19.8.1. Tripwire AAA\\\½½½¸̧̧���ÂÂÂ

Tripwire@H�´Á��¬x{Â×G�d¸#G�{®GÂ�ÂDM2dÄp%`y08A&D�÷
¶G�©D\½¸�Âk��@&W2�TripwireD,G #k2dDH�W3¸#GJÓnÄp%`
y08ñ�Dåt2d	3G\½¸�Ây Ã�A��Ö2dÂ�Âk #2d»^%�cW2�"
��%\0[�dd&C���·@H�¼CdÄpDM0?6e7e¼Cd�Â�®D�©2d,A
%woW2�

� D \ D = � ? � © 2 d $ � L B G Ä p Â � Â @ � b D ` � 2 d $ % [ # 2 d
A�/etc/tripwire/twpol.txt GA_@�6e7eGÂ�ÂGÂ�Â�zÃ��z���¾Ê
Demailto= �k�`0W2��KADH�severity=�G¶fD�Êµk�`0�êG�Demailto=
kä*�6GêD��©GE-maily Ã�kó´0W2��WGy Ã�k�¶�ÄÊ@ý�<?Ã
#2dA��WGE-mailk��@&W2�

8A!I�¤��Æ��®Ä�À·%>è.e8jD�johnrayAbobGè0G"��D�©2dD
H�´Á��¬x{Â×GNetworking ProgramsÂ�Â�zÃ��zkêGa�D>è0W2�

(
rulename = "Networking Programs",
severity = $(SIG_HI),
emailto = johnray@domain.com;bob@domain.com

)

´Á��¬x{Âk>è0?$b��19.8GÃñDe<?è�A¦�Z08�ç^XGTripwire´Á
��¬x{ÂG�«�kyo0W2�

19.8.1.1. ���������¸̧̧������������GGG������

TripwireG\½¸�Â�© #Dad�jG¸������k���2dDH�êG�µÊ k��
0W2�

/usr/sbin/tripwire --test --email your@email.address

Ã#08\½¸�Ây Ã�D89:Dtripwire ®Ä�À·Da<?����¸����%��.e
W2�



262 eee19ÔÔÔTripwire

19.9. Tripwire    ###¬¬¬xxx{{{ÂÂÂGGGèèè���
TripwireG   # ¬ x { Â k > è 0 8 � ñ � H � © 3 � Ê ® Â   # ¬ x {
Â/etc/tripwire/twcfg.txt kA_2d»^%�cW2�,G¬x{Âk|£0?�dñ
�(TripwireG #kQ ¶2R&ÿ{)�êG�µÊ k³X0?6ekSyo2d,A%woW2�

twadmin --print-cfgfile > /etc/tripwire/twcfg.txt

TripwireH �twadmin � µ Ê   D a c �   # � � � � ¬ x { Â % v 0 ( � ç . e
?�/etc/tripwire/tw.pol D>�.edW@BlC #>è[úú0W4l�

/etc/tripwire/twcfg.txt ����¬x{Â$b #¬x{ÂkSyo2dDHêG�µÊ k
³X0W2�

/usr/sbin/twadmin --create-cfgfile -S site.key /etc/tripwire/twcfg.txt

 #¬x{ÂH�Tripwire´Á��]y®Á���¾Ê@��2d¬x{Âk>è0C�
º�Tripwire���°��kSyo2d»^H�cW4l�

19.10. Tripwire ¬¬¬xxx{{{ÂÂÂGGGñññ���GGG���ÍÍÍ
Tripwire@{Ý2dÏD�y®Á���¾ÊXGl^C¬x{Â%�dñ�k©<?#(»^%�
cW2�TripwireH6G¬x{Âk�6e7eG¬x{ÂG��De<?.W/WCñ�DJ50W
2�

• /usr/sbin/ �zÃ��ÁGÁDH�«YGa�C®Ä�À·%�cW2�

• tripwire

• twadmin

• twprint

• /etc/tripwire/ �zÃ��Á×DH�êGa�C¬x{Â%�cW2�

• twinstall.sh — TripwireG�UZ��Á®��

• twcfg.txt — Tripwire RPMDa<?¶¢.ed #¬x{Â�

• tw.cfg — twinstall.sh ��Á®�Da<?{o.e8�ç^XG #¬x{Â�

• twpol.txt — Tripwire RPMDa<?¶¢.ed�Ê®Â´Á��¬x{Â�

• tw.pol — twinstall.sh ��Á®�Da<?{o.ed�ç^G´Á��¬x{Â�

• ��¬x{Â— twinstall.sh ��Á®�Da<?{o.edÄ��Â��A�{���@�
ÃÞ½.key %T¶Dä(�

• twinstall.sh {Ê���Â��Á®�k��08¶�/var/lib/tripwire/ �zÃ��ÁDH
«YGa�C¬x{Â%�cW2�

• Tripwire���°��—���·¬x{ÂG���°��@�.twd GÃÞ½kè=�

• TripwireÃ´��— report/ �zÃ��ÁHTripwireÃ´��%J5.e?�dñ�@2�

êG���¾Ê@H�Tripwire���·GÁ@�,ebG¬x{Â%è=�ßD=�?£é0W2�
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19.10.1. Tripwire GGG���ÊÊÊ´́́���¤¤¤ÊÊÊ���

ÏyG���¾ÊDw?(dTripwire���·×G�ßGáfk«YDñ0W2�

/etc/tripwire/tw.cfg

‘ ,eH�Tripwire���¬x{ÂGñ�CB���·�4Gõ`%J5.ed¦�Z.e
8Tripwire #¬x{Â@2�twinstall.sh {Ê���À���Á®�Atwadmin �µÊ
 H� #¬x{ÂG����§��¾Ê�/etc/tripwire/twcfg.txt k³X0?,G¬x
{Âkyo0W2�

{ Ê � � � Â � � Á ® � k � � 0 8 ¶ � � � � · " � � Htwadmin k ³ X 0
?/etc/tripwire/twcfg.txt GA_Atw.cfg G�ç^X�«�kSyo2d,ADac�
¨À¸��k>è2d,A%woW2�6GjlGáfD=�?H��19.9k·~Y.��

/etc/tripwire/tw.pol

‘ y��zCTripwire´Á��H��¸Ê��Â�Â��zÃ��z�>WCBk7Y¦�Z
.e8¬x{Â@2�,G¬x{ÂHTripwire%���·k�~��2djlkÃñ0W2�´
Á��¬x{Â×G6e7eGÂ�ÂH�Ö.ed���·��~��kÃ#0W2�Â�Â
HW8���~��QG>èG`�2d[GAÞÖ2d[Gkdy0W2�

���·��~��AH��Ö08�¬x{Â]�zÃ��Á@2�Á��~��H
��~��ç@ú9.eW2�®Ä¨�zHTripwire �¬�}~y%�Ö@&d�
�~��G1=G¸àkñ0W2��zÃ��zH´Á��¬x{Â×GÍåGÂ�
ÂG÷bäG��kj·0W2�{Ê���ÂÁD�Ê®Â����´Á��¬x{
Â�/etc/tripwire/twpol.txt %y��zCTripwire´Á��¬x{Âkyo2dGD³
X.eW2�

{Ê���Â��Á®�k��08¶����·"��H�twadmin �µÊ k³<
?�/etc/tripwire/twpol.txt GA_Atw.pol ¬x{ÂG�ç^X�«�kSyo2d,
ADacTripwire´Á��¬x{Âkè�@&W2�6GjlD12dõ`H�19.8@·~Y.
��

/var/lib/tripwire/ host_name.twd

‘ T�G�UZ@H�TripwireH�ç^X´Á��¬x{ÂGÂ�Âk³X0?���°��¬x
{Âk{o0W2�,GTripwire���°��¬x{Â%�T©G£ÓCúSD#*d����
·GI��¡�®�¾��@2�TripwireH�,GI�A�lG���·k�Î0?BGa�C
>è%`y08$n¢0W2�,G�ÎHJÓn�~��A�IeW2�

/var/lib/tripwire/report/ host_name- date_of_report- time_of_report.twr

‘ JÓn�~��k��2dA�/var/lib/tripwire/report �zÃ��ÁDÃ´��¬x{
Â%{o.eW2�Ã´��¬x{ÂDH�JÓn�~��@´Á��¬x{ÂÂ�ÂDÄp0
8�¬x{ÂG>è%2R?d�.eW2�TripwireGÃ´��HêG�Èk³X0?çÏ%ä
*beW2�host_name - date_of_report - time_of_report .twr . ,ebHTripwire��
�°��A�jG���·¬x{ÂAG	ÄGáfk`�0W2�

19.11. 666GGG;;;GGGÁÁÁ���������
TripwireH�,GÔ@×�0?�d«êG,A%woW2�TripwireD12dáfõ`kµdDH«Y
GÜ¦k·~Y.��
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19.11.1. {{{ÊÊÊ���������ÂÂÂ...eee???���ddd   ���¼¼¼¸̧̧ÊÊÊ���

• /usr/share/doc/tripwire- <version-number > — /etc/tripwire/ �zÃ��ÁD�d
 #¬x{ÂA´Á��¬x{ÂG���µ{�jlD12dTCCó�%�@2�

• tripwire �twadmin �twprint GÁ½��zÁ�zD=�?G¯Â®H�6e7eGman±��
k�Í0?(9.��

19.11.2. ���DDD���===Web���{{{���

• http://www.tripwire.org — Tripwire Open Source ProjectG²�·±��@2�TripwireD12d
T�¢¼��]]FAQÍ~%:i.e?�W2�

• http://sourceforge.net/project/showfiles.php?group_id=3130 — Tripwire®Ä�~��DadT�
G�¬z�ºÂ �¼¸Ê�QÁÊ�0W2�
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ä�A.

ÍÍÍ}}}AAACCC¨̈̈ÀÀÀ¸̧̧������AAA¹¹¹���¼¼¼���ÂÂÂ

,Gä�H�Í}AC¦� }~y�§{�G À{§�1D�X@&da�nG�d¨À¸��GÍ
�kñ28ZDdi.e?�W2�,eHRed Hat Linux@H��¤Â¹�¼�ÂA�IeW2�TA
lBGñ���¬�Â�G¨À¸��%X�0W2�0$0��§{�kvôDX�.4dºD�`
G¹�¼�Â¨À¸��%»^@�dA$�6G�§{�GºD¹�¼�ÂG�¬�Â�¨À¸��
kê�&2d»^%�dé%�cW2�

{Ê���Â2déW@H�Red Hat LinuxH£#08{Ê���Â�Âkìo2d8ZD��be8
�§{� À{§�G����k³X0W2�{Ê���Â®Ä�À·H<8<TC¦� }~y
ê@G{Ê���Âk�´��0W2%�O=$G À{§�(SCSIy�®��X�¤��Æ��y�
®��X�<(GCD-ROM À{XCB7Y)H{Ê���Â��¤ÂDF�.e?�W4l�,e
bH½���Da<?f¥éD¹�¼�ÂA0?Ä� .ed»^%�cW2�{Ê���Â®Ä�
�ÁDB,@�`G��¤Â¹�¼�Âk|ä*d,A%wod$D10?H�Red Hat Linux{Ê�
��Â�{ G�¨GºG���®GÔ@bhcGf¥jlG���¾Êk�Í0?(9.��

{Ê���Â%	 2dA���¤Â¹�¼�Âk�1?$CcGWG�§{�XG�´��%5l
0W2�

A.1. ¹¹¹���¼¼¼���ÂÂÂ¨̈̈ÀÀÀ¸̧̧������GGGÃÃÃ###
ñ�Da<?H�vôDX�2da�D¹�¼�ÂGÄ� éD¨À¸��kÃ#2d,A%»^C
,A[�cW2�,eH«YG2=GjlG�3e$@��0W2�

• 1�D	ÓC¨À¸�����kÃ#0W2�8A!I�cdu31=0x340,0 ¨À¸��k³X2d
A�Sony CDU 31$33kßc-X)IRQ*C0@´��340D #@&W2�

• ��G¨À¸��kÃ#0W2�T�G¨À¸�����G�:1=�¿H6e«ê%»^C�ñ
�DH�,Gjl@Ã#0W2�8A!I�cdu31_port=0x340 cdu31a_irq=0 kêdGÈA
¦1CD-ROMG¨À¸��A0?³X2d,A%@&W2�ORH�T�G¨À¸��jl%Q 
0�2��Gjl%¦º2dñ�kñ28ZD�CD-ROM�SCSI�,Gä�D:i.e8{��
¤����Â@³X.e?�W2�

ÈÈÈ¶¶¶

¸#G¨À¸��kè=¹�¼�ÂkÄ� 0?�dA&H�£j@HC(B:b$ÍjGjl9*k³X0W
2�

XXX���

¨À¸��D�Êµ%7Wedñ�H��ÊµG¶D�±��kóeC�@(9.��

1.  À{§�AH����·%¸#G¦� }~y�§{�kLinux@³Xwoda�D2d�¬�}~y@

2� À{§�%C�A���¤Â%�§{�Gv0�³Xjlkúú@&C�,A%�cW2�
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A.2. CD-ROM¹¹¹���¼¼¼���ÂÂÂ¨̈̈ÀÀÀ¸̧̧������

ÈÈÈ¶¶¶

Í~Ìñ0?�dCD-ROM À{G2R?%�´��.e?�d�@H�cW4l�«YGRed
HatGweb�{�D�d¦� }~y°�Í~( Hardware Compatibility List)@³X2d�§{�%�´��
.e?�d$B�$Éú0?Y.��http://hardware.redhat.com

�ôH� À{§�z��kÄ� 0?�§{�kÃ#0?$b�¨À¸��kÃ#0W2%�[<
A[Í}AD³X.e?�d¨À¸��G1=)hdX=cdrom*H�{Ê���ÂéD��®ÄÊ®
�)boot: *@ó´2d,A%@&W2�,Ga�CÈ«H�TD��¤ÂGÍ�@�dIDE/ATAPI
CD-ROM�´��k��2d8ZD.e?�W2�

êGÌ@�¨À¸��%Í~Ìñ.e?�C�¹�¼�ÂGdoH�ô¥r�@¦� }~yk|=
*d$�¹�¼�Â����� k3{Ý@>è0?S�Ê¨{Âk0C*eICbC�$G�3e
$@2�

¦¦¦���   }}}~~~yyy ¹¹¹���¼¼¼���ÂÂÂ ¨̈̈ÀÀÀ¸̧̧������

ATAPI/IDE CD-ROM À{ hdX=cdrom

Aztech CD268-01A, Orchid
CD-3110, Okano/Wearnes
CDD110, Conrad TXC,
CyCDROM CR520,
CyCDROM CR540 (IDE««)

aztcd.o aztcd=io_port

Sony CDU-31A CD-ROM cdu31a.o cdu31a=io_port ,IRQ OR
cdu31a_port=base_addr
cdu31a_irq=irq

Philips/LMS CDROM À{
206 cm260²��y�®�
�� ä&

cm206.o cm206=io_port,IRQ

Goldstar R420 CD-ROM gscd.o gscd=io_port

ISP16, MAD16, or Mozart�}
Ê �� CD-ROM{Ê��
¬~{�(OPTi 82C928 and
OPTi 82C929)
Sanyo/Panasonic, Sony,¿
HMitsumi À{A(X

isp16.o isp16=io_port ,IRQ,dma,
drive_type OR
isp16_cdrom_base=io_port
isp16_cdrom_irq=IRQ
isp16_cdrom_dma=dma
isp16_cdrom_type=drive_type

Mitsumi CD-ROM,Ç� mcd.o mcd=io_port ,IRQ

Mitsumi CD-ROM,���X mcdx.o mcdx=io_port_1 ,IRQ_1 ,
io_port_n ,IRQ_n

Optics storage 8000 AT
"Dolphin" À{�Lasermate
CR328A

optcd.o

¨ÀÃÂ´��IDE CD-ROM pcd.o

SB Pro 16°� sbpcd.o sbpcd=io_port
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¦¦¦���   }}}~~~yyy ¹¹¹���¼¼¼���ÂÂÂ ¨̈̈ÀÀÀ¸̧̧������

Sanyo CDR-H94A sjcd.o sjcd=io_port OR
sjcd_base=io_port

Sony CDU-535 & 531 (Í�
GProcomm À{)

sonycd535.o sonycd535=io_port

ÌÌÌA-1.¦¦¦���   }}}~~~yyy¨̈̈ÀÀÀ¸̧̧������

,ebG¹�¼�ÂG³XÈk�(=$ñ0W2�

   ### ÈÈÈ

��Ê�ÁIDE�ºÊ¤ÂGµ���D #.e
8ATAPI CD-ROM

hdc=cdrom

¤IDE Mitsumi CD-ROM´��340�IRQ 11 mcd=0x340,11

���X À{§k³X2d¤IDEGMitsumi
CD-ROM À{3c�IO´�
�300�304�320�IRQ 5�10�11

mcdx=0x300,5,0x304,10,0x320,11

Sony CDU 31$33´��340�IRQC0 cdu31=0x340,0ORcdu31_port=0x340
cdu31a_irq=0

Aztech CD-ROM´��220 aztcd=0x220

Panasonic�{®CD-ROM SoundBlaster{Ê
��¬~{��´��230

sbpcd=0x230,1

Phillips/LMS cm206 and cm260 at IO 340 and
IRQ 11

cm206=0x340,11

Goldstar R420 at IO 300 gscd=0x300

Mitsumi À{�MAD16�}Ê ��
 �IO Addr 330 IRQ 1, DMA³X

isp16=0x330,11,0,Mitsumi

Sony CDU 531�IOy Ã�320 sonycd535=0x320

ÌÌÌA-2.¦¦¦���   }}}~~~yyy¨̈̈ÀÀÀ¸̧̧������GGG   ###ÈÈÈ

ÈÈÈ¶¶¶

<(GSound Blaster�� HIDE{Ê��¬~{�k�i0?�W2�6Ga�C�� @H�sbpcd ¨À
¸��k³X2d»^%�cW4l�hdX¨À¸��GXk³X0?(9.��(XHC�C À{ßc�?%
å@2)�

A.3. SCSI¨̈̈ÀÀÀ¸̧̧������

¦¦¦���   }}}~~~yyy ¹¹¹���¼¼¼���ÂÂÂ ¨̈̈ÀÀÀ¸̧̧������

Adaptec 28xx, R9xx, 39xx aic7xxx.o
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¦¦¦���   }}}~~~yyy ¹¹¹���¼¼¼���ÂÂÂ ¨̈̈ÀÀÀ¸̧̧������

3ware��Ã���Ê�Ä�À 3w-xxxx.o

NCR53c810/820/720,
NCR53c700/710/700-66

53c7,8xx.o

AM53/79C974 (PC-SCSI) À{
§�

AM53C974.o

TAlBGBuslogic (�Mylex)~
�� H�Ù��D5BT6%ä
�?�W2

BusLogic.o

Mylex DAC960 RAID�Ê�Ä�
À

DAC960.o

MCR53c406a°��GSCSI NCR53c406a.o

Initio INI-A100U2W a100u2w.o a100u2w=io ,IRQ,scsi_id

Adaptec AACRAID aacraid.o

Advansys SCSI��  advansys.o

Adaptec AHA-152x aha152x.o aha152x=io ,IRQ,scsi_id

Adaptec AHA 154x amd
631x°��

aha1542.o

Adaptec AHA 1740 aha1740.o

Adaptec AHA-274x, AHA-284x,
AHA-29xx, AHA-394x,
AHA-398x, AHA-274x,
AHA-274xT, AHA-2842,
AHA-2910B, AHA-2920C,
AHA-2930/U/U2,
AHA-2940/W/U/UW/AU/,
U2W/U2/U2B/, U2BOEM,
AHA-2944D/WD/UD/UWD,
AHA-2950U2/W/B,
AHA-3940/U/W/UW/,
AUW/U2W/U2B,
AHA-3950U2D,
AHA-3985/U/W/UW, AIC-777x,
AIC-785x, AIC-786x, AIC-787x,
AIC-788x , AIC-789x, AIC-3860

aic7xxx.o

ACARD ATP870U PCI SCSI�
Ê�Ä�À

atp870u.o

Compaq Smart Array 5300�Ê�
Ä�À

cciss.o

Compaq Smart/2 RAID�Ê�
Ä�À

cpqarray.o

Compaq FibreChannel�Ê�Ä�
À

cpqfc.o

Domex DMX3191D dmx3191d.o
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¦¦¦���   }}}~~~yyy ¹¹¹���¼¼¼���ÂÂÂ ¨̈̈ÀÀÀ¸̧̧������

Data Technology Corp
DTC3180/3280

dtc.o

DTP SCSI²��y�®
�(EATA/DMA) PM2011B/9X
ISA, PM2021A/9X ISA,
PM2012A, PM2012B,
PM2022A/9X EISA,
PM2122A/9X, PM2322A/9X,
SmartRAID PM3021, PM3222,
PM3224

eata.o

DTP SCSI Adapters PM2011,
PM2021, PM2041, PM3021,
PM2012B, PM2022, PM2122,
PM2322, PM2042, PM3122,
PM3222, PM3332, PM2024,
PM2124, PM2044, PM2144,
PM3224, PM3334

eata_dma.o

Sun Enterprise¤��Æ��yÃ
{(FC-AL)

fcal.o

Future Domain TMC-16xx SCSI fdomain.o

NCR5380)wX À{§�* g_NCR5380.o

ICP RAID�Ê�Ä�À gdth.o

I2OÄ�� À{§� i2o_block.o

IOMEGA MatchMaker̈ ÀÃÂ
´��SCSIy�®�

imm.o

Always IN2000 ISA SCSI��  in2000.o in2000=setup_string :value
OR in2000
setup_string=value

Initio INI-9X00U/UW SCSI²�
�y�®�

initio.o

IBM ServeRAID ips.o

AMI MegaRAID 418, 428, 438,
466, 762

megaraid.o

NCR SCSI�Ê�Ä�
À�810/810A/815/
825/825A/860/875/876/895��
®���

ncr53c8xx.o ncr53c8xx=option1 :value1 ,
option2 :value2 ,... OR
ncr53c8xx="option1 :value1
option2 :value2... "

Pro Audio Spectrum/Studio 16 pas16.o

PCI-2000 IntelliCache pci2000.o

PCI-2220I EIDE RAID pci2220i.o

IOMEGA PPA3̈ ÀÃÂ´�
�SCSI²��y�®�

ppa.o
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Perceptive Solutions PSI-240I
EIDE

psi240i.o

Qlogic 1280 qla1280.o

Qlogic 2x 00 qla2x00.o

QLogic Fast SCSI FASXXX
ISA/VLB/PCMCIA

qlogicfas.o

QLogic ISP2100 SCSI-FCP qlogicfc.o

QLogic ISP1020{Ê�Á�~Ê
�SCSI�� IQ-PCI,
IQ-PCI-10, IQ-PCI-D

qlogicisp.o

Qlogic ISP1020 SCSI SBUS qlogicpti.o

Future Domain TMC-885,
TMC-950 Seagate ST-01/02,
Future Domain TMC-8xx

seagate.o controller_type=2
base_address=base_addr
irq=IRQ

sym53c416��®����i��
 

sym53c416.o sym53c416=PORTBASE,[IRQ]
ORsym53c416 io=PORTBASE
irq=IRQ

Trantor T128/T128F/T228
SCSI²��y�®�

t128.o

Tekram DC-390(T) PCI tmscsim.o

UltraStor 14F/34F (¤24F) u14-34f.o

UltraStor 14F�24F�34F ultrastor.o

WD7000�Á�� wd7000.o

ÌÌÌA-3. SCSÏ̈̈ ÀÀÀ¸̧̧������

,ebG¹�¼�ÂG³XÈk�(=$ñ0W2�

   ### ÈÈÈ

Adaptec AHA1522�´��330�IRQ
11�SCSI ID 7

aha152x=0x330,11,7

Adaptec AHA1542�´��330 bases=0x330

Future Domain TMC-800 at CA000, IRQ 10 controller_type=2 base_address=0xca000
irq=10

ÌÌÌA-4. SCSÏ̈̈ ÀÀÀ¸̧̧������   ###ÈÈÈ

A.4. {{{������¤¤¤������¨̈̈ÀÀÀ¸̧̧������

lll^̂̂

£BGTöG{��¤��°��G¤��Æ��{Ê��¬~{��� (NIC)H� #k>è2dGD¹
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3Com 3c501 3c501.o 3c501=io_port,IRQ

3Com 3c503 and 3c503/163c503.o 3c503=io_port ,IRQ OR3c503
io=io_port_1 ,io_port_n
irq=IRQ_1,IRQ_n

3Com EtherLink Plus
(3c505)

3c505.o 3c505=io_port,IRQ OR3c505
io=io_port_1 ,io_port_n
irq=IRQ_1 ,IRQ_2

3Com EtherLink 16 3c507.o 3c507=io_port,IRQ OR3c507
io=io_port irq=IRQ

3Com EtherLink III 3c509.o 3c509=io_port,IRQ

3Com ISA EtherLink XL
"Corkscrew"

3c515.o

3Com EtherLink PCI
III/XL Vortex (3c590,
3c592, 3c595, 3c597)
Boomerang (3c900, 3c905,
3c595)

3c59x.o full_duplex=
0 is off
1 is on

RTL8139, SMC EZ��
 Fast{��¤��

8139too.o

RTL8129$�RTL8139
Fast{��¤����®
���k³X2
dRealTek�� 

8139too.o

Apricot 82596 82596.o

Ansel Communications
Model 3200

ac3200.o ac3200=io_port ,IRQ ORac3200
io=io_port_1 ,io_port_n
irq=IRQ_1 ,IRQ_n

Alteon AceNIC Gigabit acenic.o

Aironet Arlan 655 arlan.o

Allied Telesis AT1700 at1700.o at1700=io_port ,IRQ ORat1700
io=io_port irq=IRQ

Broadcom BCM5700
10/100/1000{��¤��
y�®�

bcm5700.o

Crystal
SemiconductorCS89[02]0

cs89x0.o
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EtherWORKS DE425
TP/COAX EISA, DE434
TP PCI, DE435/450
TP/COAX/AUI PCI DE500
10/100 PCI Kingston,
LinkSys, SMC8432,
SMC9332, Znyx31[45],
Znyx31[45]�DC21040
(SROMC0),
DC21041[A],
DC21140[A], DC21142,
DC21143��®����i
GZnyx346 10/100�� 

de4x5.o de4x5=io_port ORde4x5 io=io_port
de4x5 args=’ethX[fdx]
autosense=MEDIA_STRING’

D-Link DE-600{��¤�
�Pockety�®��

de600.o

D-Link DE-620{��¤�
�Pockety�®��

de620.o

DIGITAL DEPCA &
EtherWORKS DEPCA,
DE100, DE101, DE200
Turbo, DE201Turbo
DE202 Turbo TP/BNC,
DE210, DE422 EISA

depca.o depca=io_port ,IRQ ORdepca
io=io_port irq=IRQ

Digi Intl. RightSwitch
SE-X EISA�PCI

dgrs.o

Davicom
DM9102(A)/DM9132/
DM9801 Fast{��¤��

dmfe.o

Intel Ether Express/100 
À{§�

e100.o e100_speed_duplex=X
If X =
0 = autodetect speed and duplex
1 = 10Mbps, half duplex
2 = 10Mbps, full duplex
3 = 100Mbps, half duplex
4 = 100Mbps, full duplex

Intel EtherExpress/1000
Gigabit

e1000.o

Cabletron E2100 e2100.o e2100=io_port,IRQ,mem ORe2100
io=io_port irq=IRQ mem=mem

Intel EtherExpress Pro10 eepro.o eepro=io_port ,IRQ OReepro
io=io_port irq=IRQ

Intel i82557/i82558 PCI
EtherExpressPro À{
§�

eepro100.o
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Intel EtherExpress 16
(i82586)

eexpress.o eexpress=io_port ,IRQ OReexpress
io=io_port irq=IRQ
options=
0x10 10base T half duplex
0x20 10base T full duplex
0x100 100base T half duplex
0x200 100baseT full duplex

SMC EtherPower II 9432
PCI (83c170/175 EPIC�
Á��)

epic100.o

Racal-Interlan ES3210
EISA

es3210.o

ICL EtherTeam 16i/32
EISA

eth16i.o eth16i=io_port ,IRQ OReth16i
ioaddr=io_port IRQ=IRQ

EtherWORKS 3 (DE203,
DE204 and DE205)

ewrk3.o ewrk=io_port ,IRQ ORewrk
io=io_port irq=IRQ

A Packet Engines GNIC-II
Gigabit

hamachi.o

HP PCLAN/plus hp-plus.o hp-plus=io_port ,IRQ ORhp-plus
io=io_port irq=IRQ

HP LAN{��¤�� hp.o hp=io_port ,IRQ ORhp io=io_port
irq=IRQ

100VG-AnyLan¤��Æ�
�y�®�HP J2585B,
J2585A, J2970, J2973,
J2573 Compex ReadyLink
ENET100-VG4,
FreedomLine 100/VG

hp100.o hp100=io_port ,name ORhp100
hp100_port=io_port hp100_name=name

IBM Token Ring 16/4,
Shared-Memory IBM
Token Ring 16/4

ibmtr.o ibmtr=io_port OR io=io_port

AT1500, HP J2405A,£B
GNE2100/�Ä�Ê

lance.o

Mylex LNE390 EISA lne390.o

NatSemi DP83815
Fast{��¤��

natsemi.o

NE1000 / NE2000 (¤-pci) ne.o ne=io_port ,IRQ ORne io=io_port
irq=IRQ

PCI NE2000��
 RealTEk RTL-8029,
Winbond 89C940, Compex
RL2000, PCI NE2000�
Ä�Ê�NetVin,
NV5000SC, Via 82C926,
SureCom NE34

ne2k-pci.o

Novell NE3210 EISA ne3210.o
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MiCom-Interlan NI5010 ni5010.o

NI5210 card (i82586{��
¤����®)

ni52.o ni52=io_port ,IRQ ORni52 io=io_port
irq=IRQ

NI6510{��¤�� ni65.o

IBM Olympic-based PCI
token ring

olympic.o

AMD PCnet32 and AMD
PCnetPCI

pcnet32.o

SIS 900/701G PCI Fast{�
�¤��

sis900.o

SysKonnect SK-98XX
Gigabit

sk98lin.o

SMC Ultra and SMC
EtherEZ ISA{����
 (8K, 83c790)

smc-ultra.o smc-ultra=io_port ,IRQ ORsmc-ultra
io=io_port irq=IRQ

SMC Ultra32 EISA{��
¤���� (32K)

smc-ultra32.o

Sun BigMac{��¤�� sunbmac.o

Sundance ST201 Alta sundance.o

Sun Happy Meal{��
¤��

sunhme.o

Sun Quad{��¤�� sunqe.o

ThunderLAN tlan.o

Digital 21x4x Tulip
PCI{��¤����
 �SMC EtherPower 10
PCI(8432T/8432BT) SMC
EtherPower 10/100
PCI(9332DST) DEC
EtherWorks 100/10
PCI(DE500-XA) DEC
EtherWorks 10
PCI(DE450) DEC
QSILVER’s, Znyx 312
etherarray Allied Telesis
LA100PCI-T Danpex
EN-9400, Cogent EM110

tulip.o io=io_port

VIA VT86c100A Rhine-II
PCI$�3043 Rhine-I
D-Link DFE-930-TX PCI
10/100G�3e$k�i2
dVIA Rhine PCI Fast{�
�¤���� 

via-rhine.o

AT&T GIS (ÏNCR)
WaveLan ISA�� 

wavelan.o wavelan=[IRQ,0],io_port, NWID
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WD8003 and
WD8013-5°�6{��
¤���� 

wd.o wd=io_port ,IRQ,mem, mem_endORwd
io=io_port irq=IRQ mem=mem
mem_end=end

Compex RL100ATX-PCI winbond.o

Packet Engines Yellowfin yellowfin.o

ÌÌÌA-5.{{{������¤¤¤������¹¹¹���¼¼¼���ÂÂÂ¨̈̈ÀÀÀ¸̧̧������

,ebG¹�¼�ÂG³XÈk�(=$ñ0W2�

   ### ÈÈÈ

NE2000 ISA�� �IOy Ã�300�IRQ 11 ne=0x300,11 ether=0x300,11,eth0

Wavelan card�IO 390�IRQô¥r��NWID
k0x4321@³X

wavelan=0,0x390,0x4321
ether=0,0x390,0x4321,eth0

ÌÌÌA-6.{{{������¤¤¤������¨̈̈ÀÀÀ¸̧̧������   ###ÈÈÈ

A.4.1. ���WWWGGG{{{������¤¤¤������������   GGG³³³XXX

1cGµ�Ê@�WG{��¤���� k³X2d,A%@&W2�6e7eG�� %9�G À
{§�k³X2dñ�H)8A!I3c509ADE425Gñ�*�/etc/modules.conf QÁ�� DM
2dalias )ñ�Da<?Hoptions [*�k�`2d9*@2�áfD=�?H�Red Hat Linux
���µ{��{ G��¤Â¹�¼�Âk�Í0?(9.��

2²G{��¤���� %¦1 À{§�)8A!I2²G3c509]�3c595A3c905*k³X2dñ
�H� À{§�G�®�¾Ê�@2²G�� Gy Ã�kÃ#2d)ISA�� Gñ�*$��D
�� -ADalias �k1��`2d)PCI�� Gñ�*$G�3e$%»^@2�

�WG{��¤���� G³XD12dáfH�«YG�{�@Linux Ethernet-HOWTOk�Í0
?(9.��http://www.redhat.com/mirrors/LDP/HOWTO/Ethernet-HOWTO.html.
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Symbols
.fetchmailrc,156
�Ä�§Â�®�¾Ê, 158
��§��®�¾Ê, 158
½����®�¾Ê, 158

.procmailrc,160
/etc/exports,110
/etc/fstab,112
/etc/named.conf

(�ÍBIND)
/etc/pam.conf,203

(�ÍPAM)
/etc/pam.d,203

(�ÍPAM)
/etc/sysconfig/�zÃ��Á

(�Ísysconfig�zÃ��Á)
/lib/security/,203

(�ÍPAM)
/proc/�zÃ��Á

(�Íproc¬x{Â���·)
usr/local�zÃ��Á, 27
y���j·, 211
§÷�¬x{Â���·, 23
�����®�Â

(�ÍXFree86)
\½¸�Â

Fetchmail,156
Procmail,160
Sendmail,152
6G;GÁ���, 167
1å��, 169
{Ê���Â.e8 �¼¸Ê�, 167
�D�=Web�{�, 168

6G×¶, 149
�¨·
¬zÂ�D$*d, 165

��¼Á�z, 166
�À{yÊ�, 166
��§�, 166

�{®
Mail Delivery Agent,151
Mail Transfer Agent,151
Mail User Agent,152

®Ä�À·�Å, 151
®Ä��Â, 149

IMAP, 150
POP,150
SMTP,149

H1ZD, i
{��¤��

(�Í¤��Æ��)
{��¤��¹�¼�Â

(�Í��¤Â¹�¼�Â)
}zÊ }µ¤��º

(�ÍXFree86)
��~���¥A»4

(�ÍDSOs)
��¤Â
��®Ä��@G��, 3

��¤Â¹�¼�Â
CD-ROM¹�¼�Â
¨À¸��, 268

CD-ROM¹�¼�Â
6GÈ, 269

SCSI¹�¼�Â
¨À¸��, 269
È, 272

6G�{®, 267
{��¤��¹�¼�Â
¨À¸��, 272
�WG�� G�´��, 277
È, 277

¹�¼�Â¨À¸��
Ã#, 267

¨ó, 267
�ºÀ���§{�, 46

(�Í/proc/devices)
G#x, 46

�Â�®
GID, 75
G"���Â

groupadd,75
½���µ¤��º, 75

G"�X��Â
groupadd,79
redhat-config-users,79

Ç�, 77
½���®À{°��, 79
»4�zÃ��Á, 79
×�, 75

��§��{ G{Ê�Â� , 134
��§��{ {Ê�Â� , 141
��ª�

chkconfig@ #2d, 8
ntsysv@ #2d, 8
��ª� #��Â@ #2d, 8

��ª�G¨�
xinetd³XG�Ê, 223

(�Íxinetd)
��ª� #��Â, 8

(�Í��ª�)
��ª�ã�åU, 69

(�Í/proc/sys/net/�zÃ��Á)
G#x, 69

���·^���
G#x, 65
4ËD2d, 65

�º���}Ê, 9
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(�Í�Ê)
�º }

(�Í¨�Æ� )
�º }¨�Æ� 
6G°^, 80

��¼Á�z
GC�Apache³X, 146
 #, 144

����G�«�ATcä*
XG³Xé, vii

�z�®Ã{µ¤��º
(�ÍXFree86)

�zÃ��Á
/dev/,24
/etc/,24
/lib/, 24
/mnt/,24
/opt/,24
/proc/,25
/sbin/,25
/usr/,25
/usr/local/,26, 27
/var/,26

�§{��Ä��Â
�4s, 208

(�ÍPAM)
�ÀÂ�¼��zÊ�
�À�Ä�, 137

 À{§�
(�Í��¤Â¹�¼�Â)

 À��yÊ  Ä�®, vii
¤�·��§�

(�ÍBIND)
¤��Æ��
6G;GÁ���, 105
{Ê��¬~{�, 100
{��¤��, 100
�{Áy�, 103
�Ä�Ê, 103
�{»Ây�®, 101

�µÊ 
/sbin/ifdown,104
/sbin/ifup,104
/sbin/service network,104

��Á®�, 99
X�, 105
 #, 100

¤��Æ��¬x{Â���·
(�ÍNFS)

¨���¬zÂ�ÁÊ�
(�Íiptables)

¨�Æ� , 206
(�ÍPAM)

�º }, 80
�º }¨�Æ� , 206

¬x{Â�proc¬x{Â���·

>è, 44
¬x{Â�proc¬x{Â���·
Ìñ2d, 73
>è2d, 73

¬x{Â�proc¬x{Â���·
Ìñ, 43

¬x{Â���·
FHSÇ�, 24
§÷, 23
ì!, 23, 24
[ú

(�Íproc¬x{Â���·)
¬z� §��
åt©õ`, viii

¬Ã�·§�¬x�§{�, 47
(�Í/proc/fb)

��®Ä��, 1, 1
(�Í��Ä���)

x86X, 1
G����, 1, 1

/sbin/init�µÊ , 4
BIOS,1
EFI�~Â, 1
��¤Â, 3
��Ä���, 2

�{Ã��Ä� , 11
�~�ÊÄ� , 11

��Ä���, 11, 11, 18
(�ÍGRUB)
(�Íaboot)
(�ÍLILO)

G8Å, 11
G#x, 11

Ä���§{�, 46
(�Í/proc/devices)

G#x, 46
®Ä����§�, 143
®Ä�À·
��éD��, 7

²��y���¬x{Â
(�ÍTCPÀ�¨�)

µ}�
³Xl, vii

µ�����Ã�� 
(�ÍMBR)
(�ÍMBR)

µ¢¼yÂ
Linux{��Ï*, iv
C�G�d½���Ï*, iv
TC, ii
���Ï*, ii

Web�{�, iii
��, iv
¢¼���Â�®, iii

¹�¼�Â
(�Í��¤Â¹�¼�Â)
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(�Í��¤Â¹�¼�Â)
Apache
6eô+G, 146
Ä��zÊ�, 146

�¬�Â�, 145
¹�¼�Â¨À¸��

(�Í��¤Â¹�¼�Â)
½���

/etc/passwd,75
UID, 75
G"���Â

useradd,75
½���µ¤��º, 75

Ç�, 75
�0GHTML �zÃ��Á, 135
×�, 75

½���®À{°���Â�®
(�Í�Â�®)

A»4�zÃ��Á, 79
ÀÊÃ°Â

(�Íinit �µÊ )
GRUB@>è, 15
G #, 8

(�Í��ª�)
��éG>è, 21

Â��¤�·��§�
(�ÍBIND)

Ä�¬x{Â
»�Ä�¬x{Â4ù, 138

[ú¬x{Â
(�Íproc¬x{Â���·)

[ú¬x{Â���·
(�Íproc¬x{Â���·)

[ú²��
Listen�µÊ , 147
Options,134
��§��{ {Ê�Â� , 141
 #, 146
çÏ°��, 146

»�Ä�¬x{Â4ù, 138
�� ¸{Ê, 47

(�Í/proc/execdomains)
G#x, 47

 #
Apache HTTP��§�, 129
SSL,144
[ú²��, 146

 #�zÃ��z��Apache
KeepAlive,130

 #�zÃ��z, Apache,130
 #�zÃ��z�Apache

MinSpareServers,131
ServerRoot,130
Timeout,130

 #�zÃ��z�Apache
AccessFileName,136

Action, 141
AddDescription,140
AddEncoding,141
AddHandler,141
AddIcon,140
AddIconByEncoding,140
AddIconByType,140
AddLanguage,141
AddType,141
Alias, 138
Allow, 135
AllowOverride,135
BrowserMatch,142
CacheNegotiatedDocs,136
CustomLog,138
DefaultIcon,140
DefaultType,136
Deny,135
Directory,134
DirectoryIndex,136
DocumentRoot,134
ErrorDocument,142
ErrorLog,137
ExtendedStatus,132
Group,133
HeaderName,140
HostnameLookups,137
IfDefine,132
IfModule, 137
Include,132
IndexIgnore,140
IndexOptions,139
KeepAliveTimeout,131
LanguagePriority,141
Listen,131
LoadModule,132
Location,142
LogFormat,137
LogLevel,137
MaxClients,131
MaxKeepAliveRequests,131
MaxRequestsPerChild,131
MaxSpareServers,131
NameVirtualHost,143
Options,134
Order,135
PidFile,130
Proxy,143
ProxyRequests,143
ProxyVia,143
ReadmeName,140
Redirect,139
ScoreBoardFile,130
ScriptAlias,139
ServerAdmin,133
ServerName,133
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ServerSignature,138
SetEnvIf,144
StartServers,131
TypesConfig,136
UseCanonicalName,133
User,133
UserDir,135
VirtualHost,144
6GSSLX�, 144
6G�º��¼X�, 143

�Ê, 9
(�Í�º���}Ê)

úß #��Â
ALDAP, 198, 198

¤��¼yCWeb��§�
ÞËD2d, 147

Ìdjl
%�, iv

A
aboot,3, 11
AccessFileName

Apache #�zÃ��z, 136
Action

Apache #�zÃ��z, 141
AddDescription

Apache #�zÃ��z, 140
AddEncoding

Apache #�zÃ��z, 141
AddHandler

Apache #�zÃ��z, 141
AddIcon

Apache #�zÃ��z, 140
AddIconByEncoding

Apache #�zÃ��z, 140
AddIconByType

Apache #�zÃ��z, 140
AddLanguage

Apache #�zÃ��z, 141
AddType

Apache #�zÃ��z, 141
Alias

Apache #�zÃ��z, 138
Allow

Apache #�zÃ��z, 135
AllowOverride

Apache #�zÃ��z, 135
Apache

(�ÍApache HTTP��§�)
Apache HTTP��§�

1.3§��¾Ê
2.0Q½�, 119

2.0§��¾Ê
1.3$bG½�, 119

6GX�, 117
¨����>è, 118
¬x{Â���·G>è, 118

6G§×, 117
6G;GÁ���, 148
1å��, 148
�D�=Web�{�, 148

��§�G�����`�, 142
��¼Á�zGC�³X, 146
�ÀÂ�¼��zÊ�, 129
ÁÄ� , 128
Ä�¬x{Â, 129
¦º, 128
S¦º, 128
 #, 129
�Ê, 128

Apache HTTP��§�¹�¼�Â, 145
ApacheG�º��¼�zÃ��z, 143
APXS Apache½��zÁ�z, 146
autofs,112

B
Basic Input/Output System

(�ÍBIOS)
Berkeley{Ê��¤��ç ¸{Ê

(�ÍBIND)
BIND

named��¹Ê, 172
rndc®Ä�À·, 184

/etc/rndc.conf,184
namedG³Xk #, 184
�µÊ ��®�¾Ê, 185
�G #, 184

X�, 186
DNS�®, 186
IPv6,187
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